HP Laboratories Technical Report

Hamlyn: a high-performance network interface with sender -based memory management

Greg Buzzard, David Jacobson, Scott Marovich and John W ilkes

Computer Systems Laboratory Hewlett-Packard Laboratories, Palo Alto, CA

HPL–95–86 July 1995

© Copyright Hewlett-Packard Company, 1995. All rights reserved.

This paper appears in the proceedings of the Hot Interconnects III Symposium, Stanford University, Palo Alto, CA, 10–12 August 1995.

• automatic message reassemblyeven if packets arrive out of or der, which allows use of adaptive-r outing networks having gr eater thr oughput and faulttolerance;

• simple design: the interface can be implemented directly in har dwar e state machines for speed;

• protection against node failures and rogue messages:

eliminates need for per -message softwar e checks; • a rich set of message-delivery notification schemesgives applications choices between minimizing latency and maximizing functionality .

The first Hamlyn design incorporated most of these featur es [Wilkes92]. It was developed as a way to integrate a fast, packet-switched inter connect, known as FedEx,^1 which supported adaptive r outing into a lar gescale MIMD multicomputer . This work expands on that design by:

• reporting performance data fr om softwar e and hardwar e prototypes;

• extending the schemes available for notification of message arrival;

• extending the original packet-counting scheme to a more powerful one that supports generalized group-r eceive semantics;

• presenting low-level pr otocols that sit atop the hardwar e interface.

Hamlyn was designed with a RISC-like philosophy: make the common cases fast, and the less common ones

1.FedEx was the successor to the PostOf fice switching chip developed by the HP Labs Mayfly pr oject [Davis92].

1 Introduction

Processors ar e getting faster quickly , and messagepassing inter connects for multicomputers ar e doing the same, thanks to developments in Gb/s links and lowlatency switching fabrics. But published papers about state-of-the art multicomputers continue to discuss application-to-application message times that ar e typically measur ed in hundr eds of micr oseconds. It seems that moving bits back and forth between processors and inter connects continues to be a performance bottleneck.

Hamlyn is an ar chitectur e for pr ocessor -inter connect interfaces that addr esses this dif ficulty . It has several important featur es:

• sender-based memory management: the sender never sends unless it knows that ther e is space at the receiver, which eliminates costly r eceiver buf feroverr uns and the need to r etry sends under high load;

• direct application access to the interface hardware:

eliminates the need for operating system (OS) intervention in send and r eceive operations, giving very low latencies;

• zero-copy protocols: data ar e read dir ectly from and written dir ectly to their end-points in application space, with no intervening memory-to-memory copy and no need for page alignment or r emapping by the OS;

• full inter-application protection: allows many

applications to use the same interface concurr ently without having to tr ust one another;

Hamlyn: a high-performance network interface with sender -based memory management

Greg Buzzard, David Jacobson, Scott Marovich, and John Wilkes

Computer Systems Laboratory, Hewlett-Packard Laboratories, Palo Alto, CA The Hamlyn architecture for fast processor-interconnect interfaces uses sender-based memory management to eliminate receiver buffer over-runs, and a combination of protection algorithms that allows untrusting applications dir ect, concurrent access to the interface hardware, with full protection between them.

We report here on some advances in the Hamlyn design since our original paper,. We also give detailed performance information for both a prototype of the interface itself using the Myrinet interface from Myricom, and for a software protocol layer that sits atop the hardware interface. We show that Hamlyn performance is comparable to aggressive implementations of Active Messages on the CM-5, but Hamlyn also adds protection between applications and against faulty processors. Our analysis shows that if the interface were constructed as a set of hardware state machines, its performance would be limited almost solely by host bus and link speeds.

possible. An explicit design goal was that Hamlyn be simple enough to implement dir ectly in har dwar e statemachines, so that it would not r equir e a pr ogrammable contr oller, since these ar e often performance bottlenecks.

The Hamlyn design is being pr ototyped in har dwar e and softwar e as this paper is being written. This paper presents an overview of its ar chitectur e, discusses the design and implementation of the low-level interface library that we have constr ucted on top of it, and presents performance data for our appr oach, demonstrating its advantages. W e also discuss r elated work befor e summarizing what we’ve learned fr om our resear ch.

2 The Hamlyn architecture

We begin with an overview of the Hamlyn ar chitectur e proper.

2.1 Assumptions and requirements The ar chitectur e was designed for closely-cluster ed computers or MIMD multicomputers. Our main goal was to reduce the end-to-end latency and over head of communications while pr oviding a choice of messagearrival semantics. W e began by identifying desirable properties of inter connects used in such envir onments that we could exploit, including:

• Very low transient err or rates: dedicated, enclosed multicomputer networks ar e better thought of as extended backplanes than as high-err or-rate network links. This meant that we could r ely on application-level r ecovery mechanisms for the very few cases wher e things actually did go wr ong. In particular , retry mechanisms in the low-level protocols to gain ef ficiency wer e no longer needed [Saltzer84], and a sender may discar d its copy of a message as soon as it has moved into the inter connect.

• Relatively small packets, which permit simpler , faster switches and better thr oughput guarantees; in turn, this implied the need for message segmentation and reassembly . (Hamlyn would also work with interfaces that don’t do packetization.)

• Possible out-of-order packet delivery, since this allows low-level packet-r outing optimizations, such as adaptive r outing, to get higher ef fective bandwidth with automatic hot-spot and fault-avoidance.

• The interconnect would never partition: the

combination of low failur e rates and internal redundancy in the inter connect meant that we could simply declar e that partitioning had been legislated out of existence.

• A physically secure network, so that messages would not need to be encrypted. A few bad packets might still be generated by a failing pr ocessor as it went down, so we did need a mechanism to handle shortlived bursts of err oneous messages. Because we also assumed that individual nodes would r un a tr usted OS, which would pr event the most egr egious security violations, we did not need other pr otection against sustained, malicious attacks.

To provide r eally low latency, we felt that it was essential to: (1) pr ovide dir ect, application-level access to the interface har dwar e; (2) eliminate memory-to-memory data copying (“zer o copy” pr otocol stacks); and (3) provide a fast, low-cost mechanism to notify application processes when one or mor e messages had arrived, rather than do so on every packet or message-fragment.

To provide high bandwidth, we needed to integrate dir ect memory access ( DMA) capabilities into the interface, while still allowing applications dir ect access to it.

In addition, because we wer e inter ested in supporting a general-purpose computing system on our multicomputer , we felt that it was imperative to give several, mutually suspicious applications access to the inter connect interface simultaneously , at full speed. This requir ement r ules out appr oaches like partitioning the multicomputer , draining the inter connect during program-switches as is done on the CM-5, or r equiring gang-scheduling of applications, as in Active Messages. The same r easoning led us to minimize the need for polling the interface har dwar e.

The Hamlyn interface ar chitectur e embodies solutions to all of these pr oblems.

2.2 Sender-based memory management The first—and per haps most important—Hamlyn featur e is sender-based memory management.

Receiver buf fer-overr uns ar e a serious pr oblem for lowlatency computer systems: r esolving them typically requir es time-out mechanisms in or der to trigger a r etry, often at a r elatively low level in the pr otocol stack. Of course, this usually occurs under high load conditions— precisely when such r etransmissions will only make the problem worse. In a packet-based envir onment, even a low rate of packet loss can r esult in a much higher rate of message loss.

The basic idea behind sender -based memory management is that if the sender has r esponsibility for laying out messages in the r eceiver ’s memory, then ther e is never a r eason to experience a r eceiver buf fer-overr un.

Hamlyn achieves this by letting senders dictate wher e in the r eceiver ’s memory a message should be placed. The interface puts message packets dir ectly into this managed space, rather than buf fering them on a limitedcapacity interface car d. Har dwar e delivery is needed because the cost of softwar e packet-handling at the receiver is pr ecisely the pr oblem causing r eceiver overr uns.

In order to decouple the sender ’s and receiver ’s virtualto-physical addr ess mappings, Hamlyn pr ovides a level of indir ection: each sender is given one or mor e message

3 areas—logically contiguous pieces of memory—into which it can dir ect messages. Message ar eas ar e allocated by the r eceiver so that the latter r etains overall resour ce contr ol. These ar eas ar e mapped dir ectly into receiving applications’ addr ess spaces so that incoming messages arrive without copying.

To make this possible, each message is labeled with a destination <message-area, offset> pair. If the message must be segmented into packets for transmission, then each packet must include a <message-area, offset> pair.^2

Message ar eas ar e allocated fr om the pr ocessor ’s main memory , and they ar e protected by standar d har dwar e page-pr otection schemes. Thus, ther e is no application cost to access their contents, and all accesses ar e subject to the usual pr otection checks. Each message ar ea is described by a vector of physical page addr esses; the Hamlyn interface interpr ets offsets into the message ar ea as offsets into this vector , and it performs the r equir ed addr ess calculations “on the fly” as it writes packets into the r eceiving pr ocessor ’s memory.^3

To ensur e that senders cannot randomly write to message ar eas without permission, the sender puts a protection key into outgoing packets, and the r eceiving hardwar e checks it against a key associated with the message ar ea. Only if the keys match is writing allowed. Since keys ar e large (32 or 64 bits) and sparsely allocated, this pr ovides full inter -application pr otection: an application can only write to message ar eas for which it has been given permission in the form of a key .

2.3 Termini: direct access to the interface hardware To avoid OS over head at the sender , Hamlyn gives each sending application a private, har dwar e send terminus. This is a set of r egisters and a work queue that ar e mapped into the application’s addr ess space using normal OS virtual-memory pr otection mechanisms. The application can r ead and write its terminus to pr ovoke message-sends without further OS intervention: no system call or interr upt occurs when sending a message.

Short messages ar e pushed fr om the host pr ocessor onto the terminus queue using r egular store instr uctions: no additional pr otection checks ar e needed. W e call this directI/O. The terminus is then “pr odded” to examine the queue if it wasn’t alr eady doing so, after which the application may pr oceed to other work. If the terminus queue is full, the pr ocessor spin-waits for a few microseconds until a message has been sent and ther e is space to insert its new r equest. Each terminus has its own queue so that each application may have several messages queued for transmitting—64 in our pr ototype.

2.This restriction could be lifted if the inter connect wer e to pr ovide completely loss-fr ee, in-or der delivery .

3.In the original Hamlyn pr oposal, the interface held an explicit pageaddr ess vector . In the pr ototype, this addr ess conversion was folded into the bus converter that was part of the host pr ocessor ’sI/ O system.

Long messages may be sent by an asynchr onous DMA mechanism built into the interface, which fr ees up the processor for other activity . To do this, a DMA request block is constr ucted and put onto the terminus work queue. A DMA request r esembles a dir ect I/ O request, except that in-line data ar e replaced by a pointer and length.

If an application could put an arbitrary memory addr ess in a DMA request, then it could send any part of its node’s memory acr oss the network, which would clearly be a security violation. W e prevent this by making the sender specify outgoing DMA messages in terms of a <messagearea, offset, length> tuple, which the interface checks against a list of message ar eas stor ed in the sending terminus, translating addr esses as the data ar e transmitted.

The Hamlyn interface scans r ound-r obin ar ound the termini with outstanding sends, transmitting a packet from each one in turn. This pr ovides fairness amongst applications, even if some ar e sending long messages and others short ones. Indeed, the ef fect is to give short messages pr eferential access to the inter connect. This in turn incr eases the likelihood that short contr ol requests will be sent with low latency .

This scheme could be embellished with priorities, although we didn’t include this in our pr ototype: if sending termini have associated priorities, then the interface can service higher -priority termini befor e lower -priority ones.

2.4 Slots: sharing message areas We wanted to make it possible to shar e receiver message areas amongst many senders (e.g., the collaborating processes of a distributed application). T o do so, we introduced slots, which have two functions. A slot has a base-limit pair , identifying some or all of a message ar ea, and it holds a pr otection key used to guar d against misdir ected or unauthorized messages. Multiple senders may shar e all or part of a given message ar ea, and this permission can be r evoked on a per -sender basis if each sender is given a separate slot. Figur e 1 puts this all together .

Our packet pr otocol can addr ess 2^{16} slots in an interface. The Hamlyn ar chitectur e allows the interface har dwar e to stor e slot information in its entir ety, or to cache information for a subset of slots. Both the number of slots supported and how they ar e stor ed ar e implementation choices, hidden fr om the contr olling softwar e, so that the cost and complexity of a Hamlyn implementation can be adjusted to meet r esour ce limits or price goals. For example, our pr ototype supported about a thousand slots.

2.5 Message reassembly and arrival notification Packets of a segmented message may arrive at the receiving har dwar e in any or der. The incoming message data ar e moved directly to the desir ed spot in the user

4 space via DMA: no staging thr ough an OS buf fer occurs, so no copying is needed. W e refer to this design as a zerocopy protocol.

Once all the packets of a message have arrived, the receiving application should be told. W e call this pr ocess message-notification. A unique aspect of Hamlyn is its flexible notification scheme, which has thr ee parts:

• Hamlyn har dwar e automatically detects when all of the packets of a message, or a gr oup of messages, have arrived—without any softwar e intervention by the r eceiver.

• Once a message has arrived, the har dwar e writes an entry into a notification queue. (By default, ther e is one queue for each application pr ocess.)

• An interr upt is generated only if the r eceiving process is asleep, and even then, interr upts ar e coalesced when possible to minimize over heads.

The mechanism for generating a notification is based on an extended form of packet-counting.

Each sending terminus has a 32-bit packet counter that can be initialized by the sending application to some value Y_0.

At the r eceiver, each application has a pool of notification assembly areas. Each contains a 32-bit counter , space used by higher -level pr otocols for out-of-band data, and (optionally) additional pr otection information. A notification ar ea can be r ecycled as soon as the r eceiver does a release operation on the associated buf fer, so the number of ar eas needed is the number of messages potentially in flight at one time, not the total number sent. The counter is called a notification assembly counter, and it is always initialized to zer o.

Each arriving packet carries an integer value in a field of its header called the delta field, and the index of a notification assembly ar ea. In each outgoing packet

Figure 1: processing an incoming packet: checking the header to find where to put data.

Hamlyn interface

Message

area

Protection key Slot

Incoming packets

Accessible subset of message

area

except the last, the packet's delta field is set to 1 and the packet counter is decr emented. In the last packet, the curr ent value of the packet counter is put in the delta field. Each step leaves the sum of the packet counter and the deltas invariant, so that the sum of the delta fields of all the packets equals Y_0 modulo 2^{32}.

As the packets of a message arrive, their delta fields ar e summed into a notification assembly counter . A notification is generated when the counter again becomes zer o, which can occur only if the sum of the incoming packets’ delta fields is 0 modulo 2^{32}.

This deceptively simple mechanism pr ovides:

Message reassembly . The pr oblem her e is that packets may arrive in a dif ferent or der than they wer e sent. To handle this, the sender lets Y_0 = 0. If ther e is only one packet, its delta field will be zer o and notification will occur on its arrival. If ther e is mor e than one packet, then all but the last packet have delta=1,while the last will have delta = –(p–1), wher e p is the number of packets in the message. Notification will occur when all the packets have arrived, even if the packets arrive out of or der.

Static group receive. A single notification can be deliver ed after a set of messages fr om a known list of senders has arrived (e.g., for a barrier). In this case, the ith sender is given an initial value Y_i such that the sum over all participating senders is 2^{32}. As the last-sent packet fr om each sender arrives, it cancels the packetcount fr om the other packets fr om the same sender , and contributes Y_i to the packet accumulator . The sum reaches 2^{32} and wraps ar ound to zer o exactly when all packets have arrived.

Single-sender scatter -gather . One sender may send several r elated messages and have the r eceiver be notified only when all of them have arrived. An example is: sending data to one ar ea and a contr ol message to another ar ea. Because the inter connect may deliver messages out of or der, a contr ol message could overtake its associated data and arrive befor e it. This usage is just a special case of a static gr oup r eceive in which each scatter -gather ar ea is a separate message, but all come from the same sender .

Dynamic group receive. This is similar to static gr oup receive except that the set of senders is initially unknown—in fact, no node may ever know the set’s entir e composition. An example occurs in database systems wher e one pr ocess delegates work to other processes. Her e, a pr ocess that has r eceived a value Y_i for its send counter can delegate work to (say) two other processes as long as their initial send-counter values, Y_{i1} and Y_{i2}, sum to Y_i. For corr ect operation, the senders must also partition the r eceiver ’s buffer area between them, and ther e must be a means by which the r eceiving application knows wher e to find the data.

5

2.6 Summary The primary costs of the Hamlyn scheme ar e two-fold:

1. Message ar eas must be pinned in memory . We made a deliberate choice to do this: it buys considerable performance with a small amount of memory , which is becoming cheaper by the day . Besides, lowlatency communication won’t much help an application that has its active data paged out ….

2. Each message or packet must include some

Hamlyn-specific header data. This bounds the smallest sensible packet size to a hundr ed bytes or so. We don’t think that this is a major r estriction: Hamlyn was originally designed for a packetswitching network with 128-byte packets, which seems a r easonable compr omise for inter connects of this sort. For comparison, Fibr eChannel uses packet sizes in the 2 KB range, and the Myricom network we are using for a pr ototype does not limit packet size.

In return for these, Hamlyn pr ovides fully-pr otected, direct application access to the inter connect; message reassembly “for fr ee,” including the cases of multiple messages and multiple senders; pr otection against r ogue messages and failing pr ocessors; and both dir ect and DMA sends. The next section discusses how all of this provides higher -level communication facilities while preserving performance and simplicity of the low-level hardwar e.

3 Rats—an interface library for Hamlyn

An interface library called Rats has been designed to support the rapid development of middlewar e code— such as MPI [Corbett95], Active Messages [vonEicken92], distributed database facilities—and other applications that ar e tuned for the Hamlyn ar chitectur e. The goal of Rats was to pr ovide a thin layer of useful abstractions with which to manage Hamlyn r esour ces, and to send and r eceive messages ef ficiently .

To use Hamlyn, a sender must manage space on the receiver into which the messages ar e deliver ed, space into which out-of-band data is deposited, and a notification queue. The way these r esour ces are managed varies accor ding to the communication scheme being used. For example, str eaming a sequence of records requir es that the r eceiver ’s notification queue and message ar ea are not overr un, wher eas updating a remote location with status information (e.g., the processor load average) may not need to generate notifications and message-ar ea overr un is not a concern. Rats was designed to support a variety of pr otocols while isolating the pr ogrammer fr om the details of the hardwar e interface.

Rats was implemented in C++. It defines a collection of Hamlyn r esour ce classes and member functions for operating on them. Rats code executes in the application’s addr ess space and invokes the OS only to acquir e or release communication slots and termini— which occurs much less often than sending or r eceiving messages. Sending a message need never involve the OS; receiving one only does so to awaken a sleeping process that has blocked itself inside the OS.

Rats has two layers: one is concerned with the details of the Hamlyn har dwar e interface, the other with of fering different communication abstractions. W e discuss each of these in turn.

3.1 The Rats hardware interface level The lower level of Rats pr ovides a pr ocedural, user library interface to the Hamlyn har dwar e and har dwar emanipulated data str uctur es. Ther e are two main functions: sendmsg and get_notification_record.

The sendmsg function accepts a ticket and a buf fer, then launches a message. The ticket specifies a destination node, slot, notification assembly ar ea, pr otection key , offset, and range. The buf fer’s virtual addr ess is converted to an of fset from the beginning of the sender ’s message ar ea. If the message is small, it is written directly into the interface using dir ect I/ O. If it is lar ge, a DMA contr ol block is constr ucted and queued in the interface. The value r eturned by this function is a handle that can be used to determine the status of the send.

The get_notification_record function r eturns a pointer to the next notification entry , or zer o if ther e isn’t one.

Other lower -level functions communicate with the OS to allocate slots, allocate pinned memory , set pr otection keys, pr epar e information needed to wake a sleeping process upon message arrival, and so on.

3.2 The Rats higher-level protocols The upper level of Rats consists of a Hamlyn interface manager and a collection of pr otocol modules that provide r outines to send and r eceive data. The manager administers pinned memory using a malloc/free paradigm, and it allocates notification ar eas associated with slots owned by the application pr ocess.

The upper level of Rats supports the notion of a protocol instance—one instantiation of a pr otocol for a particular application pr ocess with a server and a client side. (These ar e treated a bit like UNIX^4 file descriptors.) Rats exports two functions that together r esemble the UNIX select call: next_ready determines which pr otocol instance has data r eady, if any, and poll blocks until ther e is data for one of the application’s pr otocol instances, at which point it calls the instance’s process_arrival function. (See below .)

Implementing the upper level in C++ pr ovided namespace contr ol (each module can have its own send, recv, close, etc. calls without name conflicts), in-line function expansion and abstract data types. All of the modules have similar interfaces, so that most of what a programmer knows about one applies to all.

4.UNIX is a trademark licensed exclusively by X/Open Corporation in the USA and other countries.

6

A novel featur e of the pr otocol modules is how users establish connections. W e wanted to avoid depending on a global distributed operating system, whose instances on the nodes would have to cooperate to establish connections. For most pr otocols, an application first cr eates a server (more strictly: server instance), which is usually the r eceiver of data. Each server supports a make_seed call that r eturns a seed, which is a data str uctur e that encapsulates all the information necessary to send a message to that server—its site, slot, protection key , and any pr otocol-specific information. A seed can be communicated to another node using any available mechanism. A r emote application calls the C++ constr uctor for the client side of the pr otocol, passing the seed as a parameter . This constr uctor sets up any necessary framework for normal operations, and contacts its server if necessary . Seeds ar e often communicated as metadata with a message: this is a small amount out-of-band data written separately fr om the main message at the r ecipient.

Except to awaken a sleeping pr ocess, message r eception runs entir ely at user level. The poll function calls get_notification_record in order to get information about the next incoming message or message gr oup, then it identifies the associated server and calls a (C++ virtual) process_arrival function, which is pr ovided by every server to handle the incoming data in a pr otocol-specific manner . Wher e needed, the recv operation r eturns a handle that can be used to find the message and to release the buf fer.

Sending functions and the str eam pr otocol’s flush call return a handle so that the application can query the status of the send operation. Possible status values ar e error (and an err or code), pending, copied, and sent.

Rats is modular and easily extensible: the tagged r emote write pr otocol, described below , is about 2 pages of C++ code. Ther e are curr ently seven supported pr otocols:

Remote W rite. The seed used to cr eate a client carries a ticket for the destination. The write call specifies a buf fer, length, and destination of fset. The only thing to happen at the r eceiving side is that data is written. In-or der delivery is not guaranteed; scatter -gather is supported.

Tagged Remote W rite. The seed used to cr eate a client carries a ticket for the destination. The write call specifies a buffer, length, destination of fset, and an integer tag. At the r eceiver, data is written to the destination message area, and the tag is included in a notification queue entry. Tags can be r etrieved with a get_tag or get_specific_tag call. All messages of this type must fit in a single packet. (This and the Initial Request pr otocols are the only ones with this r estriction.) In-or der delivery is not guaranteed.

Datagram. This resembles UNIX’sUDP, except it is reliable and the r eceiving application obtains a pointer to the message, rather than supplying one. When the application is finished with a buf fer, it must explicitly release it. Behind the scenes, the release function sends a ticket back to the client so that the buf fer can be r eused. This pr otocol can be many-to-one by cr eating multiple seeds. As with UDP, in-order delivery is not guaranteed.

Simple datagram. This pr otocol dif fers from the datagram pr otocol above in that each message carries a seed for a r eply; also, applications may send additional out-of-band data of their own, use Hamlyn’s gr oup receive mechanisms, and specify wher e the buf fer space lies. The “simple” part of this pr otocol is that each instance manages a single r eceive buf fer, rather than queues of several, which makes for a simple, ef ficient protocol.

The seed used to cr eate a client is simply a ticket. Seeds can be split, which is the metaphor used to access gr oup receive functions. The split_seed function cr eates a new seed and mutates the original in or der to partition the destination buf fer into non-overlapping ranges. It also makes the sum of delta values in the r esulting seeds equal to the old delta value (modulo 2^{32}), so that an application r eceiving a split message will only be told when all the messages fr om all the senders have arrived.

A client pr otocol exports send, which accepts a buf fer and a possibly null piece of metadata containing a r eply seed. An application calls recv at the server , which waits for a message to arrive, and it can ask wher e data was deposited. The function reply_seed returns the r eply seed sent in the message; metadata_for_self returns a pointer to a piece of metadata containing a ticket for its own instance. Thus, applications can ping-pong messages back and forth using the following sequence at each end, wher e srv is the server:

srv.reply_seed().send( sendbuffer, sendbuffer + buffer_length, srv.metadata_for_self() ) The seed pr ovides the send function in the call above to avoid explicitly constr ucting and discar ding a client instance just for the r eply.

Remote Read. Clients support remote_read and async_remote_read. A ready function indicates whether the async_remote_read has r eturned. Only one r emote read can be in flight at any time for a single pr otocol instance.

Stream. This pr otocol pr ovides a one-way , one-to-one, in-order connection fr om a sender to a r eceiver. Either a sender or a r eceiver can be cr eated first. The make_seed function for a sender or r eceiver r eturns a seed for the opposite party .

The str eam sender supports write_bytes, write_record, and flush. The str eam r eceiver supports read_bytes and read_record; both r eturn a <start-pointer, length> pair describing their r esult: no copying occurs.

Any str eam can be written or r ead as either bytes or records, or these calls can be interleaved. A read_bytes call returns as many bytes as ther e are left in the curr ent message, possibly cr ossing a r ecord boundary . A

7 read_record call returns one r ecord (as sent by write_record), or the r emainder of the curr ent message if it contains no mor e record boundaries.

Large buf fers ar e sent as-is; small ones may be coalesced by copying, in which case the r eturned handle’s state will be the value copied and ther e is no guarantee of immediate transmission. T ransmission can be ensur ed by a call to flush, which guarantees that all pr eviouslycopied data ar e transmitted. A release operation on a buffer frees its memory space and that of all buf fers that arrived earlier .

Initial request response. This pr otocol is designed to be used for initial connection r equests wher e ther e are no pre-allocated r esour ces at the server . The client seed is an

ASCII string, so it can be passed by some simple out-of-

band pr ocess, such as being written in a file (similar to /etc/services),passed in an envir onment variable, put in a command-line ar gument., har d-coded into pr ograms or distributed by a name server . The client does a send, the server gets it with a recv, it replies with sendreply, and the client r eceives that with recvreply. Since ther e are no pr eallocated r esour ces, a transmission may arrive when the designated r esour ce is busy and be lost, so the pr otocol uses time-out, r etransmission, timestamps and sequence numbers to synthesize r eliability . Applications must explicitly call release when they ar e done with the r eply buffer.

4 Performance evaluation

To evaluate the design alternatives for Hamlyn, we undertook several dif ferent activities:

• a softwar e emulator for the low-level har dwar e interface let us experiment with the Rats pr otocols before the har dwar e was r eady;

• a pr ototype har dwar e implementation using the Myrinet inter connect [Boden95] let us try out the effects of the Hamlyn ideas in a near -full-speed prototype (this was built in cooperation with the University of California, Berkeley; see Figur e 2);

Figure 2: the structure of our prototype interface.

Host I/O bus^{Slot}_{table}

Work queues

Host DMA engine to interconnect

LinkDMA engines

LANai controller

Packet staging area

Interface

SRAM

• ports of several lar ge applications on top of the Rats softwar e to learn how well they ar e supported by its interfaces.

Together , these allowed us to answer a range of questions. W e continue to use them to explor e which parts of the Hamlyn ar chitectur e bring value to applications, and which parts can be elided or delegated to softwar e. This section pr esents an overview of some of these activities, and discusses performance data that we have obtained fr om them.

4.1 The software interface emulator We built a softwar e emulator of the Hamlyn har dwar e interface in or der to help us develop the Rats interface library . We instr umented it to measur e a number of small test pr ograms. Because the emulator ran dir ectly on PA-RISC hardwar e, we wer e able to determine pr ecise instr uction counts and timings for the Rats softwar e layers.

Instr uction counts we r eport her e wer e obtained by disassembling compiler output. W e measur ed the cycles-per -instr uction value for an HP9000 Series J200 processor to be 1.27 when executing the sendmsg code, with the cache and TLB hot. Combining this with the processor clock speed of 120 MHz gave us timings.

Table 1 shows instr uction counts for a tagged r emote write of d data bytes; T able 2 shows them for simple datagrams. A datagram can be sent with r eply information (which needs 44 bytes of metadata), or without (which needs only 12). The table shows timings for a 16-byte message sent with and without r eply data. Note that DMA costs ar e independent of message size at the Rats level.

The tables should be r ead as follows: the column labelled on-cp (on the critical path) gives the latency of the operation. The time the host pr ocessor is busy is given by the sum of on-cp and off-cp values: the latter represents work that can be overlapped with inter connect activity .

The tables indicate that Rats contributes about 1.6 μs to the critical path of a tagged r emote write (send + r eceive) of 16 data bytes, and 1.7 μs for a 512-byte DMA. In the case of a simple datagram that includes the information needed for a quick r eply, the values ar e 2.2μs (2.3μs for DMA)—a total of 4.4 μs (4.6μs) of softwar e costs for the round trip.

[Karamcheti94] r eports instr uction-counts (but no times) for Active Messages on a CM-5 ( CMAM ) that ar e roughly comparable with ours, although they wer e measur ed on a SPARC processor, ours ar e for PA-RISC. The CMAM finitesequence, multi-packet delivery pr otocol seems to provide functionality somewhat below our simple datagram pr otocol, in that it doesn’t support our gr oupreceive operations, but does handle out-of-or der packet delivery . [Karamcheti94] quotes 397 instr uctions to do a 16-wor d (64-byte) unidir ectional send: our value is 215

8 instr uctions using dir ect I/ O, 188 using DMA. It is not clear fr om [Karamcheti94] how this count scales if the packet size incr eases to 32 bytes: our incr eases by 12 instr uctions in the dir ect I/ O case, and doesn’t change using DMA.

This comparison shows that Hamlyn is providing essentially the same performance as a well-tuned Active Message implementation, with the addition of full inter -application protection and no receiver overruns.

[Karamcheti94] ar gues that the underlying network inter connect should pr ovide in-or der delivery , deadlock freedom, and fault-tolerant packet transmission. W e conclude instead that Hamlyn can pr ovide the first two of these on top of an arbitrary inter connection network

Table 1: instruction counts to do a tagged remote write ofd bytes in Rats. The notationon-cp means instructions on the critical path;off-cpinstructions off it.

Tagged remote write — Direct I/O — — DMA —

function on-cp off-cp on-cp off-cp

sender tagged_write::write 10 6 10 6

sendmsg 69+3d/4 17 88 13

total 79+3d/4 23 98 19

16-byte msg total 0.96μs 0.24μs 1.03μs 0.20μs

receiver poll 31 4 31 4

process_arrival 16 16

get_tag 15 20 15 20

total 62 24 62 24

16-byte msg total 0.66μs 0.24μs 0.66μs 0.25μs

both total 141+3d/4 47 160 43

16-byte msg total 1.63μs 0.48μs 1.69μs 0.45μs

Table 2: Rats instruction counts for sending and receiving a simple datagram, withm words of metadata and d words of data. Instructions labelledon-cp are on the critical path, ones labelledoff-cp are not. The case labelled 12+16 msg is a 16- byte message with 12 bytes of metadata; 44+16 has a full return ticket in its 44 bytes of metadata.

Simple datagram — Direct I/O — — DMA —

function on-cp off-cp on-cp off-cp

sender send 10 10

sendmsg 67+3(m+d)/4 10 88+3m/4 7

send total 77+3(m+d)/4 10 98+3m/4 7

12+16 msg 1.04μs 0.11μs 1.13μs 0.07μs

44+16 msg 1.29μs 0.11μs 1.39μs 0.07μs

receiver poll 28 4 28 4

process_arrival 39 39

recv 14 22 14 22

receive total 81 26 81 26

receive total 0.86μs 0.28μs 0.86μs 0.28μs

both grand total 158+3(m+d)/4 36 179+3m/4 33

12+16 msg 1.90μs 0.39μs 1.99μs 0.35μs

44+16 msg 2.15μs 0.11μs 2.25μs 0.35μs

that pr ovides the last, allowing the inter connect designers to optimize for performance rather than highlevel pr otocol support: [Davis92] ar gues that an adaptive-r outing network can achieve r oughly double the thr oughput of a non-adaptive one.

4.2 The hardware prototype We are building a har dwar e prototype based on the Myrinet inter connect, in cooperation with the University of California at Berkeley . The Myrinet switch is a wormhole r outer configur ed as a non-blocking 8 ×8 crossbar . It provides 80 MB/s of bandwidth per port, simultaneously in each dir ection, with about 0.5 μs of switching latency . Myrinet’s LANai version 3 network interface chip contains thr ee DMA units (inbound fr om the switch, outbound to the switch and to or fr om host memory), a 32-bit pr ogrammable pr ocessor, and on-car d static memory ( SRAM).^5

We used the LANai chip and SRAM to pr ototype the Hamlyn design by micr ocoding the LANai to emulate a Hamlyn interface. In or der to determine timings, we built a cycle-counting instr uction-set simulator that included detailed models of the interface car d, the host bus, and SRAM contention.

We consider the following basic cases: dir ect send of a short, single-packet message, both with and without updating a wor d in host memory to indicate that the message has been sent; a DMA send of a long message; fast inbound r eceive of a small packet with no notification; and r eception of an inbound packet with notification to a busy-waiting host pr ocess.

In what follows, we use an HP9000 Series J200 as a host: it runs at 120 MHz, and has a GSC+ I/ O bus that r uns at 40MHz connected to a 120 MHz pr ocessor bus. W e assume ther e is no additional r esour ce contention for buses beyond that intrinsic to the interface car d design; that both the host and LANai pr ocessors ar e in busy-wait loops at the appr opriate points (i.e., ther e isn’t anything else going on in the system); Hamlyn pr otection keys ar e 32 bits long; and that no err ors occur .

The numbers we r eport ar e in both 25ns LANai clock ticks and micr oseconds. T ables 3 and 4 summarize our results for single-packet messages, T able 5 for a lar ge message transfer using 512-byte packets.

If we combine these numbers with those for the Rats softwar e layer, we see total times of 8.8 μs for an application-to-application send + r eceive of a 16-byte tagged data message, and 42.2 μs for a r ound-trip that moves a 512-byte datagram and r eturns a 16-byte acknowledgment. Even this simple data-transfer protocol achieves a bandwidth of 12.1 MB/s, but pipelining sends or sending lar ger messages makes it easy to achieve much higher numbers: 27.0 MB/s with pipelined 512-byte messages, 49.2 MB/s with 4 KB

5.Performance for the older LANai 2 interface is 2–3 times worse than for LANai 3 because the older pr ocessor has only a 16-bit CPU and is less able to overlap data-transfer and contr ol operations.

9 transfers, and 67.8 MB/s with 1 MB transfers. This shows that we can achieve both very low latencies and very high bandwidths with the same architecture.

The cut-over point between dir ect I/ O and DMA is a function of the specific interface har dwar e and low-level bus pr otocols. For the design we describe her e, we find

a. This is the GSC+ bus time; it becomes 18d/32 for 32-byte payloads and larger.

a. This is overlapped with the LANai processor loading the packet-header:

send-packet can commence as soon as both header and data are loaded. The payload-loading term dominates for payloads larger than ~60 bytes.

b. The d/2 term is the cost to move data across the 80MB/s Myrinet link: 6.4μs for 512 bytes.

c. The DMA engines cycle-steal from the LANai processor’s access to the

SRAM. For d>=284, the effect is that the processor runs at half speed.

Table 3: details of Myrinet LANai 3 interface card costs when processing fast-path Hamlyn messages withd bytes of payload data + metadata. Numbers are given in both 25ns LANai 3 cycle counts and microseconds. Items in [square brackets] are off the critical path. “Total” values are critical-path values for 16-byte messages.

Direct IO of small message

LANai cycles time (μs)

sender send packet 81 + d/2 2.03 + 0.013dμs

notify host [102] [2.55μs]

total 89 2.23μs

switch 20 0.5μs

receiver link to interface 71 + d/4 1.78 + 0.006dμs

interface to host^a 14d/16 0.022d μs

notify host [89] [2.23μs]

total (no recv notify) 89 2.23μs

total (with recv notify) 178 4.45μs all total (no recv notify) 198 4.96μs

total (with recv notify) 287 7.18μs

Table 4: details of Myrinet LANai 3 interface card costs when processing Hamlyn messages from the host RAM by DMA with d bytes of payload data + metadata. Timings are given in both 25ns LANai 3 cycle counts and microseconds. Items in [square brackets] are off the critical path. “Total” values are for a 512-byte message and include host notification of message arrival. These values assume no cut-through at the LANai card on sending.

DMA of large packet LANai cycles time (μs)

sender start data to card 106 2.65

load payload^a 18d/32 0.38 + 0.014d

send packet^b 21 + d/2 0.53 + 0.013d

notify host [102] [2.55]

512-byte total 671 16.78

switch 20 0.5

receiver link to interface^c

71 + min(71, d/4)

1.78+ min(1.78, 0.006d)

interface to host 59 + 18d/32 1.82 + 0.014d

notify host 89 2.23

512-byte total 578 14.45

all 512-byte total 1269 31.73

DMA requests br eak even for a data transfer of only 30 bytes or mor e.

Projecting what could happen if we wer e to embed the Hamlyn design in a set of state machines, but keep the same basic ar chitectur e as the Myricom car d (i.e., one DMA engine between host RAM and on-boar d SRAM, and two DMA engines between the SRAM and the external link), we believe that we could cut the times down to close to the sum of:

• a GSC+ bus cycle to move the “start transmission” request to the interface;

• the time to assemble and transmit the header; • the time to traverse the switch; • the time to r ead the header at the r eceiving interface; • and the time to pipeline the data thr ough the two I/ O buses, the interfaces, and the switch chip.

Putting all of this together gives us a best-possible hardwar e time of about 46+18 d/32 LANai cycles, or 1.15 + 0.014d μs—this system would be GSC+ limited for large transmissions. The best-case bandwidth achieved under these assumptions is 71.1 MB/s; per haps even more inter esting is that 64-byte packets achieve mor e than half of this (41.3 MB/s) while 512-byte packets get over 90% of it (65.2 MB/s). Since even the LANai design is largely bus-limited at lar ge transfer sizes, the main advantage of moving to the state-machine implementation is r educed latency . Assuming the same Rats layer , we reduce the application-to-application 16- byte send + r eceive time to only 3.0 μs, split r oughly evenly between har dwar e and softwar e.

Table 5: details of Myrinet LANai 3 interface card costs when processing a large multi-packet message withd bytes per packet of payload data + metadata, and Nd total bytes. Timings are given in both 25ns LANai 3 cycle counts and microseconds. Items in [square brackets] are off the critical path. “Total” values are critical-path times for a 1MB message sent with 512-byte packets (N=2048). These values assume no cut-through at the LANai card on sending.

DMA of large message LANai cycles time (μs)

sender start data to card 106 2.65

1st load payload 18d/32 0.38 + 0.014d

(N-2) load/send (N–2)×18d/32 0.014(N–2)d

last send packet 21 + d/2 0.53 + 0.013d

notify host [102] [2.55]

1MB/512-byte total 589.9K 14.75ms

switch 20 0.5

receiver link to interface 2×71 3.56

1st interface to host 59 + 18d/32 1.82 + 0.014d

(N–1) packets to host (N–1)×18d/32 0.56(N–1)d

notify host 89 2.23

1MB/512-byte total 590.1k 14.75ms

all 1MB/512-byte total 590.1k 14.75ms

10

5 Related work

There has been a lot of work in the field of interface design for high-speed inter connects. Her e is a short summary of what we consider most r elevant to the Hamlyn design:

• OS/360 provided variants of the put and get filesystem calls that avoided data copying by having the OS specify the location of the buf fer to use, rather than the application [Clark66, Belady81]. This is similar to the Rats library’s supplying data pointers, rather than copying data to a network buffer in the OS, as UNIX applications often do.

• SHRIMP [Blumrich94] is a low-latency r emotememory-access scheme. It uses local virtualmemory pr otection algorithms to contr ol access to a portion of I/ O space that is mapped onto similar memory at other machines. As a r esult, it doesn’t have the notification schemes we pr ovide, nor can it cope with out-of-or der packet delivery .

• Active messages [vonEicken92, vonEicken94,

Martin94] pr ovide a set of arrival semantics for packets by including the addr ess of a function to call in each message. The function is typically invoked in a restrictive envir onment, with no pr otection barriers ar ound it. We believe that a variant of Active Messages is a fine thing to layer on Hamlyn, and plan to do so. However , much of Hamlyn’s value is its har dwar e support for message-r eassembly , inter -application protection, and smart notifications; the traditional active message model does none of these, leaving them to be added on top of the underlying mechanism.^6 On the other hand, we believe that Active Packets would not be a good idea: the context-switches would pr ove too expensive. Indeed, the curr ent trend in pr ocessor design seems to be towar ds ever - larger amounts of pr ocessor state, which will make this mor e costly still. Hamlyn addr esses this concern by automating packet-r eassembly in har dwar e.

• Cranium [McKenzie94] is almost a pr oper subset of Hamlyn, and shar es many of its design goals and appr oaches. (W e note that it was designed two years after Hamlyn.) The main dif ferences between the two is that the Cranium design makes a few tradeoffs in favor of simplicity at the cost of less flexible protection, and it allows r eceiver -resour ce overr uns in certain cir cumstances. For example, Cranium supports an “append to message-ar ea” operation for incoming packets, which can pr ovoke the kind of receiver buf fer overr un we wanted to avoid. (W e agree that it is an attractive function for certain limited uses, and consider ed adding it to Hamlyn.

6.We understand that Alan Mainwaring at UC Berkeley is working on adding pr otection to Active Messages. Frans Kaashoek r eported on relaxing locking constraints in an Active Message implementation at the 6th SIGOPS Eur opean W orkshop, Dagstuhl, Sept. 1994.

However , we decided against it because of the dangers it r epresented, and its limited applicability—for example, messages have to fit in a single packet.)

• Various shar ed-memory models, including Alewife [Kranz93] and Typhoon [Reinhar dt94] pr ovide a very different pr ogramming paradigm, and they r equir e explicit pr ocessor support. Hamlyn does not—it can fit on a standar d I/ O bus.

6 Summary

Based on observations about the natur e of modern multicomputers inter connects and the natur e of softwar e for such machines, the Hamlyn interface provides message passing with a combined har dwar e and softwar e cost of a few micr oseconds, while providing full inter -application pr otection and r esilience in the face of nodes that do not fail gracefully . This paper showed how we achieve this; including a description of trade-of fs that we can make (and have made) in the design, together with detailed performance data.

The Hamlyn interface ar chitectur e is optimized for closely-coupled multicomputer systems. It gives better performance than loosely-coupled clusters of autonomous computers, and much better fault tolerance than shar ed-memory systems. It also pr ovides inter - application pr otection at very low cost. All these needs must be addr essed if lar ge-scale parallel machines ar e to make a significant impact on general-purpose computing. The Hamlyn ar chitectur e is an important step in that dir ection.

The Hamlyn interface pr ovides necessary and—we believe—suf ficient, mechanisms to let application softwar e manage most aspects of message communication. Thanks to this, it of fers outstanding performance while r etaining full pr otection against erroneous or malicious applications. This seems to be a significant advance in the state of the art.

References

[Belady81] L. A. Belady and R. P. Parmelee, and C. A.

Scalzi. The IBM history of memory management technology . IBM Journal of Research and Development, 25(5):491–503, September 1981.

[Blumrich94] Matthias A. Blumrich, Kai Li, Richar d Alpert, Cezary Dubnicki, Edwar d W. Felton, and Jonathan Sandber g. Virtual memory mapped network interface for the SHRIMP multicomputer . Proceedings of 21st International Symposium on Computer Architecture (Chicago, IL). Published as Computer Architecture News, 22(2):142–53. ACM/IEEE, 18–21 April 1994.

[Boden95] Nannette J. Boden, Danny Cohen, Robert E.

Felderman, Alan E. Kulawik, Charles E. Seitz, Jakov N. Seizovic, and W en-King Su. Myrinet: a

11

Gigabit-per -second local ar ea network. IEEE Micro, pages 29–36, Febr uary 1995.

[Clark66] W. A. Clark. The functional str uctur e of

OS/360: part III, data management. IBM Systems Journal, 5(1):30–51, 1966.

[Corbett95] Peter Corbett, Dr or Feitelson, Sam Fineber g,

Yarsun Hsu, Bill Nitzber g, Jean-Pierr e Prost, Mar c Snir, Bernar d Traversat, and Parkson W ong. Overview of the MPI-IO parallel I/O interface. 3rd Annual Workshop on I/O in Parallel and Distributed Systems (IOPADS’95) (Santa Barbara, CA), pages 1–15, 25th April 1995.

[Davis92] Al Davis. Mayfly: a general-purpose, scalable,

parallel pr ocessing ar chitectur e. Lisp and Symbolic Computation 5(1–2):7–48, May 1992.

[Karamcheti94] V ijay Karamcheti and Andr ew A. Chien.

Softwar e over head in messaging layers: wher e does the time go? Proceedings of International Conference on Architectural Support for Pr ogramming Languages and Operating Systems (San Jose, CA). Association for Computing Machinery , 5–7 October 1994.

[Kranz93] David Kranz, Kirk Johnson, Anant Agarwal,

John Kubiatowicz, and Beng-Hong Lim. Integrating message-passing and shar ed-memory: early experience. Proceedings of 4th ACM Annual Symposium on Principles and Practice of Parallel Pr ogramming, May 1993.

[McKenzie94] Neil R. McKenzie, Kevin Bolding, Carl Ebeling, and Lawr ence Snyder . Cranium: an interface for message passing on adaptive r outing networks. Proceedings of Parallel Computer Routing and Communication Workshop (Seattle, WA), pages 266–80, May 1994.

[Reinhar dt94] Steven K. Reinhar dt, James R. Larus, and David A. Wood. Typhoon and T empest: user -level shar ed memory . Proceedings of 21st International Symposium on Computer Architecture (Chicago, IL). Published as Computer Architecture News, 22(2):325–36. ACM/IEEE, 18–21 April 1994.

[Saltzer84] J. H. Saltzer , D. P. Reed, and D. D. Clark. Endto-end ar guments in system design. ACM Transactions on Computer Systems, 2(4):277–88, November 1984.

[vonEicken92] Thorsten von Eicken, David E. Culler, Seth Copen Goldstein, and Klaus Erik Schuser . Active messages: a mechanism for integrated communication and computation. Proceedings of 19th International Symposium on Computer Ar chitecture (Gold Coast, Australia), pages 256–66, 19–21 May 1992.

[Wilkes92] John W ilkes. Hamlyn—an interface for senderbased communications. Technical r eport HPL–OSR–92–13. Operating Systems Resear ch Department, Hewlett-Packar d Laboratories, Palo Alto, CA, 30 November 1992.

The authors can be contacted as follows: greg_buzzard@imsystems.com, and {jacobson, marovich, wilkes}@hpl.hp.com. Please addr ess corr espondence concerning the paper itself to David Jacobson.