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Abstract. This short paper describes research in the space of Identity Analytics
that is helping decision makers (e.g. CIOs/CISOs) reason about choices of
identity controls. We present an approach of using modeling and simulation to
explore the effects of different identity controls on security and business
outcomes. More specifically we present a case study on “collaborative data
sharing” showing how the methodology can be applied to understand the trade-
offs around centralizing identity management and educating users. This case
study shows how simulation and modeling enhance decision making around
identity management, along with its impact on data security.
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1 Introduction

Business, confidential and personal data are valuable assets for financial and
commercial organisations. Strategic decisions need to be made on how to protect this
information, based on the context, people and applications that might access it, the
threat landscape and involved risks. These decisions must also ensure the smooth
running of enterprise’s business operations. Strategic decision makers (e.g.
CIOs/CISOs) develop policies and risk postures based on their risk appetite and
approach to security. Identity Management (IdM) solutions [7,8] play a key role in
this space, to mitigate risks: they are part of security strategies of any enterprise.
Important questions that decision makers might be interested in getting an answer
to include: What is the best approach to protect valuable data? What are the effects of
different authentication and access control strategies? What level of identity
management automation is actually required? What is the trade-off between reducing
risks by tightening access control vs. the loss of productivity that this might
introduce? What is the impact of emerging enterprise web 2.0 technologies, such data
sharing tools and social networking? How to more effectively curb identity thefts?
Attitudes and motivations of people (end-users, employees, etc.) need to be taken into
account in the decision making process as they affect security and can fuel threats.



Most of current solutions and R&D in the space of identity management aims at
improving the technical IT controls and automating compliance monitoring. These
solutions do not provide strategic, predictive capabilities based on analysis of trade-
offs in investments and hence they do not aid the Chief Information Security Officer
(CIS0) in becoming more risk driven or prioritize their limited budget.

In this paper, we introduce an approach to Identity Analytics, as part of a wider
Security Analytics project [1,2,10], based on rigorous modeling and simulation
techniques. We work with the security decision makers to understand the risk
questions that are concerning them. We refine the questions into models and
simulations that can animate different scenarios (“what-if” analysis) thereby helping
the decision makers explore the implications and consequences of different choices.

Our vision and methodology are introduced. As an example of our approach, a
case study is discussed, about the enterprise trends towards using “unstructured data”
and the increased adoption of “web 2.0 collaborative data sharing tools™.

2 ldentity Analytics: Vision and Methodology

In our vision Identity Analytics [6] consists of a set of approaches, techniques and
methodologies to explain and predict the impact of identity, identity management and
people’s behaviour on aspects of relevance to decision makers such as security
exposure and effect on productivity (see Figure 1).
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Fig. 1. Aspects of Identity Analytics

Identity Analytics aims at providing decision makers with decision support tools and
services describing the controls or “levers” that they can influence and reflecting the
likely consequences on impact metrics (exposure/productivity). Based on assumptions
of the current state such tool allow for an exploration of the trade-offs of different
decisions. ldentity management is an area where even the experts have little intuition
as to how to invest for the best (security) outcomes. As such, it is likely to be a high
profile and rich problem area for Identity Analytics.

Modelling, simulation and analysis techniques are at the very core of Identity
Analytics to support predictive capabilities and “what-if” analysis. This is coupled
with social and economic theories to keep into account users’ behavious and



motivations and economic drivers in analyzing trade-offs. To achieve this we rely on
the mathematical foundation being provided by our Security Analytics project [2].
This foundation helps the decision makers explore their challenges and the trade-offs
of various solutions; this approach also helps in discussions with other stakeholders.

The methodology we adopted to make progress in this space is based on the
Scientific Method [9], tailored to the specific domain of security and identity
management. Given a specific scenario/context of interest, this requires building a
theory of a specific phenomenon we are interested in (e.g. involved threats and related
risks, impact of control points, trade-offs, etc.), making related hypothesis, design
experiments to prove/disprove these hypothesis (and hence the theory) and, based on
the outcomes, potentially refine the initial theory. This involves gathering
observational facts, using them to create models via an inductive process, using
simulation techniques on top of these models to draw conclusions and validating these
conclusions against the real world. The aim is to build models that covers the current
and potential alternatives and/or future situations, by exploring security threats and
risks, the impact of controls and trade-offs between different options. The model is
verified against the ‘known situations’ with the hope that it generalises appropriately
to the unknown ones.

Our current preliminary work and exploration of this space has been based on a
“simulation-based predictive modelling” approach. Our initial investigation of this
approach suggests advantages over the analytical approach as it allows exploration (in
a more natural way), via experimental results, of the dependencies among different
involved entities, asynchronous and competing processes and decisions. This is
particularly the case for scenarios involving modelling business process aspects,
interdependencies with identity management solutions and probabilistic users’ actions
and behaviours. Specifically, we have used a specialised simulation language
Demos2k [3, 4, 5], which is based on the mathematical foundations of a synchronous
calculus of resources and processes, together with an associated modal logic. Models
are executed via repeated experimental simulations in the specially developed
experimental environment, where statistically significant information is gathered.

3 Case Study on Data Repositories and Unstructured Data

To illustrate the concepts involved in Identity Analytics, we present a case study and a
related scenario, that we believe is of relevance for financial and commercial
environments. For the purpose of this paper we just aim at illustrating the principles
and some of the involved steps. More details are available [6].

We consider an enterprise scenario focusing on the emerging trend towards the
adoption of (web 2.0) collaborative data sharing tools, such as Wiki, Twiki and
Microsoft Sharepoint tools. On one hand, people within organisations might be
encouraged to share data and information, hence improving communication and
projects effectiveness. On the other hand this presents security risks, e.g. that data
may be accessed and shared inappropriately. Traditional authentication and access
control/authorization solutions show their limitations, due to the type of flexibility
provided by these data sharing tools in dynamically managing content, handling



access credentials and enabling people to collaborate and share content. This aspect is
of particular concern to enterprises, including financial and commercial organisations,
given the kind of sensitive data they need to protect.

This introduces dilemmas for decision makers. What are the most appropriate
security policies? Should data sharing tools be forbidden? If so, this decision could
improve security but have a negative impact on business effectiveness. If, instead,
collaborative data sharing tools are allowed, which constraints should apply? For
example, could users install and use their own preferred solutions e.g. Ad-Hoc/Self IT
(SIT) solutions? Or should solutions only be provided by “Central IT (CIT) enterprise
services”? In these two cases, different IT security profiles and threats apply
depending on how the data sharing sites are designed and managed. How vulnerable
is an enterprise to the correct behaviour of the IT support staff?

In general, data confidentiality, integrity and availability threats need to be
considered and analysed. Data can have different levels of confidentiality and value.
Data could be accidentally or maliciously leaked by employees or IT Staff. Data
could be tampered with. Risks include financial losses and negative impact on
reputation due to data leakage or unauthorized disclosure of confidential data.

User’s profiles and their motivations are important. People might have different
attitudes, including being compliant to security policies, be loose (slight effort
compliance), non-compliant, traitor or disgruntled. Depending on their behaviours,
people might or might not choose to use Central IT data sharing sites. Their attitude at
managing their credentials (e.g. Userld and passwords) might be different, including
in writing them down or sharing them with colleagues.

Automating ldentity Management (single-sign-on, authentications, user account

management, credential expiration, etc.) and providing them as part of the Central IT
enterprise services could in some way mitigate these risks and protect data; for
example, by expiring credentials over time. However, would this realistically curb the
problem, if employees decide to use their own data sharing tools and ad-hoc identity
management? Would an investment in educating people be more effective?
Our approach involves the analysis of all these aspects, including identifying entities,
their interactions, involved processes, threat & risks and outcomes of interest that can
be measured. Figure 2 provides an overview of these aspects as analysed in this case
study along with a way to relate threats to information flow and interactions.

Based on this analysis, we can build a model by using Demos2k [36]. We represent
a variety of aspects, ranging from human behaviours to security aspects and
technological components. We can the start to tackle the analysis of their aggregated
effects, consequences and explore trade-offs. “Factors of interest” to decision makers
can be identified as potential outcomes to measure and analysed, e.g. the overall
amount and value of leaked data, the number of written down or shared credentials
and the number of these credentials that have been misused. We repeatably run the
model with assumed probability distributions, using the Monte Carlo method, to get
experimental results for the distributions of the potential outcomes [6].

“What-if” scenarios can then be analysed. For example, Figure 3 shows the impact
on data leakage, obtained by changing people’s behaviours and attitudes, in case
investments are made in education and/or compliance monitoring and punishment.
Based on our initial assumptions, Figure 3 shows that, by ensuring that 55% of the
population is compliant, the leakage of data is drastically reduced. The marginal



return of additional investments in IdM is minimal. These results could encourage

decision makers to further invest in education rather than in IdM solutions.
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Fig. 2. Enterprise Data Sharing Scenario: involved entities, actions, interactions and threats
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Fig. 3. Outcomes of Simulation



4 Related Work and Discussion

Decision support systems based on modelling and simulation techniques are not
new and have been successfully used in many disciplines to explain and predict
various trends and phenomena. Our contribution consists in coupling these
techniques, along with economic and probability theory, in the context of security,
identity and identity management and aiming at providing a rigorous mathematical
foundation to observations and the decision-making process. Some important related
work in this space include [11,12,13, 14], but their focus is limited on specific areas.

“ldentity Analytics” is an overloaded world. Most of current solutions and R&D
work focus on identity controls and compliance solutions. These are “bottom-up”
solutions, starting from a low-level technical perspective. We aim at providing “top-
down” solutions to key decision makers to aid their decisions, by explaining and
predicting the impact of their choices (both technological and policy investments).
We aim at leveraging current standards such as ITIL, CoBIT and ISO 27001 and use
them as drivers and references but our work in the space of Identity Analytics will add
the value of grounding the reasoning to specific contexts.

The modeling of the impact of identity controls can be complex in that the models
need to include aspects of human behavior; how they interact with information,
systems and policies. This poses key challenges in getting sufficient observations to
create a realistic model. Such data may not be available, too expensive to extract and
hence we also rely on expert validation allowing us to qualitatively explore the space
of the outcomes. In this way we can provide models that explore the consequences of
possible decisions; showing the shape of trade off relationships but where we cannot
trust the exact figures from the model. More details about related work are available
here [6].

5 Conclusions

This paper introduced the concept of “Identity Analytics” as an approach to explore
and predict the impact of identity, identity management and user behaviour on
enterprise systems. We presented our vision and the adopted methodology, based on
an adaptation of the Scientific Method, along with leveraging modeling and
simulation techniques, social and economic sciences. We have described the approach
and its possible impacts on decision-making through a case study.

We believe that this approach is of key relevance to the financial and commercial
context to steer the directions of decision makers toward more effective risk
management and (IT security) policy choices. This area provides plenty of research
opportunities as well as challenges to overcome.
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