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Abstract. It is common practice for enterprises and other organisations to ask
people to disclose their personal data in order to grant them access to services
and engage in transactions. This practice is not going to disappear, at least in
the foreseeable future. Most enterprises need personal information to run their
businesses and provide the required services, many of whom have turned to
identity management solutions to do this in an efficient and automated way.
Privacy laws dictate how enterprises should handle personal data in a privacy
compliant way: this requires dealing with privacy rights, permissions and obli-
gations. It involves operational and compliance aspects. Currently much is done
by means of manual processes, which make them difficult and expensive to
comply. A key requirement for enterprises is being able to leverage their in-
vestments in identity management solutions. This paper focuses on how to
automate the enforcement of privacy within enterprises in a systemic way, in
particular privacy-aware access to personal data and enforcement of privacy
obligations: this is still a green field. We introduce our work in these areas:
core concepts are described along with our policy enforcement models and re-
lated technologies. Two prototypes have been built as a proof of concept and
integrated with HP state-of-the-art identity management solutions to demon-
strate the feasibility of our work. We provide technical details, discuss open is-
sues and our next steps.

1 Introduction

Privacy management is important for enterprises and organisations that handle identities and
personal data of customers, employees and business partners: it has implications on their com-
pliance with regulations, their reputation and brand and customers’ satisfaction [19,20].

Privacy laws [1,2] and privacy guidelines, such as OECD [3], dictate that enterprises should
clearly state the purposes for which they are collecting personal data and should take into ac-
count the consent given by data subjects to use their data for these purposes. In addition, per-
sonal data should be deleted once its retention is not required anymore. Openness and transpar-
ency over how data is processed, manipulated and disclosed to third parties are also key re-
quirements. Data subjects should be notified of changes affecting the management of their



personal data and they should retain a degree of control over it. Compliance to all these aspects
must be monitored and any violations promptly reported and addressed. Furthermore large
enterprises that are geographically distributed across different nations might need to comply
with different privacy laws.

Privacy policies can be used to represent privacy laws and guidelines: they describe people
(data subjects)’s rights on their personal data, permissions given to enterprises and obligations
that enterprises need to fulfil when handling personal data.

On one hand, enterprises have been investing in identity management solutions to automate
the management of personal and identity information. This includes solutions to store personal
and confidential data and use it for access control and authorization purposes. On top of this
single-sign-on mechanisms and federated identity management solutions have been developed
to simplify and enable multi-party interactions. Provisioning and user account management
solutions have also been developed to simplify users’ self-registration process and provision
users’ information to various enterprises’ systems and data repositories.

On the other hand, in terms of privacy management, much is still done by means of manual
processes, which make them difficult and expensive to comply. Simplification of the involved
processes and better control are key enterprise requirements: this leads towards the need to
introduce automation also for privacy management.

Most of the technical work currently done in this space focuses on auditing and reporting so-
lutions to analyse logged events and check them against privacy policies. This addresses com-
pliance aspects of privacy management. However, also operational aspects of privacy need to
be addressed. In particular, the enforcement of privacy policies is very important to guarantee
that personal data is accessed, used, disclosed and managed according to these policies. Often
privacy policies are hardcoded into enterprise applications and services or managed with very
vertical, ad-hoc solutions, in specific contexts. This approach is not adaptive to changes and
does not scale.

The enforcement of privacy rights, permissions and obligations on confidential and personal
data requires the mapping of these concepts into rules, constraints and access control, the mean-
ing of which must be unambiguous so that it can be deployed and enforced by software solu-
tions. This still requires following best practices and good behaviours. However, automating
aspects of the enforcement of privacy policies can really help enterprises to improve their prac-
tice and simplify the overall management.

This paper describes our systemic approach to automate the enforcement of privacy policies
(inclusive of obligations). Our technology can be integrated with enterprise middleware solu-
tions, in particular identity management solutions.

2 Addressed Problem

This paper focuses on the problem of how to automate the enforcement of privacy policies
within enterprises by keeping into account privacy laws, enterprise guidelines and data subjects’
privacy preferences.

As anticipated, privacy policies dictate privacy rights, permissions and obligations. Addressing
the problem of automating their enforcement requires dealing with: (1) privacy-aware access to
personal data; (2) enforcement of privacy obligations.



Our goal is to address this by developing a privacy enforcement framework and a systemic
approach that can be leveraged by current enterprise identity management solutions.

3 Important Issues and Requirements

In this paper, for simplicity, we will use in an interchangeable way the terms: “data sub-
jects”, “people” and “users”. We consider scenarios where users are asked by enterprises (e.g. a
service provider) or other organisations to disclose their personal information in order to access
services, engage in transactions or access information.

We want to enable users to specify their privacy preferences and dictate obligations on how
their data should be managed, give explicit consent and specify limitations about the usage of
their data. We want to provide them with degrees of control on their personal data.

We also want to enable enterprises to: keep into account users’ privacy preferences and en-
force them; explicitly author privacy policies and obligations, deploy and enforce them during
accesses, manipulations and transmission of personal data.

Enterprises need tools to achieve this but at the same time ideally they would like to leverage
their investments in identity management solutions.

The (technological) enforcement of privacy permissions and rights (on stored personal data)
requires extended access control and authorization mechanisms that check these privacy per-
missions against data requestors’ credentials, check the consistency of data requestors’ intent
against stated purposes and take into account the consent given by data subjects [19]. This
applies, for example, to enterprise services or applications that need to access and manipulate
personal data for various reasons. Traditional access control systems are necessary but not
sufficient to enforce privacy policies on personal data. They are mainly based on “access con-
trol lists” and enforcement mechanisms that keep into account only the identities of data re-
questors, their rights and permissions and the types of actions that are allowed/disallowed on the
involved resources. These systems do not keep into account additional aspects relevant to pri-
vacy enforcement: the stated purposes for collecting data and data subjects’ consent - i.e. prop-
erties usually associated to collected data - the intent of data requestors and any additional en-
terprise or customized data subjects’ constraints.

To address the above issues and move towards privacy-aware access control systems to
protect personal data, it is important to satisfy the following core requirements: (1) Explicit
modeling of personal data stored by enterprises; (2) Explicit definition, authoring and lifecycle
management of privacy policies; (3) Explicit deployment and enforcement of privacy policies;
(4) Integration with traditional access control and identity management systems; (5) Simplicity
of usage of all the involved system; (6) Support for auditing. A more comprehensive analysis
and discussion of these aspects can be found in [19].

Even more complex is the case of dealing with the enforcement of privacy obligations
[20,21]. Privacy obligations dictate criteria for a privacy-aware information lifecycle manage-
ment. They might require the deletion or transformation of confidential data after a predefined
(potentially very long) period of time, periodic notifications and requests for authorization to
data subjects, fulfilment of opt-in/opt-out choices made by data owners, ongoing compliance
with laws’ obligations and internal guidelines.

Privacy obligations can have ongoing aspects that need to be monitored and satisfied over a
long period of time. All these tasks are challenging for enterprises because of the need for spe-



cific IT infrastructures and processes able to manipulate confidential data as dictated by privacy
obligations. It is important that privacy obligation management solutions address the following
core requirements: (1) Explicit modeling and representation of privacy obligations; (2) Associa-
tion of obligations to data; (3) Being able to timely enforce privacy obligations; (4) Mapping
obligations into enforceable actions; (5) Compliance of refined obligations to high-level poli-
cies; (6) Tracking the evolutions of obligation policies; (7) Dealing with long-term obligation
aspects; (8) Accountability management; (9) Monitoring obligations; (10) User involvement. A
comprehensive analysis and discussion of these aspects can be found in [20,21].

4 Our Work

This section describes our work to automate the enforcement of privacy policies and privacy

obligations on personal data stored by enterprises.

Our approach consists of researching and building solutions that can be leveraged by current
enterprise identity management solutions. In particular, our approach focuses on the following
(typical) enterprise identity management processes, which occur when a new user wants to
access services or applications that might require financial or business transactions:

1. The user (data subject) is asked to access a self-registration web site and provide their
personal information and other requested data. Some privacy preferences might also be
asked to the user and stored. The user later on will be allowed to change their information
and preferences;

2. Provisioning and user account management solutions are used to manipulate user’s infor-
mation and store (parts of) it within relevant enterprise data storages. The same provision-
ing solutions will take care of creating user accounts across enterprise’ relevant systems
and set proper access control on these resources. These provisioning tool will track
changes happening on stored information and ensure that information is kept aligned and
consistent;

3. As an effect of the previous provisioning step, authorization and access control systems
have been provisioned (by means of access control constraints, new user accounts, etc.)
and will be able to and grant (or deny) access to services.

The above steps usually focus only on the automation of identity management aspects. Privacy

aspects are either not included or their enforcement is not automated. In addition, personal data

is stored in enterprise data repositories subject only to security aspects. As summarised in

Figure 1, our work wants to:

1. Enable users to explicitly define privacy preferences and customise them during their self-
registration phase;

2. Use users’ privacy preferences, during the provisioning phase, to:

a. Configure extended access control systems to provide privacy-aware access to
personal data: this includes ensuring that these systems can keep track stated
purposes, data subjects’ consent and other privacy constraints;

b.  Turn parts of these privacy preferences (such as deletion date of data, notifica-
tion choices, etc.) into explicit privacy obligations to be enforced by enterprises.

3. Allow enterprises to author, deploy and enforce “enterprise-side” privacy policies and
privacy obligations derived from privacy laws and internal guidelines.
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Figure 1: Automation of Privacy Enforcement within Identity Management Solutions

Section 4.1 describes our work on privacy-aware access control. We introduce our privacy-
aware access control model. We describe a prototype that we have built by leveraging and
extending HP Select Access [14] (a state-of-the-art access control solution) to deal with privacy
policy enforcement on personal data.

Section 4.2 describes our work on privacy obligation management within enterprises. It pro-
vides details of our obligation management model along with our prototype of an obligation
management system. We also describe how we have successfully integrated it with HP Select
Identity [23], a state-of-the-art provisioning and user account management solution.

4.1 Privacy Policy Enforcement

Our approach to enforce privacy policies on stored personal data is based on a privacy-aware
access control model. This model extends traditional access control models (based on us-
ers/groups, users’ credentials and rights, access control lists and related policies) by explicitly
dealing with the stated purposes for which data is collected, checking - at the access request
time - the intent of requestors against these purposes, dealing with data subjects’ consent and
enforcing additional access conditions and constraints on defined by data subjects and/or enter-
prise administrators [1,2,3] — see Figure 2. The main aspects of this model are:

a) A mechanism for the explicit modelling of personal data that are subject to privacy
policies: this mechanism provides a description of data including the type of the data re-
pository (database, LDAP directory, etc.), its location, the schema of these data, types of
attributes, etc.;

b) An integrated mechanism for authoring privacy policies along with traditional ac-
cess control policies: it is a Policy Authoring Point (PAP) to allow privacy administrators
to describe and author privacy policy constraints and conditions (including how to check
consent and data purpose against requestors’ intent and how to deal with data filtering and
transformation, etc.) along with more traditional access control policies based on security
criteria (such as who can access which resource, given their rights and permissions);
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d)

An integrated authorization framework for deploying both access control and pri-
vacy-based policies and making related access decisions: it is an integrated Policy De-
cision Point (PDP);

A run-time mechanism —referred to as the “Data Enforcer” - for intercepting at-
tempts to access personal data and enforcing decisions based on privacy policies and
contextual information, e.g., intent of requestors, their roles and identities, etc. It is a Pol-
icy Enforcement Point (PEP). This mechanism is in charge (among other things) of deal-
ing with the transformation of queries to access personal data (e.g. SQL queries) and filter-
ing part of the requested data, if their access is not authorised for privacy reasons.
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Figure 2: Model of our Privacy-aware Access Control System

The Data Enforcer component plays a key role to enforce privacy policies on personal data. At
“run-time”, attempts to access personal data are intercepted and managed in the following way -
Figure 2:

1

A request from a data requestor to access personal data is intercepted by the data enforcer.
Available information about the requestor (credentials, identity, etc.) is collected, along
with their intent (that can be explicitly passed as a parameter or could be predefined in the
application/service making the request);
The data enforcer interacts with the privacy policy decision point by passing information
about the request (including the intent) and the requestor;
The privacy policy decision point makes a decision, based on available privacy policies
and the context (request, requestor’s information, etc.). This decision is sent back to the
data enforcer. It can be any of the following types:
e Deny: access to data is denied;
e Deny + conditions: access to data is denied. Some conditions are sent back to
the requestors. The satisfaction of these conditions (for example passing the in-
tent or authenticating) could change the outcome of the decision;



e  Allow: access to data is granted;

e  Allow + conditions: access to (part of the) data is allowed, under the satisfaction
of the attached conditions. Among other things, these conditions might require
data filtering, transformations and manipulations.

4. The data enforcer enforces this decision. In particular, if the decision is “Allow + condi-
tions” the data enforcer might have to manipulate the query (query pre-processing) and/or
transform the requested personal data (result post-processing), before returning the result
to the data requestor;

5. Data (or alternatively no data) is returned to the data requestor, based on the enforced
decision.

Figure 3 shows a simple example based on this model where an attempt to access personal data
is made by an enterprise employee.

Tables T1, T2 with PIl Da Enterprise Privacy Policies &
¥ and Customers’ Consent C s’ Consent
uid | Name [ Condition Diagnosis If role=="empl." and intent == “Markefing” Then
1 |Alice | Alcohalic Cirrhosi Allow Access (T1.Condition,T1.Diagnosis)
2 Rob__| Drug Addicted | HIV & Enforce (Consent)
3 | Julie_| Gontagious Hepatitis
T2 Else If infent == “Research” Then
ananananananananananan g | Research Allow Access (T1.Diagnosis)
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2 X X
3 v N3 Els y Access
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m Alcoholic | Cirrhosis |
[s EZ2%] contagious liness | Hepatiis |

uid | Name | Condition ‘Diagnos\s

?ﬁ Filtered-out
®  Data

Figure 3: Example of Privacy Policy Enforcement

In this example, the employee’s declared intent (i.e. marketing) is consistent with the declared
purposes of data (marketing, research). However the employee is trying to access — via a SQL
query - more data than she is allowed to. The SQL query is intercepted by the enforcement
point (data enforcer) and transformed on-the-fly (before being submitted to the database) in a
way to include constraints based on data subjects’ consent and the filtering of data. The trans-
formed query is then submitted to the database. In this example privacy is achieved by pre-
processing and transforming the query before actually interacting with the database.

We implemented our privacy enforcement model by leveraging and extending HP Select
Access. HP Select Access [14] is a leading-edge access control product. It provides policy
authoring, policy decision and policy enforcement capabilities via the following components:

e Policy Builder: it is a graphical tool to author access control policies (PAP) on resources
managed by the system;

e Validator: it is a Policy Decision Point (PDP). It makes access control decisions based on
the access control policies (authored with the Policy Builder) and contextual information,
such as the identity of a requestor;



Web Enforcer plug-in: it is a Policy Enforcement Point (PEP) for web resources.

The current commercial version of HP Select Access does not handle data as managed re-
sources: it only deals with traditional access control policies on web resources. Additional
functionalities have been added to HP Select Access in our prototype, to explicitly deal with
privacy-aware access control on personal data, as shown in Figure 4:
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Figure 4: Extended HP Select Access to deal with Privacy Policy Enforcement

The specific extensions are:

The HP SA Policy Builder has been extended to represent “data resources” (databases,
LDAP directories, virtual-directories, their schemas, etc.) in addition to traditional IT re-
sources (such as web resources);

The HP SA Policy Builder has been extended to graphically author privacy policies on
“data resources” in addition to traditional access control policies: a set of additional plug-
ins has been implemented to allow checking (at the enforcement time) the requestor’s in-
tent against the stated data storage purposes, take into account data subjects’ consent and
data retention policies and describe how the accessed personal data must be filtered, ob-
fuscated or manipulated, etc.;

The HP SA Validator has been extended to make privacy-aware decisions. Plug-ins,
correspondent to the ones used in the Policy Builder, have been implemented. This en-
hanced-version of the Validator can now make “Allow + conditions” decisions as de-
scribed in our model;

A Data Enforcer has been built and added to the framework: this is a new functionality
added to HP Select Access. It is in charge of enforcing privacy decisions made by the
Validator, as previously described in our model. The data enforcer proxies managed data
repositories (e.g. databases, LDAP directories, virtual directories, etc.): we envisage that a
family of data enforcers (sharing a common logic but differentiated by add-ons dealing
with different types of data resources) need to be built, because of the different semantic of



different data repositories. As a proof of concept, we implemented a data enforcer as a
JDBC proxy for RDBMS databases.
The above functionalities address and satisfy the core requirements described in section 3 for
privacy enforcement on personal data.
Figure 5 provides additional details about the data enforcer that we developed to intercept
SQL queries for RDBMS databases and enforce privacy policies on the requested data.
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Figure 5: Internal architecture of the Data Enforcer

The data enforcer is based on a JDBC Proxy (JDBC driver). Applications and services do
not need to be modified apart from having to use this JDBC driver. Standard JDBC APIs are
used. The data enforcer intercepts applications” SQL queries and processes them.

The INTENT (reason for accessing data) of a data requestor (e.g. application) could be im-
plicit in its role: this ensures the most transparent interactions between applications and our data
enforcer. In case the INTENT information has to be explicitly passed by the application to the
data enforcer, we support two mechanisms to achieve this: (1) the INTENT information is
added by the application at the end of its SQL query — before submitting it; (2) the INTENT
information is passed as a property object by the application, via the JDBC API getConnection
method.

The “Parse SQL Query” component intercepts incoming SQL queries (SELECT,
UPDATE, CREATE, etc.), parses them and generates an explicit tree-based (object-oriented)
representation of these queries. This representation clearly identifies, given an arbitrary SQL
query, what the involved data resources are (e.g. DB tables, fields, etc.), INTENT information,
SQL conditions on data, etc.

The “Query Analysis and Transformation” component - for each involved data resource -
checks with the Validator if any privacy policy applies. In doing this it will pass relevant con-
textual information (requestor’s identity, INTENT, etc.) to the Validator. If privacy policies
apply, related decisions are recorded. They might include the filtering of some of the data asso-
ciated to specific fields, the fact that consent has to be enforced, etc.

The transformation of the SQL query happens on-the-fly: for example, if specific fields need
to be filtered out (because a privacy policy says so), these fields are replaced in the query repre-
sentation with default values (as described in the policies). If data subjects’ consent has to be



enforced, additional JOIN conditions are added into the query representation to check for data
subjects’ consent information. See Figure 3 for an example.

The outcome of this module is a transformed SQL query that keeps into account all the
stated privacy constraints and is still compatible with the original stated SQL query. This query
is sent from the “Execute Transformed Query” to the RDBMS system and executed by the real
SQL engine. The result of this privacy-compliant query is sent back to the application/service.

4.2 Privacy Obligation Management

Our work focuses on the explicit management and enforcement of privacy obligations on per-
sonal data stored by enterprises. In our model, privacy obligations are “first class” entities, i.e.
they are explicit entities that are modeled and managed to provide a privacy-aware lifecycle
management of personal data: this includes data deletion, data transformation, dealing with
notifications, etc. A related obligation management framework is introduced to manage these
privacy obligations.

It is important to notice that their management and enforcement is orthogonal to the man-
agement and enforcement of privacy-aware access control policies [20,21]. For example, dele-
tion of personal data has to happen independently from the fact that this data has ever been
accessed.

A privacy obligation is an “object” that includes (at least) the following aspects: Obligation
Identifier; Targeted Personal Data; Triggering Events (e.g. time-based events); Actions (e.g.
data deletion, sending natifications). Different categories of privacy obligations need to be
managed and enforced by enterprises: transactional obligations; data retention and handling
obligations; other types of event-driven obligations. A complementary classification of our
managed privacy obligations is based on their activation timeframe and period of validity:
short-term obligations; long-term obligations; ongoing obligations.

The conceptual model underpinning our Obligation Management Framework is based on
the following key aspects:

o  Data subjects can explicitly define their privacy preferences on their personal data at the

disclosure time (e.g. during a self-registration process) or at any subsequent time;

e  Privacy preferences are automatically turned into privacy obligations based on sup-

ported privacy obligation templates;

e  Enterprise privacy administrators can associate other privacy obligations, for example

dictated by laws or internal guidelines.
Our obligation management framework handles these obligations by providing the following
core functionalities: (1) scheduling the enforcement of privacy obligations; (2) enforcement of
privacy obligations; (3) Monitoring the fulfilment of privacy obligations.

These functionalities can be accessed by enterprise privacy administrators and potentially
also by data subjects, for example to monitor their personal data and check for privacy compli-
ance. Figure 6 shows the high-level architecture of our obligation management system.
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Figure 6: High-level Architecture of our Obligation Management System

Our obligation management system consists of the following modules:

Obligation Server: it deals with the authoring, management and storage of
obligations. It explicitly manages the association of privacy obligations to
confidential data and their tracking and versioning. It pushes active obliga-
tions (i.e. obligations to be fulfilled) to the “obligation scheduler”. One or
more obligation servers can be deployed (and synchronised), depending on
needs;

Obligation Scheduler: it is the component that knows which obligations are
active, ongoing obligation deadlines, relevant events and their association to
obligations. When events/conditions trigger the fulfilment of one or more ob-
ligations, this component activate the correspondent “workflow processes” of
the “obligation enforcer” that will deal with the enforcement of the obligation;
Obligation Enforcer: it is a workflow system containing workflow processes
describing how to enforce one or more obligations. The enforcement can be
automatic and/or could require human intervention, depending on the nature
of the obligation;

Events Handler: it is the component in charge of monitoring and detecting
relevant events for privacy obligations and sending them to the obligation
scheduler. It coordinates its activities with other instrumented components;
Obligation Monitoring Service: it is orthogonal to the scheduling and en-
forcement components and monitors enforced obligations and the expected
status of data;

Information tracker: it is a component that focuses on intercepting events
generated by data repositories, databases and file systems containing confiden-
tial data and providing this information to the event handler;

Audit Server: it logs relevant events generated by the other components.

A working prototype has been implemented in the context of the EU PRIME project [22], as a
proof of concept, providing the core functionalities: scheduling, enforcement and monitoring of



privacy obligations. At the moment the managed obligations are restricted to handling time-
based and access based events. The supported actions include deletion of data and notifications.
Short-term, long-term and ongoing obligations are supported. Our work addresses the core
issues and requirements described in section 3.

This obligation management can be considered as an additional component of current enter-
prises’ identity management solutions. In particular it can be integrated with the self-
registration, customization and account management capabilities of identity provisioning sys-
tems to allow users and administrators to describe and handle privacy preferences and turn
them into privacy obligations for the enterprise. In this context our system allows for the explic-
itly representation and management of privacy obligations, along with the coordination of their
overall enforcement and monitoring.

To demonstrate how this can be achieved for real, we integrated our Obligation Manage-
ment System with HP Select Identity, as shown in Figure 7. HP Select Identity [23] is a state-
of-the-art solution to manage digital identities within and between large enterprises. Its key
features include: Centralized Management; Information Provisioning; Administrative Delega-
tion; User Self Service; Approval Workflow; Password & Profile Management; Audit and
Reporting.

It automates the process of provisioning, managing and terminating user accounts and ac-
cess privileges by keeping all this information consistent and synchronised across provisioned
platforms, applications and services (within and between enterprise boundaries). Interactions
with these third party systems (i.e. data repositories, legacy applications, services, etc.) are
achieved via Connectors. These third parties can provide feedback to HP Select Identity (with
agent-based mechanisms) about changes to their local copies of provisioned data, by calling its
Web Service API.

As shown in Figure 7, in our integrated prototype we use (1) HP Select Identity self-
registration capabilities to allow users to specify their privacy constraints and preferences along
with required personal data. Personal data is provisioned by HP Select Identity to various enter-
prise systems and data repositories (2). Please notice that it is at this stage that external systems
—such as privacy-aware access control systems — can be configured with privacy preferences
and related constraints.

Specifically, privacy preferences are also processed by our OMS connector (2), turned into
privacy obligations (based on predefined templates) and pushed to the OMS system (3). Pri-
vacy obligations are then scheduled, enforced and monitored by our OMS system (4).

We leverage the workflow and user/identity management capabilities of HP Select Identity
to enforce aspects of privacy obligations (5). Our system retains control of the supervision of
obligations and their monitoring (6). HP Select Identity enforces obligations constraints, such
as deletion of identities, data transformation, etc. At the moment the deletion of personal data
(as the effect of enforcing obligations) is achieved by triggering HP Select Identity workflows,
whilst the obligation management system handles the notifications to users.
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Figure 7: High-level Architecture: Integration of OMS with HP Select Identity

5 Related Work

A common approach adopted by enterprises to enforce privacy-aware access control policies
on personal data consists of hardcoding them within applications and services or building ad
hoc solutions. This approach is suitable for very simple and static environments: it shows all its
limitations and maintenance costs in case of complex and dynamic organizations that need to
adapt to changes. As described in the requirements section, to explicitly address the automation
problem, a model of the relevant personal data is required. Privacy policies need to be authored,
deployed, enforced and audited. This requires the definition of a comprehensive privacy-aware
access control model and systems that implement it.

Relevant work in this direction, for privacy management and enforcement in enterprises is
described in [4,5,6,7]. An Enterprise Privacy Architecture is introduced and described in [7].
This approach is further refined and described in the Enterprise Privacy Authorization Lan-
guage (EPAL) specification [8]. However these papers only provide general guidelines and do
not describe a deployable solution within current identity management solutions.

Important related work on actual privacy enforcement on personal data has been done on
Hippocratic databases [9] and similarly on Oracle Databases (Privacy Manager component).
The drawback of this approach is that it mainly focuses at the database level, specifically on
RDBMS data repository architectures and related data schemas. The enforcement of privacy
policies might need to span across a broad variety of data repositories and legacy systems to
include LDAP directories, meta and virtual directories, file systems and legacy systems. It
might need to incorporate higher-level views and perspectives than just the database-level
perspective.

In terms of commercially available solutions, IBM Tivoli Privacy Manager [10, 11] pro-
vides mechanisms for defining fine-grained privacy policies and associating them to data. On



one hand this solution provides the required privacy enforcement functionalities. On the other
hand this approach dictates strong constraints on how applications need to be developed and
how personal data has to be stored and administered: it might require some duplications of
administrative and enforcement frameworks (e.g. it requires the parallel usage of Tivoli Access
Manager) and it is vertically-based on other IBM products and solutions.

Other products, such as HP Select Federation [12] and ePok [13], focus on single-sign-on
and related privacy aspects: they enforce privacy rules on personal data in federated environ-
ment when these data are disclosed by an organization (or an identity provider) to other parties.

Our work specifically addresses the problem of enforcing privacy policies on personal data
stored in a broad variety of data repositories within enterprises. Personal data can be accessed
by different types of requestors, including people, applications and services. It includes related
aspects of modeling the managed data and authoring privacy policies.

Our work aims at not being invasive for applications and services: privacy policies are man-
aged in an explicit way, in conjunction with traditional access control policies and not hard-
coded in applications and services. Our work avoids duplication of effort by providing a single,
integrated framework for authoring, administering and enforcing both traditional access control
and privacy policies. This has been demonstrated in our work done to leverage and extend HP
Select Access [14] to enforce privacy policies on personal data.

In terms of managing and enforcing privacy obligations, relevant work is described in
[4,5,6,7,8], in particular the EPAL specification. Their approach to handling privacy obligations
is driven from an authorization and access control perspective. However, privacy obligations
typically cannot be managed solely from an authorization-based perspective. Privacy obliga-
tions can include aspects that are not driven by data accesses, for example the deletion of data.

We believe that modularity and separation of concerns are important aspects. In our ap-
proach obligation policies are first-class citizens with their explicit management, as a self-
standing component of a more comprehensive policy management framework. Our architec-
ture has high-level commonalities with the architecture described in [4,5,6,7] but in our work
we further refine the concept of obligations and their enforcement. We split the enforcement
mechanisms in two parts by including a scheduling mechanisms and an enforcement mecha-
nism allowing for workflow automation and human intervention.

Approaches to deal with (privacy) obligations have already been implemented in products,
in particular for data retention [15] and in a variety of document management systems. Never-
theless, these approaches are very specific, focused on particular domains and handle simple
obligation policies on files and documents, not really on personal data. Our work aims at push-
ing the barrier even further to create an obligation management framework that can be lever-
aged in multiple contexts, for different purposes. The feasibility of our work in the real world
has been demonstrated by integrating it with HP Select Identity [23].

A lot of work has been done in representing privacy policies, including obligations such as
[16,17]. Relevant work on mechanisms to associate policies to data is described in [4,5,6,7,18].
We can leverage aspects of this work to provide a stronger association of obligation policies to
confidential data.



6. Discussion and Next Steps

Our prototypes are proof of concepts. However they show the feasibility of our work to ad-
dress the enforcement of privacy policies and obligations in a systemic way, integrated with
state-of-the-art identity management solutions. We are refining and extending them for their
potential productisation. It is important to highlight the fact that our models and technologies
are general purpose: they can be leveraged, integrated and deployed in other identity manage-
ment contexts, beyond HP identity management solutions.

At the moment the enforcement of privacy policies in HP Select Access mainly consists in
enforcing data subjects’ consent, constraints on data purposes and data expirations via data
filtering. Current performance tests and analysis (done on databases of sizes from 100K to
500K records) are promising. No noticeable loss of performance (i.e. the time spent between
sending a query to a RDBMS and retrieving the last returned record) has been registered so far,
on common SQL queries. More tests and experiments are in progress on different varieties of
SQL queries. We are also planning to: (1) explore the implications of post-processing queries
(post-processing of query results) to extend the current set of managed privacy constraints; (2)
explore the enforcement of privacy policies on LDAP repositories and virtual directories.

In terms of privacy obligation enforcement, we are currently refining the integration of our
obligation management system with HP Select Identity, specifically to leverage as much as
possible the provisioning and workflow capabilities of HP Select Identity to enforce obliga-
tions” actions. Additional work and research in the space of privacy obligations is going to be
done in PRIME [22]: in particular we plan to research on how to make the obligation manage-
ment system scalable to cope with large amounts of personal data. A promising re-
search topic to explore is the management of parametric obligations that apply to a
large subset of personal data subject to similar privacy preferences.

7. Conclusions

Privacy management is becoming more and more important for enterprises to ensure their
compliance to regulation, their governance objectives and address customers’ preferences and
rights. This paper focuses on how to automate the enforcement of privacy policies and privacy
obligations on personal data, stored and accessed by enterprises. We discussed a privacy-aware
access control model to enforce privacy policies on personal data - including handling the
purpose of data, checking data requestors” intent against data purposes and enforcement of data
subjects’ consent. We also analysed aspects and concepts related to privacy obligations,
considered in our model as “first-class” entities (i.e. not subordinated to access control) and
introduced our obligation management framework to schedule, enforce and monitor them.

Working prototypes have been implemented and integrated with state-of-the art identity
mangement solutions: specifically we described our work to add privacy policy enforcement to
HP Select Access and the integration of obligation management and enforcement capabilities
with HP Select Identity, in a context of user provisioning. These technologies are ready for
commercial exploitation. Research and development work continues to refine our technolgies
and implement adiditional functionalities, in particular in the context of the PRIME project.
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