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Abstract

Existing enterprie informatian techndogy (IT) systemsoften inhibit business
flexibility, sametimeswith dire congquenceslIn this position paper| arguethatop-
eratirg systemreseach shaild be measued,amorg otherthings,againg our abiity
to improve the speed at which businesgs canchange.l describe someof the ways
in which businesseseal to changerapidly, specuate abaut why existing IT infra-
structuresnhibit useful change,andswygestsomerelevart OSresearh problems.

1 Intr oduction

Busineseschange. They merge; they split apart they reolganize. They launchnewn
productsandservices retire old ones,andmodify existing onesto meetchangesn de-
mandor competition or regulations Agile businesesaremote likely to thrive thanbusi-
nesgsthatcannotchangequickly.

A busnes canlack agility for mary rea®ns,but onecomma problem(andonethat
concernsisascompuer scientists) is the inflexibility of its IT systems“Every business
decisiongeneratesanIT event' [1]; For exampe, a decisionto restrict a Web site with
productdocunentationto customersith paid-up warrantes requites alinkagebetween
thatWebsite andthe warranty databaself thelT infradructure dealswith such“events’
slowly, thebusnes as a whde will regpond slowvly; worse,businesevel decisionswill
stalldueto uncersinty abait IT consguences.

Whatdoesthis have to dowith operatingsystems?Surely the bulk of busnes-change
problemsmustberesolhedat or aboretheapplicationevel, but mary apectsof operating
sydem reseach are directly relevantto the significantproblemsof busnes change. (|
assime a broaddefinition of “operating system”researchthat encompasesthe entire,
distibutedoperatingervironment.)

Of couse supportfor changds just oneof manyproblens facedby IT organizatios
(ITOs), but this paperfocussen busnes changdbecaus it ssemsunderappreciately
the systemssoftware research communty. We aremuchbeter at problemsof perform-
ance sale,reliability, availablity, and(perhaps)securty.



2 IT vs.businesdlexibility

Inflexible IT sydens inhibit necesary businesshangesThefailure to rapidly complete
anlT upgradecaneffectively degroy the valueof a magjor corporatian (e.g, [12]). There
is speculaton thattheSept.11,2001attacksnighthave beernpreventedf theFBI hadhad
more flexible IT systemdq17, page77]. EvenwhenIT inflexibility doesnot contibute
to major disasters,t frequenly imposa cods of hundeds of millions of dollars (e.g.,
[13,14]).

Theproblemis notlimitedto for-profit busneses otherlarge organizatiors have sim-
ilar linkagesbetween T andtheir needsfor change For example, themilitary is amajor
IT consumewvith rapidly evolving roles, hospitalsare subjectto new requirementge.g.,
HIPAA; infectiontracking) universitiesinnovatewith IT (eg., MIT'sOpenCourséNare);
evencharties mug evolve their IT (eg., for trackingrequirementamposd by the USA
PATRIOT Act). Thecommonfador is alarge organization thatthinksin termsof buying
“entergiselT” systemsandseavices notjugs desktopsandservers.

3 Why is application deployment soslow?

IT organizationften spend corsiderably more moneyon “softwarelif ecycle” codsthan
on hardware purcha®s. Thes cods includesoftwaredevelopment,teging, depbyment,
andmaintenanceln 2004, 8.1% of worldwide IT spendingwventto sener andstorage
hardvare conbined, 20.7% went to padkaged software, but 41.6% wentto “sewvices”
includng 154% for “implementation” [15]. Even after purchasng packagedoftware,
IT departmergspendtonsof mone actuallymaking it work [12].

Testingand deploymentalsoimposedirect hadware costs;for example,roughly a
third of HP's internal servers arededicatedo thesefunctions,andthe fractionis larger
at someothercompanies[21]. Thesecods arehigh becaise thesefunctions take far too
long. For example,it cantake anywhere from about a monthto almosthalf a yearfor an
ITO to cerify thatanew sener modelis acceptabldéor useacrossa large corporation's
datacenters.(This happendefore significantapplicationdevel testing)

It would be useful to know why the proces takes so long, but | have been unable
to discover ary carefu categoization of the time spent. (This itself would be a good
researchproject.) In informal conversations | learnedthata maja causeof the problem
is the hugerangeof operatng systenversionsthatmustbe supportedalthaugh ITOstry
to discouragethe use of obsoleteor modified operating systemsthey mustoftensupport
applicatonsnat yetcertifiedto usethe mostup-to-date vanillarelease.Thelargenumber
of opemtingsystemversionsmultiplies theamountof testingrequired.

Virtual machine technobgy canreducethe multiplication effect, since VMs impose
regularty aborethevariabilty of hardware platforms. Onceasetof operatingsystemshas
beenteged ontop of agivenVM releaseandthat relessehasbeenteged on thedesired
hardvare,the ITO canhave some faith thatarny of thes operatingsystemawill probably
work on thathadware with thatVM layeredin betwe@. However, this still leavesopen
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the problem of multiple versions of the VM software,andVM s are not alwaysdesirable
(e.g.,for peformancereasons).

Thelong leadtime for application deploymentandupgradesontibutes directly to
businessigidity. A few companies(e.g, Amazon,Yahoo,GoogkE) are consideed “agile”
becauseheirIT systemsareunusuallyflexible, but mos largeorganiationscannotseem
to solve this problem

4 WherehasOSreseach gonewrong?

At this point, thereadermutters “ But, but, but ... we operatingsystemresachers areall
about flexibility! ".” Unfortunately it hasoftenbeenthewrong kind of flexibility.

To oversimplify abit, the two majorresearchinitiativesto provide operating system
flexibility hawe beenmicrokemels (mix & matchservices outsidethe kemel) and ex-
tensibleoperatingsystems(mix & match servicesinsidethe kernel) The initiatives
focussedon increasingthe flexibility of sydemlevel sewvicesavailableto applcations,
andon flexibility of opeilting sysemimplementatio. They did not really focuson in-
creasingapplicationdevel flexibility (perhapsecauseve have no goodway to measure
that; seeSection6).

Outsideof afew niche makets,neithermicrokemelsnor extensibleoperatingsygens
have beensuccestul in theenteprisel T market. Thekindsof flexibility offered by either
technolgy seemgo createmoreproblems thantheysole:

e ThelTO (or sydemvendo) endsup with no idea whatdaemonsor extensionghe
usersystemsare actuallyrunning,which makes suppot much harder It is had to
point the fingerwhensomethingyoeswrong.

e ThelTO hasno clear definition of what configuitions have beentested,andends
up with a conbinatoral exploson of testingproblems. (“Safe” extensionsarenot
really safe atthelevel of thewholelT systemthey justavoid the obviousinterface
violations.Bad interactionsthroughgoodinterfacesarenot cheked.)

e ThelTO hasmore difficulty maintaininga consigent executian ervironmentfor
applications which meansthatapplcationdeploymentis evenmaore difficult.

Onemightamguethat increasedflexihility for the operatingsystemdesgnercantoo eas-
ily leadto decreased flexibility for the operatingsygem user;it's easer to build novel
applicatonson bedrockthanon quicksand.

In contiast, VM resach hasled to market sucess. The term “virtual machine”is
appliedbothto sydemsthatcreatenovel absractexeaution ervironmens (e g., Javabyte-
codes)yndthose thatexposeaslightly abstractiew of arealhardwareenvironment(e.g.,
VMware or Xen [4]). Theformermodelis widely seenasencouragingapplicationpott-
ability throughthe provision of a standardiedfoundaton; the latter model hasprimaiily
beenviewedby resarchersassupporting betteresouceallocation,availability, andman-
ageabiliy. But the latter modelcanalsobe usedto standadize executionervironmensg
(asexemplified by PlanetLab[5] or Xenoserers[7]); VM s do aid overall IT flexibility.



5 How could OSresarch help?

In this sectian | suggesafew of themary opeatingsystemresearchproblemsthatmight
directly or indirectly improve suppot for busines chang.

5.1 OSsupport for guaranteed sameaness

If uncontroled or unexpectedraration in the opeating environmentis the problem,can
we stampit out? Thatis, withoutabolishingall futurechangesndconfiguationoptions,
canwe preventOSHevel flexibility frominhibiting busnes-level flexibility?

Onewayto phrasethis problemis: canwe prove thattwo operathg environmentsare,
in their aspectshataffectapplication corectness100.0000000%identical? Thatis, in
situatiors wherewe do nat wantchangecanweformally prove thatwe have “samenes®

Of course, | do not mean that opemting systemsor middeware should never be
changedat all. Clearly we want to allow changeghatfix securiy holesor otherbugs,
improvementgo performancescalability andother usefulchangeghatare irrelevantto
the stabiity of the application. | will usethe term “operationally identical” to imply a
notion of usefulsamenesthatis nottoorigid.

If we couldprove thathaost A is operationaly idenical to hostB, thenwe could have
more confidencehat an application onceteded on hostA, would run correctly on host
B. More generally, A and B couldeachbe clustersratherthanindividua hosts.

Similarly, if we could prove thatAg is operatonally identicalto Ay, ..., An, anapplic-
ationtestedonly on Ag might be safeto depby onAgy, ..., An.

It seans likely that this would have to be a formal proof, or elsean ITO probably
wouldnottrustit (andwoud haveto fall back ontime-consummgtraditionalteging meth-
ods).However, formal proof technologytypically hasnot beenaccesibleto non-experts.
Pehapsby restricting an autonmatedproof systento asufficiently narrov domain it could
bemadeaccesibleto typical IT staf.

On the other hand, if an autanatedproof systemfails to prove that A and B are
identicd, thatshould reved a specificaspeci{albeit pethapsoneof mary) in which they
differ. Thatcouldallow anITO eitherto reslve this difference(e.g, by adding another
configurationitem to an installationchecklist)or to declae it irrelevant for a specific
setof applications. The proof could thenbe reattemptedvith an updated*stoplist” of
irrelevant feaures.

It is vital thata samenes-proof mechanisntover the entire operating environment,
not just the kemel's API. (Techniquesfor samenes$y-constuction might be an altem-
ative to formal proof of sameness,but it is hardto seehow this couldbe appliedto entire
environmentsatherthanindividual opeating sygems.) Environmentalfeatuescanof-
ten affect applicationbehavor (eg., the preeenceand corfiguration of LDAP services,
authenttaton sewices firewalls, efc. [24]). However, this raisesthe questionof how
to define“the entire ervironment” without including irrelevant details suchasspecific
hostIP addresgs,andyetwithout excluding therelevantones suchasthecorrect CIDR
configuration.



5

Thetraditonal IT practiceof insistingthat only a few configuation variantsare al-
lowed canamelioratethe samenesgrodem at time of initial application depbyment.
However, ernvironmentscannotremainstatic; frequentmandatoy patchesare the norm
Butit is had to ensure thatevery hast hasbeenproperly patchedespeciallysince patch-
ing often affectsavailability andso mustoften be done in phases For this andsimilar
reasonssamenesscandeterorateovertime, whichsuggets thatasamenesgrod mech-
anismwould have to bereinvokedat certan points.

Busnes cudomersare increasinglydemanthg that sysem vendas pre-confgure
compkxsystemsjncludingsoftware installation before shippingthem. Thiscanhelpes-
tablish abaselinefor samenes$ut vendorprocessessometines changeduring a product
lif etime. A sameness-poof mechanisntould ensurehatvendorprocesschangs do not
leadto environmental differenceghatwould affect application correctress.

5.2 Quantifying the value of IT

A businesscannoteffectively managean IT systemwhenit does not know how much
businessraluethat systemgenerates Most businessescanonly edimatethis value,for
lack of ary formal way to measire it. Similarly, a busnessthatcannotquanify thevalue
of its IT sydemsmight notknow whenit is in needof I T-level change.

ITOs typically have budgets sepaate from the profit-and-bss accountalbiity of
customeifacing divisions andthus have much cleaer measure®f their coststhan of
their benefitsto the entire busness. An ITO is usually driven by its local metiics (coq,
availability, numberof help-deskcallshandledperhour). ITOshave amuchharder time
measuringvhat value its usersgain from specificpractcesand investmerd, andwhat
costsare absorled by its users As areallt, large organizationgendto lack globalration-
ality with respecto their IT investmentsThis canleadto either excessve or inadequate
cautionin initiating busines changes (It is also a sefious problemfor accourtantsand
investors pecauséthe inability to accountor IT valuemeandthatit is] notreflectedon
thefirm's [financialreports]”,often creatingsignificantdistotionsin thesereports [23].)

Clearly mostbusinessvalueis createdby applications, ratherthan by infradruc-
ture and utilities suchasbadup sewices[23]. This suggestshat mostwork on value-
guantfication mustbe application-specific;why shouldwe think operatingsystemre-
seach has anything to offer?

Onekey issues thataccountig for value,andegecially in axribing thatvalueto spe-
cific IT investmentsgcanbe quitedifficult in thekinds of heavily sharedandmultiplexed
infrastructuesthat we have been so succesful at creating. Technologiesuchastime-
sharing,replicaton, DHTs, packet-switchednetwoks and virtualized CPUs, memory
andstoragemakevalue-ascripon hard.

This suggegds that the operatingenvironmentcould track applicationtevel “service
units” (eg., requestdor entire Web pages)alongwith statisticsfor repponsetime and
resouce usage.Measirrementsfor each categyory of serviceunit (eg., “catalogsearch”
or “shopping cart update”)could then be reported,along with direct measirementsof
QoSrelatedstatisticsand of what IT assés were enployed. The ResourceContaines
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abstracf2] providesasimilar feaure,but would have to beaugmentedo includetracking
information andto spandistributed ernvironments. Magpie[3] also takessome stepsin
thisdirection

Accountingfor valuein multiplexed ernvironmentss notaneasy problem,and it might
be impassible to getaccurateansvers. We might be limited to quanifying only certain
aspets of IT value,or we might have to settlefor measuring'negative value; suchas
the oppotunity cog of unavailability or delay (An IT changehatreducesa delaythat
imposesa clearopportwnity cog hasafairly obviousvalue)

5.3 Pricingfor softwarelicenses

Another value-elatedproblemfacingl TOsis the costof software licenses. Licensefees
for mary major software productsare basednthenumberof CPUsused,or ontotal CPU
capacity It is now widely understoodhat this simple model candiscouragehe useof
technolgiesthat reseacherscondder “obviously” good,includingmulti-coreandmulti-
threadedCPUs virtualized hardware,grid computirg [22], and capacityen-demandn-
fradructure. Until softwvarevendorshave a satisfactoryaltemative, this “tax on techno-
logy innovationwith little retum” [8] coulddistott ITO behaior, andinhibit a“business
change’directly relevantto our field (albeita onetime chang).

The solution to the software pricing crisis (assiming thatOpenSouce softwarecan-
notimmediatelyfill all the gap9g is to price basedon valueto the busines thatbuysthe
software; this providesthe right incentvesfor both buyer andseller (Sdtwarevendos
mightimposea minimum price to protectthenselvesagainsincompetentustomers.)

Lots of software is alreadypriced perseat(e.g, Microsoft Office and mary CAD
tools) or peremployee (e.g., Sun's Java Enterpise System [18]), but these mockls do
notdirectly relatebusiness/alueto softwarecosts,andmight not extend to softwarefor
service-oientedcomputirg.

Suppse ore could insteadtrack the number of application-level sewice units suc-
cessfully deliveredto users within proscribeddelaylimits; thenapplicationfeescould be
chagedbasedon thes serviceunits ratherthan on crudeproxiessuchas CPU capacity
Also, software vendos would have a direct incentve to improve the efficiency of their
software, since that coud increasethe numberof billable service units. Such a model
would require negptiation over the price per billable serviceunit, but by negotiating at
this level, the software buyerwould have a much cleaker basisfor negptiation.

Presumably, basng softwarefeeson servce unitswould requirea secureand/oraudi-
ablemechansm for reportng serviceunits back to thesoftwarevendor Thisseemdikely
to require infrastructwal suppot (or elsebuyersmight be ableto concealserice units
from softwarevendos). SeeSection5.5 for morediscussiorof auditability.

Onemight alsowant a systemof trustedthird-party brokersto handlethe account-
ing, to prevent software vendos from learnirg too much, too soon, aboutthe business
statisticsof specific customersA brokercouldanonymize the percustoner accountirg,
andperhapgandanly time-shit it, to provide privacy aboutbusness-leel detailswhile
maintininghones chaging.



5.4 Namespacethat don't hinder organizational change

Opemting sygens and operatingernvironments include lots of nhamespaces;namingis
keyto muchof conputersygens desgnand innovation! We name systenmobjects(files,
directoriesyolumes storageseners,stoiage services)network entities (links, switches,
interfaces,hosts,aubnomoussydems), andabstact principals (uses, groyps mailboxes,
mesgging seners).

Whathappenso these namespa@swhenanorganizatimscombneor egablish anew
peerng relationship? Often these busines eventslead to name spaceproblems, either
outright conflicts (eg., two senerswith the samehogname)or more abstad conflicts
(e.g.,differentdesigndor namespacehierachieg. Fixing thes corflicts is painful, slow,
error-prone,andexpensve. Alan Karp hasarticulatedheneedto “desgnfor consisengy
undermege” to avoid these conflicts[10].

And whathappens to namespacesvhenanorganizationis split (e g., asin adivedit-
ure)? Some namesmight have to be localizedto one patition or anothey while other
namesmight have to continueto resolve in all partitions. One might imagine desgning
anamingsystenthatsuppors “compleenessafter division; perhapghrough a meansto
tagcertainnamesandsubspacesas‘“clonable’

Whensystemgesearcherdesign nev name spa@s,we cannd focus only on tradi-
tiona metics (speed, scale, resiliency, securty, etc.); we mustalso considerhow the
designsuppats changesn namespacescope.

5.5 Auditability for outsourcing

IT practiceincreasinglytendstowardsoutsoucing (distinct from“ offshoring”) of critical
businesdunctions Outsourcing canincrea® busnes flexihility, by giving a business
immediateacces to expertiseand sometimes by beter multiplexing of resourcesbut
it requresthe busines to trust the outsourcing provider. Outsourcing expaesthe dis-
tinction betweensecurity andtrust. Secuity is a technicalprodem with well-defined
specificationspn which one can, in theol, do mathematicalprods. Trustis a social
problemwith shifting, vaquerequirements;it dependsignificantly on memoy of past
experiences.Just becauseyou can prove to yourself that your systemsare secureand
reliable doesnot meanthatyou cangetyour customergo entiuusttheir data andcritical
opemtionsto you.

This is a variant of what economistscall the “principal-agentproblem” In other
settings,a principal could establishts trug in anagentusinga third-paty audita, who
has sufficient acessto the agents ernvironmentto checkfor evidence of incorect or
improperpractices. The audior hasexpertisein this checkingprocesghatthe principal
doesnot, and also caninvedigate agentswho save multiple principalswithout fear of
information leakage.

Pewrasve outsourcing might therebre benefitfrom infrastrictural supportfor audi-
ing; i.e., theoperatingernvironmentwould supportmonitoring pointsto provide “sufficient

1] think RogerNeedhamsaidthat (more eloquently), but | haven't beenable to track down a quae.
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acces” to third-party audtors. Giventhatmuchoutsoucing will be doneat the level of
opemrting systeminterfaces,someof the audting supportwill comefrom the operating
sydem. For example,the sygemmight needto provide evidene to prove that principal
A cannd possbly seethefiles of principal B, andalsothat this hasnever happenedn the
past.

6 Operating outsideour comfort zone

Theproblens of enerprise compuing, andespedally of improving businesdevel (rather
thanIT) metics, is far outade the comfat zoneof mog operaing systemresearchers.
Problemsinclude

e Theapplicatimsare nottheoneswve useor write oursehes it is hardto dooperating
systenresarchusingapplicationsone doesnotundestand

e Most of theseapplicationsare not OpenSouce resarcherscannotafford them,
andsome vendos banunauthorizedbenchmaring.

e Theapplicationscanbe hardto indall. A typical SAP installationmight involve
millions of dollars of consultanteesover monthsor even yeaisto cugomizeit [11].

¢ Wedo nothave agoodde<ription of “real workloads”for thes applications.

In addtion, many of the problems inhibiting businesschangeare cultural, not techncal.
Thatdoesnotmeanthatwe are excusedrom addessingthe technical challengesbut this
IS anengineerig science,soour reallts needto regectthe culturein which they would
be used. Thatmeanghatcomputerscienceresacheas needto learnaboutthat culture,
notjustcomplainaboutit.

6.1 What about metrics?

Pehapsthe bigges problemis thatwe lack quantifiedmetics for thingslike “business
flexibility.” (Low-level flexibility metrics, suchas“time to adda new device driverto the
kernel, arenottherightconcepf Lackingthe metiics, we cannotcreatebenchmarksor
evaluateourideas.

RobPike hasaguedthat“In a misguidedattenpt to seemscientific,there's too much
measuremenperformanceminutiaeandbadcharts. ... Systemgesarchcannd bejust
sciencethere mugt beengineeng, designandart” [20]. But we must measire, becaus
othewisewe cannotestablisithevalueof IT systemsandprocesss;however, we should
not measire the wrong things (“performanceminutae”) simply becaus thos are the
eased for usto measure.

Metrics for evaluatinghow well IT sydens suppat businesschangewill not be as
simpleas, for example,measiring Web server transactionrates for at leag two reasons.
First, becaise suchevaluations canrot be sgpamatedfrom context; succesful change in-
evitably depend®n peopleandtheir culture, as well asonIT. Second becauséusiness
changeevents,while frequentenoughto be problematic,aremuchrarerandlessrepeat-
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ablethanalmast anything else conputerscienists measire. We will have to leam from
otherfields, such ashumanfactorsresarchand econonics, waysto evaluatehow IT
sydems interact with large organizations.

| will spealateonafew possiblemetrics:

e For software deployment: It might be tempting to simply measurethe time it
takesto deploy anapplicaton once it hasbeenteded. However, suchtiming often
depends$oo muchonuncontollablevanables suchascomgeting demand®n staf
time. A morerepedable metic would bethe numberof new problemsfoundin the
proces of moving a“working” application from atestervironmento a production
environment.Theuseof bug ratesasa metric waspropcedin asimilar contect by
DougClark|[6], who pointedoutthatwhatmattersis not reducingthe total number
of bug repats, but finding themas soonaspossible,and before a productshipsto
customes.

Nagagjaet al. reportedon small-scde measurementsf how frequently operatos
mademistakesn reconfguring Internetapplications[16]. Theydesribed atech-
niqueto detectmary such errors automattally, using parallelexecutionof the old
systemandthe new sydem comparingthereailts, with the new systemsolated to
preventary errors from becomingvisible. Their approachmight be generalizable
to testingfor ervironmentakamenes.

One might also crudely measute a system's suppat for deploynent of updated
applications by subjectng an applicationto increagsgly drastic changesuntil
somethiig breaks. For example, perhapshe opegating ernvironmentcan support
arbtrary increasesn the numberof senerinstancegor an application,but nat in
thenumberof geogaphicallysepantedsites.

e For quantifying IT value: Supposeahatanenterprise's IT systemgeneratecks-
timatesof their value. Oneway to test these edimateswould be to compae their
sumto theenteprise'srepatedrevenue put this probablywould notwork: revenue
reports aretoo infrequentandtoo arbitrary, andit would requre nearlyy complete
value-esimation coverageover all IT systems.Insteadonemight be ableto find
correlationsbetweenthe IT-value estimatesdrom distinct sydems and the shot-
term perproductrevenuemetrics mairtainedby mary businesss. If the correla-
tionscanbeusedfor predicton (e g.,they persist afterasystemimprovement)then
they would validatethe IT-valueedimates

In the end, many important aspectof IT flexibility will never be reducedto sinple,
repeatald metrics. We shouldnat let this becomean excuse to give up entirely on the
problemof hone$ measurement

7 Grand Challenge... or hopelesscause?

Section 6 descibessome dauntingproblems. How canwe possiblydo reserch in this
spac® | think the answeris “becausewe mug.” Supportfor CSresearch, both from
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government andindugtry, is declinng [9, 19. If opea’ting system researchcannothelp
solwe critical busnessproblemsour field will shrink

Thesituatbnis notdire. Mary reseachersareindeedaddresmg busness-larel prob-
lems. (Spaceprohihts alengthydescription of suchwork, andit would be unfair to pick
outjustafew.) Butl think we mustdo beter at defining the prodemsto solve, andat
recognzing thevalue of their solution.
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