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ABSTRACT
The Unified Parallel C (UPC) language is a parallel extension of C that features both private and shared data that can both be
accessed through pointers. Arithmetic on pointers to shared data is legal but as error-prone as standard C pointer arithmetic
is. A consequence is that erroneous writes to shared data can occur, resulting in inadvertent data races even if the appropriate
synchronizations coordinate the legitimate writes and reads. This paper makes several contributions to protect shared data

from races in UPC programs, add safety checks on pointers-to-shared, and reduce the run-time overhead of these checks.
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1. INTRODUCTION
The Unified Parallel C (UPC) language is a parallel extension of C [1][2][3]. It provides a global address space, possibly on

top of MPI or GasNET [15], and can therefore be ported to systems relying on message-passing as well as to machines with
physically shared memory. At least three compilers are currently available: The HP product compiler [23], GWU's GNU
compiler [18], and UC Berkeley's [13]. Because UPC is a SPMD language, each thread executes the same UPC code. Data
are either private to a thread, or shared, in which case they are distributed across threads in a way specified by the user. Each
thread has direct access (i.e., through standard C assignments and references) to its own private local data, to the local
portion of shared data, and to remote shared data. (Note that, in this paper, the opposite of "shared" is "private" and the
opposite of "remote" is "local.") Private and shared data can be accessed through pointers, and UPC extends C's pointer

arithmetic to (possibly shared) pointers to shared data.

This feature is powerful, but can also be dangerous because it compounds well-known issues with pointers with the
indeterminism of parallelism, such as data races. Data race detection has received renewed interest lately [7][8][21][22].
Usually, a data race involves a syntactically identified shared object, and an identified set of concurrent accesses, by
identified threads, to that object. In contrast, a new dimension is added by UPC to this problem: allowing arithmetic on
pointers-to-shared can potentially yield codes where a shared object that is not supposed to be accessed concurrently turns
out to suffer a race — even though there may be no explicit write to that object. In other words, writes through errant
pointers may interleave in unpredictable ways with legitimate writes to the same locations. As a consequence, while in most
parallel languages data races result from incorrect synchronization, data races in UPC programs can occur even if

synchronization primitives are correctly coordinating legitimate accesses to shared data.
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One solution to avoiding such races would be to systematically acquire locks to shared variables. This would, however, incur
a tremendous overhead. Instead, this work checks that there are no data races caused by pointers-to-shared arithmetic using

techniques that have little overhead (and provably none, under some assumptions discussed in Section 7).

Also, we are interested in undesired data races. Therefore, we slightly change the definition of a data race, which is
classically that two unsynchronized accesses refer to the same object and at least one access is a write. In addition, we
require that either both accesses are writes and they write distinct values, or the single write stores a value different from the
value before the race. For example, two unsynchronized assignments setting a shared scalar to the same value are not

considered in a race. These writes are similar to silent stores [4].

We attack the problem on two fronts: On the one hand, we protect shared variables from incorrect accesses. On the other, we
provide pragmas that let users request additional checks on their pointers, at minimal run-time costs. Specifically, we make

the following contributions:

e We introduce a scheme that allows programmers to make sure the value of shared object hasn't been changed behind the
back of a thread. Specifically, we detect some race conditions on specified objects in program parts that the programmer
indicates as free of races on these objects. This detection produces no false positives, but may produce false negatives
(i.e., fail to report data races) in corner cases. Experts in data race detection may find our scheme unsophisticated, but

we believe most users will find it fits their needs in a simple, realistic and intuitive way.

e  We introduce localized pointers-to-shared. For performance reasons, a pointer-to-shared is often intended to point to the
local portion of a shared data structure. We make this intention explicit by adding a pragma, localized. Thanks to

this information, the compiler can detect unintended misuses of pointers-to-shared.

e We extend to UPC pointers-to-shared known techniques to check that a pointer keeps pointing to its intended referent
[51L6].
e  We advocate that performing some run-time pointer checking, even if it is partial and/or late, is better than no checks at

all. With this in mind, we disclose an opportunistic scheme for pointer checking that has provably zero run-time

overhead.

e  We present a low-overhead mechanism to perform bounds checking on processors of the Itanium architecture, even

across calls to procedures compiled without support for bounds-checking.
Note that the last two points apply to standard C as well.

This paper is structured as follows. Section 2 provides a minimal introduction to UPC to make the paper self-contained. It
also introduces our running example. Section 3 explains some formal properties of UPC. Section 4 exposes our mechanism
to protect shared variables in selected code portions. Section 5 introduces user annotation to indicate the intended referent of
a pointer-to-shared, and Section 6 introduces annotation to tell the compiler that a pointer-to-shared is meant to point to the
local portion (as opposed to remote portions) of a shared object. Both annotations help the compiler assert properties on

pointers-to-shared, those of Section 6 being of a novel type. Section 7 shows how to enforce part of the requested checks
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(possibly all, but also possibly none of them) within a given cycle budget, possibly 0, on processor architectures like the

Itanium processor family.

2. UPC, AND A MOTIVATING EXAMPLE

UPC allows the number of threads to be defined either statically, or at program invocation time ("static" and "dynamic
environment", in UPC terminology [3]). This number can still be explicitly referenced in the program text using the reserved
keyword THREADS. Each thread has a unique integer identifier, MY THREAD, whose value ranges between 0 and THREADS-
1. Threads are created at program invocation only, i.e., UPC does not offer parbegin/parend constructs, nor does it
provide equivalents of fork (), join (), or run (), making compiler analyses less complex in that respect than they are

for languages such as Java or C extended with multithreading libraries.

Variable declarations have the usual C syntax, plus a new type qualifier, shared, and notations for allocation in blocks. For

instance,

int shared i;

declares, reading from right to left, variable i, which is a shared integer. (Formally, the full type of i is "int shared", not

just"int".) Again reading from right to left,
int shared * p;

declares p, a pointer to a shared integer. p itself is not qualified with shared, so it is a private pointer-to-shared. Finally,
int shared * shared sp;

declares a shared pointer to a shared integer. All threads can modify the value of both sp and *sp. Shared variables may not

be automatic, but a private pointer-to-shared may.

Shared arrays may have multiple dimensions, but the size of exactly one dimension is a multiple of THREADS in the dynamic
environment. (Exceptions to this rule are mentioned later.) Shared arrays can be spread across threads in a round-robin
fashion, i.e., successive array elements are allocated on (have affinity with) successive threads. For instance, assuming two
threads are used, the following declaration

double shared u[4*THREADS];
implies that u[0] has affinity with thread 0, u[1] has affinity with thread 1, u[2] with thread 0, etc. Elements of shared
arrays can also be spread across threads in chunks:

double shared [B] v[..];
indicates that chunks of B (the block factor) elements should be allocated on threads in a round-robin fashion, starting by
convention at thread 0. A block factor of 1 is equivalent to the default round-robin distribution. Observe the block factor
itself is optional, meaning that

double shared [] w[THREADS];
is a valid declaration. It implies that all elements of w are allocated by convention on thread 0. A block factor of 0 has the

same effect.
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The compiler representation of a pointer-to-shared is a structure that contains three fields: thread, to indicate which thread
the data pointed to has affinity with, phase, to indicate which element in a block the pointer points to, and addr, a local
virtual address. Typically, the actual implementations of these fields are bit fields within a full, global virtual address
(thread being encoded in the most significant bits, addr in the least bits, and phase in between). To access these fields,
UPC features three primitives: upc threadof (), upc phaseof () and upc_addrfield(). To simplify the
notation, however, and given a pointer-to-shared p, we denote these fields by p.thread, p.phase and p.addr,

respectively.

Incrementing a pointer to a blocked shared array increments both the local address (by the size of the base type) and the
phase, unless we are at the end of the block — in which case one of two scenarios occurs: "If the thread number is less than
THREADS-1, the next increment increases the thread number by one and resets the local address to the beginning of the
block and the phase to 0. If the thread number is THREADS-1, then the next increment resets the thread number to 0,
increments the local address by the size of the base type so that is points to the beginning of the next block, and sets the

phase to 0" [2].

Shared objects with affinity to a given thread can be accessed by that thread through either pointers-to-shared, or pointers-to-
private after an appropriate cast. (If a pointer-to-shared is cast into a pointer-to-private on a thread that has no affinity with

the shared object, the result is undefined.)

Of note, the language specification also requires local portions of shared arrays start at the same local address on all threads.
Specifically, coming back to variable u declared earlier, and still assuming two threads, u[0] and u[1] have the same local

1

address on their respective threads, and so do u[2] and u[3], etc. In other words, (&u[0]).addr =

(&u[l]) .addr, etc.

Shared memory can also be allocated dynamically. UPC provides three functions to that purpose:
upc_local alloc (N, s) allocates a chunk of memory of size N times s bytes in the shared portion of the caller thread,
and makes that chunk accessible to all threads. The entire chunk has affinity with the thread that calls
upc_local alloc (). The two other functions, upc_global alloc(N,s) and upc_all alloc (N, s), allocate
N elements of s bytes across the shared parts of all threads' memories. (Typically, N is a multiple of THREADS.) They differ
in that the former is called by one thread, and the latter by all. Elements are allocated cyclically, starting with thread 0, and
local portions of the allocated space start at the same local addresses. The pointer returned by upc_global alloc () or

upc_all alloc() isthe same on all threads and points to the first allocated element, which sits on thread 0.

On the control-structure side, UPC features classical synchronization primitives, like barrier. It also introduces

upc_forall, which describes a global loop that maps, at compile- or at run-time, loop iterations to threads. The syntax of

' It doesn't mean the global addresses of these objects are the same. In particular, this makes UPC suitable for shared-memory
multiprocessors.
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upc_forall is that of C's for, plus a fourth argument that specifies the affinity. For instance, assuming the previous
declaration of u and execution on two threads, the following construct:
upc_forall (i=0; i<U; i++; &uli]) |
ulil++;
}
requests thread 0 to increment all even elements of u by 1, and thread 1 to do the same on all odd elements. In general, for an
arbitrary shared array t of at least U elements, the loop:
upc_forall (i=0; i<U; i++; &t[i]){ ... }
is equivalent, in its function but not necessarily in its implementation, to:
for (i=0; 1i<U; i++) {

if (upc_threadof (&t[i]) == MYTHREAD) {

}

The other version of upc_forall is:

upc_forall (i=0; i<U; i++; £(i)){

}
where £ (1) is an integer expression. It is functionally equivalent to:
for (i=0; i<U; i++) {

if (£(i) == MYTHREAD) {

}

We can now introduce our running UPC example, below. Lines 1, 2 and 3 declare three shared arrays, p being an array of
pointers. Recall that shared objects are global. Notice that all three arrays have the same affinities with threads. To make our
point, we make elements of t of the same size as that of pointers on the target platform, which in our case is "LP64" i.c.,
longs and pointers are 64-bit long. (That is, the type of t could have been _ int64 or double). Lines 5 and 6 declare
locals, including private pointer-to-shared t2. Lines 7 through 11 initialize u, t, and p. Some values get printed on lines
12—14 for the sake of the discussion. Please note that these printf statements are here for illustration purposes only and are
not correct UPC code: UPC pointers should not be printed directly, since that output is implementation dependent. (Correct
UPC programming would print the upc_threadof (), upc_phaseof (),and upc_addrfield() fields separately.)
Line 15 sets t2 to the address of the element of t that is local to (has affinity with) the current thread. Line 16 increments
t2 and therefore makes t2 point to a remote (non-local) element of t, a point elaborated upon in Section 6. Line 18 assigns
0 to presumably the element of t pointed to by t2, but as explained later, its execution on thread THREADS -1 in fact

corrupts p [ 0], which is dereferenced by thread 0 on line 20.
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long shared t[THREADS];
int shared * shared p[THREADS];
int shared u[THREADS];
void main () {

int 1i;

long shared * t2;

upc_forall (i=0;i<THREADS; i++; &t[i]) {

t[i] = 1;

= 2;
10 pli] = &uli];
11 }
12 printf ("Thread %d: &p[%d]=%p\n", MYTHREAD, MYTHREAD, &p[MYTHREAD]) ;
13 printf ("Thread %d: p[%d]l=%p\n", MYTHREAD, MYTHREAD, p[MYTHREAD]) ;
14  printf("Thread %d: *p[%d]=%d\n", MYTHREAD,MYTHREAD, *p[MYTHREAD]);
15 t2 = &t [MYTHREAD];

O ~J o U W N

\oJ

c

=
|

o°

o\

16 t2++;

17 printf ("Thread %d: t2=%p\n", MYTHREAD, t2);

18 *t2 = 0;

19 printf ("Thread %d: p[%d]l=%p\n", MYTHREAD, MYTHREAD, p[MYTHREAD]) ;
20 printf ("Thread %d: *p[%d]=%d\n", MYTHREAD,MYTHREAD, *p[MYTHREAD]) ;
21 printf ("Thread %d completed OK\n", MYTHREAD);

22}

Let us now run this program on two threads. When thread 1 executes the statement at line 16, the index expression goes out
of the bounds on t. Due to the way we declared the shared variables, it might be that p is allocated in memory right after t
— and so it is on the platform® we've been experimenting with. Because the type pointed to by t2 has the same size as
pointers do, all 64 bits of p[0] get set to 0. The output of the execution then looks as follows. The prun command allows

specifying the number of threads at launch time (here, 2).

> prun -n 2 a.out

Thread 0: &p[0]=1400002£8
Thread 0: p[0]1=140000300
Thread 0: *p[0]=2

Thread 0: t2=200001400002£0
Thread 0: pl[0]=0

Thread 1: &p[l1]1=200001400002£8

% This experiment was done using the HP UPC compiler and run on an AlphaCluster.
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Thread 1: p[1]=20000140000300

Thread 1: *pl[l]=2

Thread 1: t2=1400002f8

Thread 1: p[1]=20000140000300

Thread 1: *p[l]=2

Thread 1 completed OK

prun: ./a.out (pid 829826) killed by signal 11 (SIGSEGV)

We can observe that the addresses of p[0] and p[1] have the same low bits on their respective threads, i.e., their local
addresses are equal. After the increment of t2 at line 16, the resulting global address is printed, and we can check its value
on thread 1 equals that of p[0] on thread 0. Therefore, the assignment at line 18 incorrectly sets p[0] to 0, which is
witnessed by the last message printed by thread 0. In conclusion, thread 1 corrupts the portion of shared data that is local to

thread 0. Thread O crashes, but thread 1 completes OK.

Observe also that the bug comes from manipulation of pointers related to t, but an unrelated data structure gets corrupted:

There is no algorithmic connection between t and p.

3. SOME PROPERTIES
3.1 Properties of Array Layouts

Let us consider an array t declared by:

type shared [B] t[N];
First, recall that by convention in C, the identifier t equals the address of t [0]. Let us consider the case B=0 first, which
we saw means all elements of t are allocated in thread 0's local shared space. Because all elements are in the same space, the

addr field does not need to be considered yet. For any element t [x] of t, we have:
Vx, 0<x<N: t < &t[x] <t + (N-1) * sizeof(type)
For B>0, an element t [x] has affinity with the thread whose index is
(&t [x]) .thread = (xdivB)mod THREADS

where mod denotes the integer modulo operator. Let K=N div B be the number of full chunks of B elements spread across
the threads. (div denoting the integer division operator.) In general, only bounds on the addr field can be derived. Clearly,

the lower bound is tight:
Vx, 0<x<N: (&t[x]) .addr = t.addr (N
Regarding upper bounds:

e If K is not a multiple of THREADS, then at least one thread stores ceiling(K / THREADS) chunks. This is illustrated in

Figure 1. Thus:

(&t [x]) .addr < t.addr + (ceiling(K/THREADS) * B — 1) * sizeof(type) 2)
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Clearly, more precise thread-dependent bounds could also be derived at the price of potentially higher overhead in the

corresponding code.

Addresses

t.addr + C*B*s —_

t.addr + (C*B-1)*s —_

[ ]

t.addr

Thread O Thread 1

Figure 1: Array t of 10 elements of size s is spread across two threads by blocks of B=3. K equals 3, so they are
three full chunks of B elements. C denotes ceiling(K/THREADS), which equals 2.

e If K is a multiple of THREADS, then each thread stores K/THREADS chunks of B elements of t, and thread O stores the

remaining N-KB elements (there are at most B-1 of them). This is illustrated in Figure 2. An upper bound is therefore:
(¢t [x]) .addr < t.addr+ (N-KB+KB/THREADS — 1) * sizeof(type) 3)

Equations (2) and (3) can be readily extended to multidimensional arrays as long as one array dimension is spread across

processors.

3.2 Properties of the Layout of Dynamically Allocated Data
Consider the following declaration and definition:
int shared * a = upc local alloc(N,s);
All N elements are allocated on the calling thread, and therefore bounds can hold on the full pointers. (In turn, they imply
inequalities on the local addresses, i.e. on the addr fields.) A pointer-to-shared p to a piece of this data is such that:
a<p< a4+ (N-1) * s 4)
However, when dynamically allocated memory is spread across threads, only bounds on the addr field can be derived. For
either allocation primitive,
int shared * a = upc_global alloc(N,s);

or

int shared * a upc_all alloc(N,s);
bounds on the addr field of a pointer p to these data are:

a.addr < p.addr < a.addr + (ceiling(N/ THREADS) — 1) * s &)
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If N is a multiple of THREADS, the upper bound on p.addr is simply a.addr + (N/THREADS-1)* s, and is the same of all
threads. (Again, this is the case in the commonly used dynamic environment.) If it isn't, thread-dependent bounds more

precise than (5) could also be derived.

Addresses

t.addr + (N-KB+C*B-1)*s [ ]

t.addr + (C*B-1) *s

t.addr

Thread O Thread 1

Figure 2: Case where K is a multiple of THREADS. Array t of N=13 elements of size s is spread across two
threads by blocks of B=3. K equals 4, so each thread has two full chunks of B elements. C denotes
ceiling(K/THREADS)=K/THREADS, which equals 2. Thread 0 gets the remaining N-KB=1 element.

3.3 Properties of Loops

Let us consider the first form of the upc forall:

upc_ forall (i=0; i<U; i++; &tl[i]){ ... }
Also, we restrict the subscript of t to be the loop counter (but note that nearly all upc forall loops of the first form

satisfy this constraint). The iteration subset that thread MY THREAD must execute is, by definition:
S(MYTHREAD)={i: ieN, 0<i<U, upc threadof (st[i])=MYTHREAD }
where N denotes the set of natural numbers and comma denotes conjunction. Equivalently:
S(MYTHREAD)={i:ieN, 0<i<U, (idivB)mod THREADS = MYTHREAD }
e Ifthe block factor B of t is 1, then this set is:
S(MYTHREAD)={i: 3keN,k >0, i=MYTHREAD +k THREADS, i<U}
We have:
0 <k<(U-MYTHREAD)/ THREADS
and since k is an integer, this is equivalent to:
0 <k < ceiling((U — MYTHREAD) / THREADS)

Therefore, the element count of S(MYTHREAD) is:
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| S(MYTHREAD) | = ceiling (U-MYTHREAD) /THREADS)

e  More generally, for any B > 0, the iteration subset is:

S(MYTHREAD)={i: 0<i<U, 3JkeN, k>0, (i div B) = MYTHREAD + k THREADS }
Let j =1 div B. By definition, 3qeN, 0<q<B, i=B j + q. Thus:
S(MYTHREAD) = {i: 3j,k,qeN, k>0, i <U, j=MYTHREAD +k THREADS, 0<q<B,i=Bj+q}
To count the number of elements in this set, let us first consider the set of j's that satisfy the above constraints. This set
is:
{j:jeN, MYTHREAD <j<U/B, (JkeN,k>0,j=MYTHREAD +k THREADS) }
The number of element in that set is ceiling( (U/B)- MYTHREAD)/ THREADS)

For each j in that set, there are B values of i except perhaps for the last (i.e., maximal) value of j. Therefore, a (close)

upper bound for the element count in S(MYTHREAD)

| S(MYTHREAD) | < B * ceiling(((U/B)-MYTHREAD)/THREADS)

4. PROTECTING SHARED OBJECTS

By protecting shared objects, we mean to ensure that a thread has temporary but exclusive write access to a shared object
over a piece of code specified by the user. We introduce a compiler directive or pragma, protect, which the compiler
translates into run-time assertions. This pragma is just syntactic sugar for code that the programmers could write themselves;
A consequence is that the pragma has an unambiguous semantics (more precisely, its semantics is as unambiguous as its C
translation is), but has the same limitations as user-level C code has (e.g., uses no kernel-mode system call, no hardware-

specific assembly instructions, etc.)

The pragma applies to an explicit scope, which follows the pragma immediately. The compiler inserts an assertion before
each access to a shared object, and a store operation after each update. The store records in a thread-local variable the value
the thread expects the object to have when next encountered, and the test makes sure the object has the expected value. An

error message can be generated when a discrepancy is detected. Several threads can protect the same object.

An excerpt of a thread is shown below. On the left is the original code. On the right is the code after applying protection.

Suspension points indicate irrelevant pieces of code. Within the protected region, suspension points contain no reference to

X
1 int a; 1 int a;
2 1int shared x=3; 2 1int shared x=3;
3 ... 3
4 #pragma protect x
4b { 4b
4c int saved x = x;
5 e 5
6 a = x; ob if(x != saved x)
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6C error () ;

6d a = saved x;

7 e 7

8 x = foo; 8b if(x != saved x)
8c error () ;

8d tmp = foo;

8e x=saved X = tmp;

9 . 9
9b if (x != saved x)
9¢c error () ;

10 } 10 }

On line 6d, assigning the saved x to a instead of x assures us that we're using the expected value even if another thread
modifies x between lines 6b and 6d. The same care is needed when modifying x, on lines 8b—=8e. To see why, imagine two
threads increment x. Each thread executes three instructions: read x, add 1, and write x. The classical problem here is that
any interleaving of the six instructions is possible, and in particular one thread may have modified x after the other has read
x but before it has updated it. In the absence of atomic increments, each thread wants in general to make sure the value of a
protected object hasn't changed behind its back even when it is about to write into it. Hence the need for lines 8b and 8c.
Such a detrimental interleaving can occur anywhere within the scope, so we systematically add a final check on exit from the
scope (in this example, at lines 9b and 9c). This final check has insignificant cost in the case of scalars; in the case of arrays
(discussed later) it requires a loop over all protected elements, a potentially hefty overhead. It catches most but not all cases,

as discussed later.
Several observations are in order here:
e  Our scheme does not completely say where the race occurs, i.e. it identifies only one access in the pair of accesses.

e Our scheme only protects syntactical accesses to a shared object, i.e., a reference must explicitly contain the name of the
object, as opposed to accessing the object through a pointer. For instance, a consequence is that updating x through a
pointer on line 8, instead of a syntactical write to x, is illegal in a protected scope:

8 int *p=&x; *p = foo;

Since we assume no pointer information, the pragma preprocessor would fail to see that line 8 is an update of x,

resulting in an execution-time error later in the protection scope.

o Finally, observe as well that protection is free of false positives: Any reported error does correspond to a change of value
of a protected object. It also makes the implementation simple: In particular, we do not need to maintain a history of

accesses to each protected object, in contrast to e.g. [7] and [25].

e The alert reader may have noticed that the value of x at lines 6b, 8b or 9b may be stale. Specifically, with relaxed
references, a write-through cache, and a cached copy of x, the reads of x may well return the same value as the one

saved in the saved x variable. However, this is missing the point: Under the same conditions, the original program
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would have not seen the update of x. We have no reason to require the protection mechanism to observe more than the
original program did.
False negatives can still happen, however, in two situations:

e One is when two successive write-write races to the same object, the same thread wins both but resets the shared

variable to its original value. This is illustrated on the figure below, where the vertical axis represents time.

Thread 0 Thread 1

x =saved x0=0;
x =saved x1=1;

x =saved x1=0;
if (x ==saved_x0) ..
if (x ==saved_x1)..

v
time

The first data race is won by thread 1, which sets shared variable X to 1. At this point, the values of saved x0 on thread

0 and that of x do not match, but no test is performed yet. Before such a test can be executed, the second race resets x to

0. The value of x has changed twice behind the back of thread 0, but our mechanism did not catch it.

e The other situation is when an object is modified on exit of the protection scope, just after it was checked one last time.

Consider the following interleaving on exit from the protected scope:

// On Thread 0: // On Thread 1:

9b if(x != saved x0)
8e x = saved x1 = tmpl;
9b if(x != saved x1)

9c error(); 9c error () ;

10} 10 3

Neither thread 0 nor thread 1 detects the race, and a subsequent read of x may fetch a non-deterministic value. Note that
this can only happen on exit from a protected scope (otherwise, the check on exit of the scope will catch the race.)

However, the solution is simple: The scope should be extended to include, in particular, that subsequent read.

Similarly, when array elements are checked on exit from a protection scope, it may be that the first element, after it is

checked one last time, suffers a race by the time the checking loop completes. The solution is identical.

Notice that protection is different from acquiring a lock. Functionally, it does not guarantee correctness, since it only reports
an error if a race occurs. On the positive side, it is also less expensive. Note also that this protection mechanism works

whether the strict or relaxed consistency model is adhered to”.

? Shared data accessed with UPC's relaxed model can be written and read without cross-thread synchronization. Both models can coexist in
the same program — but must of course apply to different data.
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The back-up variable (in the previous example, saved x) is declared in the explicit scope. We also require that there are no
incoming control-flow edges into the protection scope from outside the scope. The reason for this is that the code that
initializes the back-up object may not otherwise be executed. In other words, we want the initialization code of the back-up

variable to dominate [16] any use of that variable. There may be outgoing edges, without risk of memory leaks.
To make sure back-up data structures can be statically allocated, the directive is restricted as follows:
#pragma protect object

{
// Scope where the pragma applies

}
where object is either:

e the name of a scalar, in which case the scalar is protected by all threads; or
e the name of an array, in which case the entire array is protected by all threads; or
e an array element identified by compile-time constants; this array element is protected by all threads; or
e the name of an array followed by two brackets, like:
#pragma protect pl]

This tells the compiler to protect on each thread but within the following C scope all elements of p that have affinity

with the thread. The block factor of p must be greater than 0.
e the name of an array followed by two brackets surrounding the name of another array, like:
fpragma protect plt]

Array t must be of the same shape as p, i.e., they must have the same dimension and sizes of each dimension must be
equal. The block factor of t must be greater than 0. The pragma requests the compiler to protect the elements of p

whose corresponding elements of t have affinity with the current thread.
The code the compiler generates for each form of the directive is explained in the next two sections.
4.1 Compiler Action on Entry to a Protected Scope
When presented with protect, the questions the compiler has to solve are:

1.  What is the size of the local array each thread will maintain to back up the elements of p it protects — so that the code to

declare the local array can be generated on entry to the protection scope?
2. What code should be generated to initialize the back-up array after its declaration?

If the protected object is a scalar, an array element, or an entire array, the answers are obvious. We consider the remaining

two forms of the pragma in the rest of this section. Let's assume the rank of p is 1, and let N be the size of this dimension.
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First, keep in mind that the language definition requires that we are either in a static environment, in which case N and
THREADS are compile-time constants, or in a dynamic environment, in which case N is guaranteed to be a multiple of

THREADS.

The first problem is to generate the declaration of saved p, the private array that backs up array p:

type saved pl[size];
where type is the type of p. Let B>0 be the blocking factor of p or t, depending on the form of pragma we consider. We
use results of section 3.1:

e IfBequals 1, Size =N/THREADS.

e If B is greater than 1, remember that thread MY THREAD protects as many elements of p as the element count in this

subset, which we saw has the following upper bound:
B * ceiling( (N/B)- MYTHREAD) / THREADS)
The static size of the local back-up array must be the maximum of that bound over all threads, and therefore:
size = B * ceiling( (N/B) / THREADS)
The second problem is to initialize saved p, which is equivalent to compiling the following loop:
int k = 0;
upc_forall (i=0; i<N; i++; expr) {
saved pl[k++] = p[i];

}

where expr is either st [1] or &p [1], depending on which pragma form we consider.

e IfBequals 1, the pragma makes the compiler generate the following code:
int k=0;
for (i=MYTHREAD; i<N; 1i+=THREADS) {
saved pl[k++] = p[i];
}
e If Bis greater than 1, the pragma makes the compiler generate code equivalent to the following:
int k=0;
for (j=MYTHREAD; j<N/B; j += THREADS) {
for (g=0; g<min (B,N-(j*B)),; g++) {
i=13*B + qg;
saved p[k++] = p[i];
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4.2 Compiler Action on a Reference to a Protected Object

The question to be answered now is: Given an arbitrary element p [ x], how does the compiler know (a) if p [x] is protected
in the current thread (and therefore decide if it has to generate protection code), and (b) what the index of saved p that
backs p[x] up is? Again, if the protected object is a scalar, an array element, or an entire array, the answers are obvious.
For the remaining two forms, answering (a) boils down to checking if p [x] (or t [x], depending on the pragma form) has
affinity with MYTHREAD. Answering (b) however depends again on the block factor B of either p or t, depending on which

form of the pragma is relevant:
e IfB =1, answering the question is equivalent to solving:
Jk>0s.t. MYTHREAD + k THREADS <N, MYTHREAD +k THREADS =X
Given any reference p [x ], the index k of the element of the local array that backs p [x] up is:
k=(X—MYTHREAD)/ THREADS

The compiler should check that (a) k is a nonnegative integer and (b) MYTHREAD + k THREADS <N. Ifit can't check
both conditions statically, it should generate code to that purpose. If both conditions hold, then p [x] is backed up by
saved p[k]. Otherwise, p [x] is not protected by MYTHREAD.

e IfB> 1, the question is equivalent to solving:
Jjk,geN st k>0, j=MYTHREAD+k THREADS, 0<q<B, x=Bj+q, x<N

Notice that there is at most one pair (k,q) satisfying this equation, which can be found by computing g = x mod Band j
= x div B, and then checking that j>MYTHREAD. k is then equal to (j-MYTHREAD) /THREADS. If there is a

solution (k,q), then p [x] is backed up by saved p[B*k + g].

4.3 Compiler Action on Exit from a Protected Scope

On exit from a protected scope, all protected elements are checked against their respective back-up variables, in any order.
For the last two forms of the pragma, the corresponding code is equivalent to:
k=0;
upc_forall (i=0; i<N; i++; expr) {
if (saved pl[k++] != p[i]) error();
}

where expr is either &t [1] or &p [1], depending on which form we consider.
4.4 Back to the Example

To protect the elements of p in the running example, we insert Statements 6b, 6¢ and 21b below (some lines are omitted):

4 void main () {

5 int i;

6 long shared * t2;
6b #pragma protect pl]
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7 upc_forall (i=0; i<THREADS;i++;&t[1]) {

8 t[i] = 1;

9 uli]l = 2;

10 pli] = &ulil];

11 }

15 t2 = &t[MYTHREAD];

16 t2++;

17 printf ("Thread %d: t2=%p\n", MYTHREAD, t2);
18 *t2 = 0;

21b }

In the example, N/THREADS = THREADS/THREADS = 1, thus a single element is (statically) allocated in saved p. The
translation of the annotated source code begins as follows:

6c {

od int shared * saved p[l];

6e int k=0;

6f for (1=MYTHREAD; i<THREADS; i+=THREADS)

6g saved pl[k++]= p[i];

7 upc_forall (i=0;i<THREADS; i++; &t[i]) {
7o int shared * tmp;

8 t[i] = 1;

9 uli] = 2;

9c tmp = &u[i];

//Subscript is strengh-reduced to 0:

9d saved p[ (1-MYTHREAD) /THREADS]=tmp;
10 pli] = tmp;
11 }

In addition, each reference to an element of p is preceded by code to check its protection. Statements at lines 13, 14, 19 and

20 contain such a reference* and therefore are preceded by such code. For instance, line 19 is preceded by:

18b 1if (saved p[0] != p[MYTHREAD]) ({
18c error () ;
18d 1}

4 The statement on line 12 does not contain a reference to an element of p; it only takes the address of p [MYTHREAD].
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For reasons discussed earlier, line 19 itself is changed so that the saved value is used instead of p [MYTHREAD] :

19 printf ("Thread %d: p[%d]=%p\n", MYTHREAD, MYTHREAD, saved p[0]);

Notice that lines 6e through 6g are the brute-force application of the discussion in Section 4.1 — but a smart compiler can

replace the three of them with

be saved p[0]= p[MYTHREAD];

Line 9d is also the brute-force application of the discussion in Section 4.2. In the example, the upc_forall loop spawns
one iteration per thread, and that iteration is such that i equals MYTHREAD. Therefore, the subscript on line 9d can statically

be strength-reduced to 0, which satisfies conditions (a) and (b) of case B=1.

The same rules are applied to compute the subscript of saved p on line 18b. Unknown k equals (MYTHREAD -
MYTHREAD) /THREADS, which equals 0; It is a nonnegative integer, and on all thread, we clearly have MYTHREAD < N

since N equals THREADS. Therefore, the back-up storage for p [MYTHREAD] is indeed saved p[0].

5. INTENDED REFERENTS

One way to address pointer errors is to add safeguards to their use. In the running example, the bug clearly comes from the
out-of-bound increment of t2 on line 16 and the dereference of t2 on line 18. This can be detected by bounds checking,

assuming we know what bounds to check.

Patil and Fischer [5] define the intended referent as the object a pointer is meant to reference. This is indeed a very intuitive

concept assuming, as they do, that the program does not cast non-pointers into pointers.

We extend this concept to pointers to shared objects, and introduce pragma sticky to make the referent explicit. Its syntax
is either
#pragma sticky p : ptr

{
// Scope where the pragma applies

or:

#pragma sticky p : ptr : X
{
// Scope where the pragma applies

}
where p and ptr are pointers-to-shared’ and X is an integer expression. p and ptr must point to the same type type. The

intended referent of p is the object pointed to by ptr. If ptr is the name of a statically allocated shared array, then the

> This discussion can readily be extended to regular C pointers, but this is out of the scope of this paper.
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intended referent is obvious. Otherwise, minimal reaching-definition analysis is required to find where ptr was defined and

therefore what the intended referent is. (We discuss later what happens if this analysis is not available, or if it fails.)

o Ifthe intended referent is an array t, p must stay within the bounds of that array in the scope of the pragma. Before each

expression dereferencing p, the compiler inserts code that checks inequalities (1) and either (2) or (3).
When the second syntax is used, i.e., when X is specified, the compiler inserts additional code that checks
p-addr < t.addr + X (5)
before each dereference of p.
o Ifptr is defined by a call to a memory allocation library procedure upc_local alloc, upc global alloc or
upc_all alloc, then on entry to the scope, the compiler declares a temporary and saves the value of ptr:
type * t = ptr;
Before each dereference of p, the compiler inserts code that checks that p satisfies (4) or (5), depending on the

allocation primitive, with respect to t. When X is specified, the compiler inserts, in addition, code that checks (5).

e If the analysis fails and the intended referent is not known, then only the second form (the one with X) can be enforced.
As in the previous case, the compiler introduces code at the beginning of the scope that declares a temporary t where

the value of ptr is saved, and enforces (5).

Notice also that both p and ptr must be declared outside the scope where the pragma applies. ptr must in addition be
defined outside that scope. The scope doesn't have to include all references to p. If p is itself an element of an array of

pointers, then all pointers in that array must have the same intended referent.

As an example, pointer t2 in the running example is meant to point to t. The pragma could be inserted anywhere after line
6 and before line 22. Let's assume it's inserted just after line 14 and its scope goes up to an including line 18. The code then

becomes:

14b #pragma sticky t2:t

l4c {

15 t2 = &t[MYTHREAD];

16 t2++;

17 printf ("Thread %d: t2=%p\n", MYTHREAD, t2);
18 *t2 = 0;

18b }

The compiler introduces instructions that check inequalities (1) and (2) before each dereference of t2 in the scope — in this
example program, before line 18. These inequalities yield:

t.addr £ t2.addr £ t.addr+ 0 * sizeof(double)
Actually, since t2 is monotonically increasing on each thread, the compiler only needs to (insert code to) check the upper

bound:
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t2.addr £ t.addr

Thread 1 detects this inequality is not satisfied just before executing line 18, before t2 corrupts array p.

The pragma extended with X is useful within called procedures, because this is typically a case where the intended referent is

lost. Consider for instance the following procedure:

foo( type shared * t ) {
type shared * p = t;
fpragma sticky p:t:X {

In this procedure, if the compiler doesn't have information on the actual parameter(s) at the call site(s), it can still enforce that

p never exceeds the value of formal parameter t, plus X. X may be passed as an additional argument to procedure foo.

Finally, notice that we do not check that the intended referent is still allocated.

6. LOCALIZED POINTERS-TO-SHARED

Let us come back to t2 and assume, for the sake of the exposition, that the bounds checker misses that bug, or that there is
no out-of-bound access. An issue in the code is still that another intent of pointer t2 was lost: That intent is to refer to
elements of shared array t that have affinity to thread MYTHREAD. Notice that "localizing" a pointer-to-shared does not
defeat the purpose of pointers-to-shared. Typically, work on a shared array is divided up among threads such that each
thread works on its local piece of the array, so that communication is reduced and performance improved. Another way to
look at localized pointers is that they are pointers-to-shared that can be cast into a pointer-to-private. (Remember that if a
pointer-to-shared is cast into a pointer-to-private on a thread that has no affinity with the shared object, the result is

undefined.)
To make localization explicit, we introduce a new pragma, localized. Its syntax is:

#pragma localized ptr

{
// Scope where the pragma applies

}

It requests the compiler to insert the following test before each dereference of pointer-to-shared ptr:

if ( ptr.thread != MYTHREAD )
error () ;

This pragma can be inserted anywhere after the definition of ptr. The scope does not have to include all references to ptr .

In the running example, a possible location for this pragma is again just after line 14, and for its scope to include lines 15

through 18:

14b #pragma localized t2
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l4c {

15 t2 = &t [MYTHREAD];

16 t2++;

17 printf ("Thread %d: t2=%p\n", MYTHREAD, t2);
18 *t2 = 0;

18b }

This information asks the compiler to insert code, before each dereference of t2 within the scope, to check that t2 points to
local portions of any shared object (in contrast to a sticky pointer, that object need not stay the same). In this example, this
code should be inserted immediately before line 18. Performing such a (run-time) check is usually inexpensive, since it boils

down to checking that the thread field of the pointer equals MYTHREAD.

Moreover, static analyses can catch many cases. For instance, consider line 15 of the running example. t2.thread equals
MYTHREAD mod THREADS, i.e., MYTHREAD. The compiler can thus easily check at compile-time that t2 is local after line
15. Then, since t is allocated cyclically (its block factor is 1), t2 cannot point to a local portion of t after the increment on
line 16. t£2 is not modified before its dereference on line 18, so the compiler can at this point issue a warning or an error
message.
This observation can be generalized as follows. Consider the following statement:

p += I;

where I is an expression, and assume p initially points to local data.

e If the block factor of the referent of p is 1, p keeps its locality property if and only if I is a multiple of THREADS. The
compiler may or may not be able to assert this fact depending on the expression I and/or on whether the environment is
static.

e If the block factor is greater than 1, then the compiler checks two cases. If the compiler can prove that I is such that

B <1< B*(THREADS - 1)
then p will lose its locality. On the other hand, if I is a multiple of B¥*THREADS, p remains local. Otherwise, the

compiler cannot tell statically if locality is preserved.

Of course, the 1ocalized pragma can also apply to pointers whose intended referent is allocated dynamically. When the
allocation is done by upc_local alloc (), the entire allocated chunk of memory is local to the calling thread so the
localized pragma probably doesn't help much. However, if the intended referent of pointer p is allocated by
upc_global alloc(N,s) or upc_all alloc(N,s), then we again have the property that if p points to local
data, then p still does after

p += I;

if and only if T is a multiple of THREADS.
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Note that, in the running example, either localized or sticky can help fix the issue with pointer t2. However, this is
not always true. In fact, making a pointer both 1localized and sticky can be complementary. Consider the following
code snippet:

a = upc_all alloc (N*THREADS, s);

#pragma localized p

#pragma sticky p:a

{ ..
If p were only localized, the compiler could only infer that p. thread must equal MYTHREAD before each dereference of
p. Symmetrically, if p were only sticky to a, let a0 be the address of the first allocated element that sits on thread
MYTHREAD®. (This assumes there is at least one element allocated on MYTHREAD, i.e., N>0). The compiler could only infer

that:
a0.addr £ p.addr £ a0.addr + (N-1)*s
However, since p is both sticky and localized, we have a stronger property:
a0 < p £ a0 + (N-1)*s
assuming thread, phase and addr are bit fields of global pointers, in this order from highest to least significant. This

result implies both earlier properties.

Finally, observe that 1ocalized suppresses generation of code to communicate to non-local storage.

7. REDUCING OVERHEAD

There is a well-known trade-off between the granularity of program safety and run-time overhead. We argue that checks
may not need to be inserted immediately after each reference. In other words, we suggest a weakening of the semantics from
"always perform bounds checks, and do them immediately" to "perform bounds checks opportunistically, possibly only when
we can do so at no overhead", the degree of weakening being controlled e.g. by a command line switch. If the instruction
scheduler (in the compile) keeps the right not to honor some of the checks (e.g., it may check only the upper bound on a
pointer and not its lower bound), we show that the run-time overhead can be zero by construction — without of course
eliminating all the checks. The safety mechanism is therefore weakened (because an error may not be caught, or may be

caught too late), but on the other hand has a controlled overhead.

Clearly, the contract between the user and the compiler is then changed. More precisely, the compiler's instruction scheduler
can be instructed by a simple command-line switch to enforce one of several policies, like enforcing all bounds and

attributes, or on the contrary to enforce them only opportunistically.

Opportunistic scheduling of check instructions comes in at least two flavors: One leverages dead cycles, the other empty

instruction slots.

® This address is implementation-dependent. It can however be computed by the following C statement:
a0 = a + MYTHREAD;

Also, recall that a0 .addr = a.addr.
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Dead cycles are cycles where the processor's pipeline stalls, for instance when an instruction on the critical path is waiting
for data. This phenomenon of course happens on both in-order and out-of-order microarchitectures, but the benefit, in our
context, of in-order processors is that dead cycles are usually known to the compiler scheduler. Dead cycles can therefore be
used to execute any sort of additional safety- or sanity-checking code in general, and, in particular, enforce bounds checking,
shared variable protection, and localized and sticky pragmas — at no additional cost. As an example, consider a load
of floating-point value on the critical path of some Itanium2 code. The important point here is that, on the Itanium2
processor, floating-point data can't be stored on the first level cache, so the latency of a floating-point load is at least 5
cycles. Since the load is on the critical path, the scheduler knows it has 4 dead cycles between the load and the first

instruction that uses its result.

Empty instruction slots are missed opportunities to issue instructions to idle functional units at any given cycle. In other
words, empty instruction slots appear when instruction-level parallelism is too low to use the full width of the processor.

These empty slots give the scheduler the opportunity to squeeze in optional work at zero run-time overhead.

Consider the protection of p [MYTHREAD]. Before line 18b, both p [MYTHREAD] and saved p[0] must be loaded.
p [MYTHREAD] must be loaded anyway for the printf on line 19, so only the load of saved p[0] is added. This load
can be scheduled in the same cycle, at no additional cost:

1d8 r39 = [r29]

1d8 r40 = [r30] ;;
where r29 and r30 contain the addresses of saved p[0] and p [MYTHREAD], respectively. The values of these 8-byte
elements (hence 1d8) are stored in ¥39 and r40, respectively. Then, instead of simply calling the library code for printf,
like the original code would do:

br.call bO=printf# ;;
checking protection can be done as follows:
cmp.neq p4, p5 = r39, r4o0

(p4) br.call.spnt bl=error#
(p5) br.call.sptk bO=printf# ;;
The first instruction compares (cmp) r39 and r40, and sets 1-bit predicate registers p4 and p5 to 1 and 0, respectively, if
these registers are not equal (neq). If they are equal, p4 is set to 0 and p5 to 1. As a consequence, exactly one of the two
predicate registers is true after the compare, and exactly one of the calls is executed: Either the call to the error procedure that
is part of our protection mechanism, or the original printf. Notice that a single double-semicolon is needed, at the very
end of the instruction sequence: All three instructions, including the set and use of predicate registers, can execute in exactly
one cycle, just like the original non-predicated instruction calling printf. Notice also that there is no risk of branch
misprediction thanks to branch hints suffixed to branch instructions: They tell the hardware the branch to error is statically

predicted not taken (spnt), and that the branch to printf is statically predicted taken (sptk). The original and most
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probable control-flow path (through printf) is followed at full speed without mispredicts. If there is an error, the branch to

error is mispredicted, but in this case performance doesn't matter any more.

Observe that, if the cost of executing partial checks can be reduced to zero, techniques described in this paper may still have
an associated cost. For instance, the back-up storage required for protection may degrade caching behaviors and impact the

TLB. Also, the checks mandated by protect, localized or sticky may increase register pressure.

8. IMPLEMENTATION & FUTURE WORK

Our partial and preliminary implementation is based on Berkeley's UPC compiler [13], itself based on the Open64 compiler
[14]. (The test run shown in Section 2, however, was performed on an Alpha cluster and the code compiled with the HP UPC
compiler.) The Berkeley UPC compiler is a source-to-source compiler that produces C code, which is compiled by a native
compiler. Its authors found that the generated C code could be optimized satisfactorily by the native compiler, which justifies
their choice not to hook up to Open64's WHIRL intermediate representation. In our case, however, and in order to validate

the techniques of Sections 7 and 8 and measure their overhead, this hook up will need to be done.
9. RELATED WORK

Race detection is usually done in one of three ways: Statically, i.e. at compile-time; Dynamically, a.k.a on-the-fly
[71[81[9][10][11]; and post-mortem a.k.a at replay time. Several techniques allow for both on-the-fly and post-mortem
detections [25][26].

Work on static race detection includes [17][19][20][21]. Because the data races we address are due to erroneous pointer
arithmetic, an instrumentation tool like that of [19], which identifies variable references that are never involved in a data
race, would be defeated. For the same reason, an extended type system like that of [20] probably wouldn't fit our purpose.
Because UPC is not object-oriented, [21] is not suitable either. As in [17], we rely on user annotations, but the compiler
performs minimal analysis and generates code to detect races on-the-fly. Like e.g. [25] but unlike e.g. [10], our protection

scheme only detect races that appear in a given execution, and never reports false positives.

One key difference between this paper and related work is that protection requires the user to specify the data structures that
should be monitored. Future work might try to lift this restriction, but we are not convinced it would be realistic in the face
of erroneous arithmetic on pointers-to-shared. Indeed, none of the papers we are aware of applies to multithreaded languages

with arithmetic on pointers to shared objects.
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