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secure Secure scalable streaming (SSS) enables |owcomplexity, high-
scalable quality transcoding at intermediate, possibly untrusted, network
streaming, nodes without compromising the end-to-end security of the system
secure [1,2]. SSS encodes, encrypts, and packetizes video into secure
delivery, scalable packets in a manner that allows downstream transcoders to
end-to-end perform transcoding operations such as bitrate reduction and spatial
encryption, downsampling by simply truncating or discarding packets, and
transcoding without decrypting the data. Secure scalable packets have
without unencrypted headers that provide hints such as optimal truncation
decryption, points to downstream transcoders. Using these hints, downstream
JPEG-2000 transcoders can perform near-optimal secure transcoding. This

paper presents a secure scalable streaming system based on motion
JPEG-2000 coding with AES or tripleeDES encryption. The
operational rate-distortion (R-D) performance for transcoding to
various resolutions and quality levels is evaluated, and results
indicate that end-to-end security and secure transcoding can be
achieved with near R-D optimal performance. The average
overhead is 4.5% for triple-DES encryption and 7% for AES, as
compared to the original media coding rate, and only 2-2.5%
overhead as compared to end-to-end encryption which does not
allow secure transcoding.
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ABSTRACT

Secure scalable streaming (SSS) enables low-compleigty;duality
transcoding at intermediate, possibly untrusted, netwodes with-
out compromising the end-to-end security of the system][1S3S
encodes, encrypts, and packetizes video into secure eakatkets
in amanner that allows downstream transcoders to perf@mstod-
ing operations such as bitrate reduction and spatial dawplsag by
simply truncating or discarding packets, and without dpting the
data. Secure scalable packets have unencrypted headgusotide
hints such as optimal truncation points to downstream t@ohers.
Using these hints, downstream transcoders can perforrroptianal
secure transcoding.

This paper presents a secure scalable streaming systethdrase
motion JPEG-2000 coding with AES or triple-DES encryptidhe
operational rate-distortion (R-D) performance for travting to var-
ious resolutions and quality levels is evaluated, and tesndlicate
that end-to-end security and secure transcoding can bevachivith
near R-D optimal performance. The average overhead is 40d6% f
triple-DES encryption and 7% for AES, as compared to thei-orig

nal media coding rate, and only 2-2.5% overhead as compared t

end-to-end encryption which does not allow secure trariagod

1. INTRODUCTION

A successful media delivery system should be able to defiver
dia streams to a multitude of clients with diverse deviceatiljiies

connected over heterogeneous networks with possibly viangng

bandwidths. This may require mid-network nodes to perfdaressn
adaptation, or transcoding, to adapt streams for downsti@znt

capabilities and time-varying network conditions [3, 4].ngther
important property is security to protect content from ealveppers.
This makes it necessary to transport streams in encrypted fn

this context, conventional mid-network transcoding pasegrious
security threat because it requires decrypting the stresamscoding
the decrypted stream, and re-encrypting the result, asrshrowig-

ure 1. Since every transcoder must decrypt the stream, eacionk

transcoding node presents a possible breach to the sectitity en-
tire system. Thus, this is not an acceptable solution iratitas that
require end-to-end security.
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Fig. 1. Challenge of transcoding while preserving end-to-endi-sec
rity: The media should be encrypted at the sender and deatygptly

at the receiver — it should remain encrypted at all pointisétween.
In conventional systems, network transcoding poses a fiatee-
curity threat because it requires decryption.

In this paper, we present a secure scalable streaming system
based on motion JPEG-2000. Similar to the systems presanted
[5, 6, 7], our system enables efficient server-client stiagmn ad-
dition, it simultaneously provides the seemingly conftigtgoals of
mid-network transcoding and end-to-end security. Thispapgins
by providing an overview of secure scalable streaming (Si8®en
presents the details of the SSS system designed for JPEGa2@0
AES and 3DES encryption. It concludes with experimentalltes
that show the rate-distortion performance of the system.

2. SECURE SCALABLE STREAMING (SSS)

SSS is based on an effective combination of scalable codidg a
progressive encryptiorgcal able coding methods encode media into
scalable data with prioritized importance in a manner thaiva the
quality of the decoded media to depend on the amount of decode
data. We define the terprogressive encryption to represent encryp-
tion methods that encrypt plaintext into ciphertext in ausadial

or beginning-to-end manner [1, 2]; this results in progkessle-
cryption of the resulting ciphertext. By combining scatabbding
and progressive encryption, SSS creates secure scalablbhdacan

Secure scalable streaming is a technology designed toeenabl be transcoded with a truncation operation. This has thefibeafe

the seemingly conflicting goals of end-to-end delivery ofrgpted
streams and mid-network transcoding without decryptigr2]1 In
other words, it simultaneously enables end-to-end secaritl se-
cure mid-network transcoding.

enabling transcoding without decryption. The resultirapscoded
secure scalable data can be decrypted and decoded by an-SSS re
ceiver with a reconstructed quality that corresponds toatieunt

of received data. Thus, SSS allows the two seemingly coinfjjct

In prior JPEG-2000 work, image streaming systems were de- properties of end-to-end encryption and mid-network tadsg to

signed and developed for remote browsing of images [5, 6gs&h
systems use the scalability and random access featuree efah-
dard to provide interactive browsing and adaptability fetwork
conditions and client capabilities. A video streaming egstvas de-
signed for motion JPEG-2000 [7]. This system uses qualipgria
scalability to adapt to changing network conditions. Alltbése
systems focus on efficient server-client streaming.

coexist.

SSS can be used for streaming media over packet networks;
however, special consideration must be given to the pazktéin op-
eration. When used in the context of packet networks, SS&sen
must create secure scalable packets that are sent acrostwioek.
These packets should be created in a way that allows midenketw
SSS transcoders to transcode secure scalable packets patket



—_— <
T3

QX
R<LXIXZ ——
R 2o

— ==
——X
—-'| Parse H—-IPacketizeH—'| Encrypt H——»

SSS Packer

(@)

Truncate or
discard packet

Read packet
header

SSS Transcoder

(b)

Fig. 2. (a) SSS packers create secure scalable packets fromlgcalab
coded bitstreams. (b) SSS transcoders perform securedding,
i.e., transcoding without decryption.

truncation or discard operation, without decrypting thead& hese
resulting truncated packets can then be sent to SSS rexéiegican
decrypt and decode the data with a quality that correspamdiset
amount of received data. The issue that remains is how tdecrea
secure scalable packets.

Secure scalable packets are created from scalably coredress
bitstreams as shown in Figure 2a. SSS packers parse thblsdata
stream, place the data into packets, and encrypt the r@hdtscal-
able data is deliberately placed into packets in a pri@itimanner
so that transcoding can be performed with packet truncafibis is
achieved by placing higher priority data in earlier pori@f packets
and lower priority data in later portions. Furthermore, $88kers
add unencrypted headers that contain recommended packeair
tion points. These unencrypted headers are used by doans88S
transcoders to guide the transcoding operation.

Mid-network SSS transcoders can adapt secure scalable pack

ets for downstream client capabilities and network cond#i SSS
transcoders simply read the unencrypted header data agianing

of each packet and then discard or truncate packets at thepapp
ate locations as shown in Figure 2b. SSS transcoders actéeuee

transcoding since they perform the transcoding operatitrowt de-

cryption. Furthermore, the SSS transcoder can perform rages

distortion optimal transcodingcross multiple packets by adapting

the truncation of each packet based on the recommendedatiomc
points contained in the unencrypted header of each packet][1
Note that the transcoder does not require knowledge of tbeifsp

compression algorithm, media type, or encryption algarith

Figure 3 shows a more detailed view of the SSS parsing, pack-

etization, and encryption process in the context of the S&XKep.
First, original scalable bitstreams are parsed and seatidih seg-
ments are extracted for placement in scalable packets. Xrected
segments are concatenated to form scalable packet datandama
initialization vector (1V) is used to encrypt each packefptevent
known-plaintext attacks, and padding is appended to theoétite
packet to make the packet length amenable to the encryptonaa.
This concatenated data is then progressively encryptedoiupe
secure scalable data. Associated header data is createddube
features of the secure scalable data, such as recommendest pa
truncation points or prioritization information that idites the rela-
tive importance of the packet. This header data is left urygted so
that it can be used by downstream SSS transcoders. Firadyrn-
encrypted header is then concatenated with the securékrdita
to form a secure scalable packet.

SSS allows streaming media systems to simultaneously\achie
two seemingly conflicting properties: network-node tramtog and
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Fig. 3. Formation of a Secure Scalable Packet: A detailed view of
the combined packetization and encryption operations.

end-to-end security. Key features of SSS include stateless
complexity transcoding; fine-grain bitrate reduction; wsecnear-
RD-optimal transcoding; and transcoding without deciypfil, 2].
SSS can be used with existing scalable image and video cetiing
dards and systems, including Motion JPEG-2000, 3D subbadd c
ing, and MPEG-4 FGS; and with existing encryption methods, i
cluding Data Encryption Standard (DES), Triple-DES (3DES)
the new Advanced Encryption Standard (AES).

3. SSSSYSTEM DESIGN WITH JPEG-2000

We designed and implemented an SSS system using motion JPEG-
2000 coding with AES encryption and 3DES encryption. Eaamfs
of a video sequence was coded with a JPEG-2000 coder into@-JPE
2000 scalable bitstream. Each bitstream was parsed, jmazket
and encrypted into a number of secure scalable packets tiséng
SSS packer shown in Figure 2a. The secure scalable packeds we
streamed to an SSS transcoder, which received the secuablsca
packets, transcoded them with a packet truncation operasind
sent the truncated secure scalable packets to an SSS recBive
varying the degree of transcoding, the decrypted and decpalek-
ets produced high-resolution, medium-resolution, or teselution
video frames with varying degrees of quality. Figure 4 shiovs,
medium-, and high-resolution video frames that were deed/pnd
decoded with this system, which is described in detail next.

The JPEG-2000 coding standard allows many modes of scala-
bility. While a number of JPEG-2000 coding settings can bedus
in this particular experiment the scalable ordering wass&CRL
(precinct-component-resolution-layer). Three resolutevels were
used. The precinct sizes were set to 128x128, 64x64, and238x3
the three resolutions resulting in the same number of preciior
each resolution. Experiments were performed using thrdenare
quality layers. Start-of-packet (SOP) headers were ustatidPEG-
2000 coder to mark the beginnings of JPEG-2000 data pack#is i
coded bhitstream (terminology note: JPEG-2000 data paeketdif-
ferent from secure scalable packets). This resulted itrééms of
the form shown in Figure 5. The resulting bitstreams wereirfital
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Fig. 5. A JPEG-2000 bitstream and a sample packetization. Each
precinct-component-resolution can contain a number ofesitiéd
quality layers.

in Cipher Block Chaining (CBC) mode, where previously eptey

(b) data are fedback and used to encrypt the current data. lamport
examples of block ciphers that provide progressive enmypdre
DES, 3DES, and the new AES. These are symmetric (secret key)
block ciphers that operate on 8-, 8-, and 16-byte blocksgusippher
keys of lengths 56, 168, and (typically) 128 bits, respetyiv For
each of the coding settings discussed above we examinetms f

of progressive encryption, based on AES and 3DES. In eagwveas

an SSS packer with the architecture shown in Figure 2a. used an IV of one blocksize, and each packet was padded sitsthat
The SSS packer produced secure scalable packets from tle JPE length was an integer multiple of the blocksize.

2000 bhitstreams. Specifically, the SSS packer first parsedREG-

2000 header to extract the coding parameters used in theehits.

The extracted parameters included image size, data ogdéeig., 4. EXPERIMENTAL RESULTS

PCRL), number of resolutions, precinct sizes, and numbguality

levels. It then placed the data packets (marked by the SO hea The secure scalable packets were sent to a transcoder ifaanhped
ers) into secure scalable packets. Since PCRL ordering s, u  near R-D optimal transcoding across multiple packets byiduiz
the data packets in the JPEG-2000 bitstream were orderédisaic the truncation of each packet based on the recommendedatiomc
consecutive data packets corresponded to increasingygiagiérs of points contained in the unencrypted header of each packgerk

Fig. 4. Received SSS images with (a) no transcoding, (b) transcod-
ing by truncating three segments per packet, (c) transgdmirirun-
cating six segments per packet. Each packet contained cahete
segments with three resolution levels and 3 quality layers.

a particular precinct, color component, and resolutiomt eonsec- mental results are plotted for the different coding and yutéon set-
utive groups of data packets corresponded to increasimgutém tings used in our SSS system. Figure 6 shows the performalnee w
information of a particular precinct and color component. the JPEG-2000 coder coded the video frames into three testiu

In coding setting 3R 3L, the JPEG-2000 coder used three reso- and three quality layers per resolution, and the SSS packatex
lution levels and three quality layers per resolution. TBS®acker packets with nine segments (RBL) per packet. Figure 7 shows the
placed nine consecutive data packets into each securblecpdacket performance when coding the video frames into three reisolsit
as shown in Figure 5. Each resulting packet contained alieb@lu- and nine quality layers, however the SSS packer was set &tecre
tion levels and embedded quality layers for a particulacipiet and packets with the full resolution and nine quality layers K9%). In
color component. This data was then padded, encrypted, aoiep both figures, plots (a) and (b) show the results with AES eutan
tized to form a valid secure scalable packet that could esteded and plots (c) and (d) show the results with 3DES encryption.
by a packet truncation operation as shown in Figure 2b. Two plots are shown for each coding/encryption setting: @n o

In the second coding setting, the JPEG-2000 coder used threeerational R-D plot on the left and an overhead plot on thetrigh
resolution levels and nine quality layers. The SSS paclareaul 27 The operational R-D plots show the distortion in mean-segdi@rror
data packets into each secure scalable packet. These @&etpa (MSE) as a function of the received bit rate in bits per piedp).

contained all the resolution levels and quality layers ofeipular Since the coding produces nine resolution/layer segmenisgeket,
precinct and color component. In this experiment, the dats ov- each R-D curve has nine points which represent the ratertst
dered so that all the resolution components of a particuliatity pairs that result from various degrees of transcoding. &lReD
layer were grouped and placed adjacent to one another, asd th curves are shown per plot, the first is the R-D curve for thgiori
groups were ordered into secure scalable packets by incgegsal- nal scalable coded bitstream. The second and third R-D synieg

ity layer. However, only nine truncation points were specifin the the R-D values when packing the bitstream into scalablegiacind
header to mark the beginning of each quality layer. Thisisg¢cod- secure scalable packets, respectively.

ing setting is referred to as M®L. This data was padded, encrypted, The overhead plots show the extra bit rate needed for sealabl
and packetized to form secure scalable packets. packets and for secure scalable packets as a function ofithber

We can achieve progressive encryption using a number of ap-of retained packet segments. The overhead is plotted ascamner
proaches [1, 2]. In these tests we use a block cipher and dipply age over the bit rate of the original scalable coded bitsire&or
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Fig. 6. Experimental results for 3R3L.

scalable packets, the overhead is due to the extra heademition
needed to represent the packet truncation points. Foresecatable
packets, the overhead is due to truncation points and sdgfisets
as well as additional overhead needed for the encryptioness
specifically, for the initialization vector and padding.

We now comment on the results. First, the R-D curves of the
3Rx 3L and 1Rx9L R-D plots are different in nature. The 3BL
curves are monotonically decreasing, but have a stairgteppat-
tern with a step for each resolution level. Thexd®. curves have a
much smoother monotonically decreasing pattern. Also3Bwe3L
curves have a higher maximum distortion and lower minimusa di
tortion over the same range of bitrates. These behavionsuaety a
function of the JPEG-2000 coder. Note that the encryptiahpatk-
etization operations are largely agnostic to the detaith@fcalable
coder, but simply rely on the segment sizes or truncationtpaf
the packetized data.

Second, the distortion levels in the R-D plots are purelyrecfu
tion of the scalable coder, while the rate needed to achiavk dis-
tortion level depends on the overhead for each method. Tdrere
the three R-D curves in each R-D plot are shifted versionsnef o
another, with shifts that correspond to the extra bit rateded for
the formation of scalable packets and secure scalable fzacke

Finally, the overhead for AES is higher than that for SDES du
to the larger block size used in AES. Therefore itis desaabuse a
cipher with a relatively small block size, and of course gégdtey for
security. Also, note that the percentage overhead for sleafmck-
ets remains relatively (but not strictly) constant, whie bverhead
for secure scalable packets decreases with more segmemitsisT
because the overhead for scalable packets is due to thenafion
needed to represent the truncation points of each segmehthas
the extra needed bit rate is proportional to the number ahsegs.
For secure scalable packets, the overhead is due to botfit tfaeeb
needed to represent truncation points, and also the extradéded
for the 1V, offsets for each segment, and final padding. Thehd
padding are independent of the number of segments per pacikt
the offsets which are dependent require very few bits, fhezehe
additional overhead for security is largely independenthef num-
ber of segments. For this reason, the percentage overheszhdes
for longer packets (with more segments) since the nearlgtaon
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Fig. 7. Experimental results for TRIL.

overhead is amortized over the length of the packet. An ihapor
note is that a large fraction of the overhead in secure sleafmtTk-
ets is for the IV and padding required for encryption, and &S
requires only 2—-2.5% overhead as compared to conventiorthl e
to-end encrypted delivery which does not allow secure neitivork
transcoding.

5. SUMMARY

SSS allows streaming media systems to simultaneously\actie
seemingly conflicting properties: network-node transegaind end-
to-end security. This paper presented an SSS system bagad-on
tion JPEG-2000 coding, and AES and 3DES progressive ericnypt
Performance results show that secure transcoding can levadh
with an average overhead of 4.5% for 3DES and 7% for AES en-
cryption, as compared to the original media coding rate,canhygl 2—
2.5% overhead as compared to end-to-end encrypted delidech
does not allow secure mid-network transcoding.
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