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TIME VAULT, Digital information is increasingly more and more important to
IBE, underpin interactions, transactions and exchanges of knowledge. On
confidentiality, the other hand, leakages of sensitive digital information can spread
time, trusted rapidly with harmful effects for people, organizations and
system, governments. This paper focuses on the problem of protecting
privacy confidential information from unauthorized disclosures, subject to
infrastructure time-based criteria it is a common issue in the industry,

government and day-to-day life. We introduce an innovative
service, the Time Vault Service, that leverages the emerging
|dentity-based Encryption (IBE) cryptography schema to enforce
time-based confidentiality of digital documents and ssimplify their
distribution. We discuss the advantages of this approach against a
similar approach based on traditional cryptography. A working
prototype of the Time Vault Service is described, as proof of the
concept.
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1. Introduction

In today’s world digitd information is more and more rdevant for people, enterprises
and inditutions to underpin and enable interactions, transactions and exchanges of
knowledge.

The Internet and the web boosted the process of representing, accessng and
digributing informetion in a digitd way. On one hand this is a very important step
towards a more globd and smpler way to digtribute and access information. On the
other hand digitd information can be very sendgtive and vduable to ther owners or
the entities that are affected by it: deding with confidentidity and privacy issues is of
primary importance.

It is common practice, in the ordinary life to ded with aspects reated to the
confidentidity of information. People hande secretls and sengtive information on
dally bass induding ther persond profiles, their identity information, ther financid
detalls, etc. Enterprises define policies and mechanisms to enforce the correct
management of confidentid documents such as drategic business decisons, research
activities and cusomers  information. Smilarly, governments and socid indtitutions
address andogous issues when dedling with citizens' data and profiles.

It happens more and more frequently to hear about leskages or disclosures of sengtive
digitd information by unauthorised entities and the consequent negative impacts on
busness reputations, people’s careers and financid markets. A recent case in the
computer indudtry involved the unauthorised disdlosure of confidentid e-mals and
voicemdls to mass media The implications of this action have been severe
induding fluctuations in company’'s gdock price, diguptions in the working and
business environment and legd disputes.

The paradigm ghift from paper-based documents to digitd documents has amplified
the consequences that leskages of confidentia information might have, because of the
rpidity by which digitd data can be propagated across the Internet and the large
avalability of tools enabling digita communication.

Information leskages can be due to people tha fraudulently teke advantage of their
roles, their knowledge and the trust granted to them. Other leskages happen as a result
of hacking activities or faults on IT sysems and services. Others again are accidentd,
because of incompetence or inadequacy of IT systems and services.

Deding with the confidentidity aspect of digitd documents is a complex task. It has
drong implicaion in term of security and privacy. In involves the management of
disclosure conditions and condraints, access control, the saisfaction of trading and
busness policies dong with their legd and legidative implications.  In some cases it
is purdy a matter of trust: this implies relying on people to act in a trusworthy way.
In other cases technology can be used to address part of the involved problems [1].

This paper describes the Time Vault Service, an innovative technica work dne a HP
Laboratories, Brigol, UK to enforce the confidentidity of digitd documents until
thelr intended disclosure time.



2. Addressed Problem

This pgper addresses the problem of enforcing the confidentidity of digitd documents
according to predefined condraints (policies) and fadlitating an efficdent didribution
of the content of these documents.

In generd, any kind of condraint can be used to specify the conditions under which
information can be disclosed. We focus on a specific aspect: the time of disclosure of
confidential information.

In other words, the addressed problem involves two factors: a digitd document to be
kept confidential and its intended disclosure dete and time.

This problem is quite common in the physcd world and has persond, socid and
businessimplications. A few examplesfollow:

In the enteprise and busness environment, confidentid  documents
(containing busness andyds ~ draegic  decisons,  communicaions  to
employees, etc.) are generated for the consumption of managers, boards or
working groups quite often these documents can be disclosed to the
employess and dakeholders only a wdl defined points of time dictated by
trading, business and legidative condraints

In the B2B and e-commerce environments (such as auctions, e-marketplaces,
supply-chains) confidentia  information is exchanged to enable interactions or
transctions. The involved paties might be prevented form accessng the
exchanged information for predefined periods of time For example, in blind
auctions a market maker can only access and potentidly disclose participants
bidsat the end of the bidding time.

In the ordinary life, for example, sudents know the content of their exams or
ther find maks only a the time dictated by locd authorities or the
department of education.

The period of confidentidity of digitd documents can vary depending on the context.
Some confidentid documents need to be kept secret for short periods of time. In other
caxes secrets might need to be preserved for months or years (for example in case of
top-secret documents, in the military environment).

There are people who know about the content of confidential information since it was
generated. Other people will have access to this content only a well-defined points in
time. For the former caegory of people trust and accountebility are fundamenta
requirements. When they ded with confidentid materid, on one hand they need to
take the proper precautions to avoid unwanted leskages and, on the other hand, they
must ensure that information is accessble and avalable to the interested parties once

disclosed.



In a traditiona scenario, confidentid information is protected agang the access of
unauthorised people and disclosed to them only & a spedfic point in time, as shown
in Fgure 1a
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Figure 1a: Reference Scenario #1

In the above picture, a confidentid document is generated by an entity (person,
sysem, goplicaion, savice, ec) with a cdear indicaion of its intended disclosure
time. This document is protected (and kept secret) from unauthorised accesses till its
intended disclosure time. Afterwards, it is distributed to the intended parties.

In the physcd world confidentid information is usudly protected and dored in a
secure place until it can be disdosed. Similarly, confidentid digitd information has to
be protected and secured for its entire period of confidentidity.

An dternative scenario condgs of didributing confidentid documents to the intended
recipients by meking sure thet their contents are unintdligible (obfuscated) until ther
disclosure time, as shown in figure 1b:
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Figure 1b: Reference Scenario #2



This scenario is particularly interesing, as it dlows a gradud didribution of digitd
information without compromisng its confidentidity. It would smplify the life of
people and adminigraiors in many gtuations. For example in large organistions, the
digribution of confidentia information could be planned in advance, to avoid pesks
of network traffic. Even for samal group this could be convenient. In case of people
that frequently travel (or are remotely located) and need to be kept up-to-date with the
content of presentations or enterprise communications, they might download in
advance large confidentid presentations or documents and access ther contents once
ther intended disclosure time comes. In the day-by-day life, people could recave in
advance confidentid information and documerts and access their content afterwards,
once goproved for disdosure this would gpply in case of results of contests and
lotteries (people will know if they are the winners only & a precise date and time), the
reult of school tedts, people could receive in advance ther renewed digitd
credentias and access them when the current ones are expired, etc.

In the above scenario, the additionad problem is to dlow people to access the content
of the confidentid documents (they recelved in advance), once the time is right for
disclosure.

This paper manly focuses on aspects related to this scenario dthough the proposed
solution gpplies do for the scenario in Figure 1a

In this paper we do not specifically address the problem of who can access
confidential information onceit hasbeen disclosed: itisan orthogonal problemand it
is of secondary importance if compared to the problem of keeping this infor mation
confidential until its intended disclosure time.

3. Requirements

In today’s world it is not draghtforward to enforce the confidentidity of digitd
information for predefined periods of time. Enterprises, governments or organisations
usudly define policies to address this problem but, a the very end, it is up to the
individuds to undersand and implement them. This usudly hgppen by adopting ad-
hoc solutions and specific tactics for each specific case. In some cases there is a lack
of knowledge about how to achieve it and a lack of smple mechanisms and tools to
address this problem.

The event of disdosng confidentid information can generdte large interedt. Large
masses of people might try to access this information a the same time. This could
cause ddays and frudration when the information is not immediatdy accessble (for
example on the Internet or the Intranet) because of the high traffic and the inadequacy
of the underlying didribution infrasructure. Planning in advance the way confidentia
data is made avaldble to people (and sysems), once disclosed, is fundamentd. As
anticipated in the previous chapter, in some cases it would help to didtribute in
advance digitd confidentid documents to the intended recipients, before ther
intended disclosure time, without disclosing their content.

Solutions  deding with the management of the time-based confidentidity problem
should:



1 Provide a professond and accounteble service People (systems and
gpplications) should have access to mechaniams, infrastructures and services
that are run by competent and accountable entities, with the adequate leves of
security, availability and assurance;

2 Provide mechanisms that dtrongly enforce the condraints on the disclosure
time, asociaed to confidentid documents. Specificdly these mechanisms
must not dlow the access to the content of confidertid information until their
intended disclosure time;

3 Avoid bottlenecks these solutions should provide mechenisms that dlow the
(gradud) didribution of confidentid documents to the intended recipients with
the assurance that these recipients will be able to access their content only at
or after ther intended disclosure time.

4. Be Smple people should be able to ded with confidentidity aspects of
information in an intuitive and sraightforward way.

Thee requirements equaly apply for solutions that are deployed in business, socid
and government environments.

Chapter 4 describes the current approaches that can be used to address the time-based
confidentidity problem and highlights their week points. Chapter 5 and 6 describes an
dternative gpproach, invented at HP Labs, Bristol.

4. Current Approaches

Different mechanisms and technologies ae currently avalable to enforce the
confidentidity of digital documents for a predefined period of time:

Usage of strong access control to protect the accessto data;
Encryption of confidentia data;
Hyhbrid models based on the above two models.

Access control mechanisms [2], [3], [4] dlow the definition of which entities can
access confidentid information and what they can do with it. Access control can be
modified over time.

The encryption of confidentid data [5] adds further protection as the origind content
can only be accessed only if the proper decryption key is known. This has strong
implications on protecting and goring decryption keys in a secure and safe way till
the intended disclosure time.

Secure infragtructures and systems are necessary to underpin the correct working of
both access control and encryption mechanisms, including secure storage systems.

Many access control products and solutions (induding IBM/Tivoli, CA and Netegrity
security  products) are currently available within enterprises, e-commerce and web
Stes to locadly protect the access to digitd documents. Solutions based on access



control mechanisms can be used to make sure that only authorised people can access
confidentid  documents by defining proper access control i, Of course
adminigrators of these solutions must be accountable for running them in a
convenient and professond way. Access control lists (ACLs) must be modified to
extend the access to other people. Current Access Control systems, based on ACLS,
do not involve the explicit management of time factors On their own, access control
mechanisms only provide and enforce bariers to the access of documents. If, for any
reason, these barriers are defeated, the content of documents can be directly accessed.

Srong encryption mechanisms are more slitable to enforce the confidentidity of
digitd documents. They can be used to encrypt and obfuscate the contert of a
confidentid document for a wdl-defined period of time. The intended disclosure date
of a confidentid document must in some way be associated to the correspondent
encrypted document and protected agang manipulations. Once a digitd document is
encypted it can potentidly be didributed to third paties The correspondent
decryption key is didributed to the intended recipients only after the intended
disclosure time.

Traditiond encryption mechanisms rdy on public key cayptography [9] (induding
RSA cryptography), symmetric key cryptography [5] or hybrid combinations [6] of
the two (such as enveloping techniques). These mechanisms require the generation of
a decryption key a the encryption time. In case of public key cryptogrgphy, when a
public key is created, the correspondent private key is generated as wdl, because of
the way cryptographic dgorithms work. In case of a symmetric key, this key is used

both for encryption and decryption purposes.

Back to the problem of keeping a document confidentid for a predefined period of
time, when this document is encrypted, the correspondent decryption key must be
protected for the whole period of confidentidity.

This has implications on keeping the decryption key secure and safe it mugt
“aurvive’ until the correspondent documents can be disdosed. The involved risks and
cods might increese with the length of the confidentidity period. The more digita
documents need to be kept confidentid for different periods of time the more different
“secrets’ need to be generated, protected and preserved. Management systems must
be used to ded with the storage and the secure preservetion of secrets dong with their
asciaions to the correspondent encrypted documents. Scaability and management
of complexity are two key aspects tha need to be addressed. In addition, running
these management sysems has drong implications in terms of accountability and
lighility.

Sarvices can be built on top of cryptogrgphic mechanisms to provide added vaue
functionaities to users, store and protect secrets and be outsourced to expert and
accountable service providers.

An example of such a sarvice, built by usng traditiond cryptography, dlows people
to encrypt and digribute confidentid documents, dong with their intended disclosure
time. The encayption mechanisnm is based on enveoping techniques, involving
symmetric keys and a cetified public key associaed to the service (which has the
correspondent private key). A confidentid document is encrypted with a symmetric



key generated on-the-fly. The symmetric key is encrypted with the public key of the
savice. Encrypted documents can be didtributed to third paties A receiver of the
document mugt interact with the service to obtain the correspondent decryption key
(symmetric key): the sarvice will reved it only a or after the intended disclosure time
of the document. A detailled description of the above sarvice can be found in chapter
1.

Identity-based Encryption (IBE) schema [7], [8] an emerging cryptography schema,
can be used to build services that are smpler and more efficient than the ones based
on traditionad cryptography (based on RSA public key cryptography, or smilar, and
symmetric key cryptography). The next chapter describes the properties of this
schema.

Chapter 6 describe the time vault service, an innovative sarvice built to enforce the
time-based confidentidity of digita documents, based on the IBE technology.

Chepter 7 compares this service with a smilar sarvice huilt by using traditiond

cryptography.
5. IBE Approach

The ided solution to the time-based confidentidity problem would be a cryptographic
mechanism where “decryption keys' ae generated only a the intended disclosure
time of the encrypted documents no secret would exist before that time.  This would
avoid additiond cogt in managing and doring secrets, as they would be generated
only at the decryption time.

Unfortunately there is not such a kind of solution avalable today, as dl known
olutions directly or indirectly rely on one or more initid secrets (that must then be
protected over time).

This should not prevent researchers from invedigating dternative gpproaches that
help to build smpler, easer to secure and more efficient solutions that the ones that
can be built today by using traditiond cryptography.

The Identity-based Encryption schema (IBE ak.a ID-PKC [7]) is an emerging
encryption schema that can be successfully used to achieve these objectives. Next
section briefly describes the IBE core properties and the IBE basic interaction model.
Please read the Appendix A for more details about the QR IBE cryptographic schema

5.11BE Cryptography Schema
TheIBE cryptography schema has two basic properties:

1% Property: any kind of sring can be used as an IBE encryption key (public
key). This “gring” can congst of any sequence of characters or bytes such as a
text, aname, an email address, apicture, alist of terms and conditions, etc.

Informetion is enaypted by usng a dring dong with a “public detal”,
uniquely associated to a specific trusted third party, referred in this paper as



trust authority. This trus authority is the only entity that can generae the
correspondent IBE decryption key;

2 Property: the generation of an IBE decryption key (associated to an IBE
encryption key, i.e. a string) can be postponed in time. In other words an IBE
decryption key can be generated (by a trust authority) a long time after the
correspondent IBE encryption key was created.

Figure 2 shows the details about the (three corners-based) I BE interaction mode!:

5. Bob request the Decryption

2. Alice knows the Trust Authority's Key associated to the Decryption
published value of N { = p*q} Key to the rg!evam
(N, the Public Detail, iswell known or Trust Authority,

available from reliable source)

®| | ®

3. Alice chooses an appropriate
Encryption Key (Public Key).

She encrypts the message: 6. The Trust Authorities issues
Decryption Key
Encrypted message oorrem(_)ndi ng to supplied
= {E(msg, N, public key), public k . Encryption Key.
{E(msg N, )P =t & Should only do soif heis
4. Alice Send the encrypted Message happy with Bob's )
to Bob, along with the Encryption entitlement to the Decryption
Key Key.

. Needs some secret material
1. Trust Authority

publishes aPublic Detail (% @ to perform the
(N=p*q) computation.

Fgure 2: High-level IBE Interaction Model

Three players are involved in the above interaction modd: a sender of an encrypted
message (Alice), the receiver of the etrypted message (Bob) and a trust authority in
charge of issuing decryption keys.

Alice wants to send an encrypted message to Bob. Alice and Baob trugt a third party,
the trust authority (TA). The following steps take place:

1 During the TA’s initidistion phase, the TA generates a secret (stored and

protected a the TA gte) and a correspondent “public detall” that is made
publidy available

2 Alicetruststhe TA. Sheretrieves the public detail from the TA site;

3 Alice wants to send a message to Bob. She defines an agppropriate IBE

4

encryption key (public key) to encrypt this message. The IBE encryption key
can be any type of dring, for example Bob's email address.  Alice€'s message
is encrypted by meking use of this IBE encryption key and the TA’s public
detail.

Alice sends the encrypted message to Bob, dong with the IBE encryption key
she used to encrypt the message.



5 Bob needs the decryption key associated to the above IBE encryption key, to
decrypt Alices message.  Bob has to interact with the trugt authority. He
might have to provide additiond information (credentids) to prove he is the
legitimate receiver of the message.

6. The trust authority generales and issues to Bob the IBE decryption key
(essociaed to the IBE encryption key chosen by Alice) if it is saisfied by
Bob's “credentids’. The trust authority might decide to generate the IBE
decryption key depending on the fulfilment of specific condraints as specified
by the correspondent IBE encryption key. For example a trugt authority might
issue an IBE decryption key to Bob only if he is compliant with a well-defined
lig of teems and conditions. Please notice that the IBE public key (i.e a
gring), used to encrypt the document, would directly specify the lig of these
terms and conditions.

5.2 Leveragingthel BE schema

A svice can be built to address the time-based confidentidity problem by leveraging
the two core IBE properties:

Any gring can be used as an IBE encryption key (public key). Specificdly,
this gring could be the dae ad time of disclosure of the confidentid
document. For example, the sring “ GM T200301011200" can be used to
encrypt a document and specify that its disclosure date is on January, 1% 2003,
a 12:00 noon (GMT).

An IBE decryption key can be generated dfter the credtion of the
correspondent IBE  encryption key. Specificdly this decryption key can be
generated by a trugt authority exactly a the time of the intended disclosure of
the document. The IBE encryption key itsdf specifies the intended disclosure
time, as described above.

The entity that provides the above sarvice runs a trust authority in charge of
generating the IBE decryption keys. Of course it has to creste, store and protect the
trust authority’s secret necessary to generate dl the subsequent decryption keys
Nevertheess, this is the only secret (independent by the number of decryption keys
that are generated from it) that needs to be preserved and security efforts can be
concentrated to protect it.

The IBE encryption keys used to specify time-based condraints are intuitive strings,
intdligible both to humans and computers. They are sdf-contained: they are used for
encryption purposes and, a the same time, define the condraints under which IBE
decryption keys can be generated.

The probem of goring and protecting the corresponding IBE decryption keys does
not exis, as they ae physcadly generated by trust authorities only when they are
required.

Chapter 6 describe in more details this service, named “The Time Vault Service'.
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Chapter 7 compares this service with a correspondent service based on traditiond
cryptogrgphy and highlights its advantages.

6. The Time Vault Service

The “Time Vault Sevicg' is an innovaive sarvice based on IBE cryptography,
desgned to address the time-based confidentidity problem. It can be used to encrypt
sendtive information and ensure that the correspondent decryption keys are issued
only at itsdisclosuretime.

Figure 3 shows the high-level aspects of this service:

! VN
Alice encrypts document Bob hasto wait until
with* GMT200301011200" Theright time has come
encryption key (disclosure time of before the decryption key

the document) and then distributes Is made available by the
it. Time Vault Service

Time="GM T200301011200"
Decryption Key = sdfsdfsdf 32

Here Alice uses a predictable
encryption key knowing that
the corresponding decryption
key will only be available after
aspecifictime

TimeVault Service

Figure 3: Time Vault Service: key aspects

Alice has a confidentid document. She wants to send it to Bob but a the same time,
she wants to keep its content confidentid till a predefined date and time, for example
Jenuary 1%, 2003, 12:00 noon (GMT). She uses the time vault service, a service run
by an accountable trusted third party. She has to encrypt her document with a gring,
an IBE encryption key. This dring contains the date and time of disclosure of the
document  (for example “GMT200301011200” , i.e. January 1%, 2003 — 1200 noon
(GMT)). To achieve this she dso need to use the IBE public detall associated to the
time vault savice (the time vault savice is providing the functiondity of a trust
authority). She sends the encrypted document to Bob, dong with the expected
disclosure time (IBE encryption key).

The time vault sarvice continudly generates and publishes IBE decryption keys
(given a predefined frequency) associated to the current date and time (obtained by a
trusted clock). Please notice that the current date and time is interpreted as if it was
an IBE encryption key. For example, the time vault service could have been
configured to generate an IBE decryption key every hour. If the current time is, for
ingance, August 8", 2002, 13:15 (GMT), the time vault service will generate an IBE
decryption key a 14:00, correspondent to the “GMT200208081400" IBE encryption key.
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It did exactly the same thing a 13:00, by generating an IBE decryption key associated
to the “GMT 2002080813:00" IBE encryption key and so on. The time vault service is
completely unaware of the usage that people make of the IBE decryption keys it
generates.

The IBE decryption key that Bob needs to decrypt Alice's document will be generated
by the time vault sarvice only a the date and time specified by Alice's IBE encryption
key. Neverthdess, because of the above property, the time vault service does not need
to know about the exisence of Alice's IBE encryption key and the fact that Bob is

waiting for the correspondent decryption key.

When Alice generates her time-based IBE encryption keys, she must use the same
(string) format adopted by the time vault service for its time-based IBE encryption
keys (used to generate the correspondent | BE decryption keys).

In the specific example, Bob has to wait until January 1%, 2003, 12:00 noon (GMT) to
obtain the decryption key necessary to decrypt Alices document: only at that time,
the time vault service (independently by Bob's needs) will generate the required IBE
decryption key.

With this dmple sarvice it is possble to encrypt a confidentid document just by
specifying its disclosure time as an IBE encryption key. The encrypted document can
then be digributed to the intended receivers. These receivers rely on the time vault
sarvice for generating the decryption keys a the right time.

Figure 4 shows more details about the architecture of the time vault service:

Distribution Service Trusted
Time Server

(Trusted Authority)

Client Application/
Plug-in

Figure 4: Time Vault Service: High Leve Architecture

This architecture consigts of three main components:



Trusted Time Server. it is based on an IBE trust authority. A public detal is
initidly crested by this server and publicly made avalable. The correspondent
secret is locdly stored and secured. The purpose of the time server is to
continually issue IBE decryption keys correspondent to the current date and
time, independently by the usage that third paties are going to meke of it
Specificaly, the frequency of issuances of these decryption keys depends on a
predefined granularity, such as every minute or every hour or every day.

The current date and time is conddered by the time server as an IBE
encryption key (public key). The time server issues decryption keys
correspondent to these IBE encryption keys, based on a date and a time. For
example if the current time is 2002-08-08 12:00 GMT, the trust server will
isue an IBE decyption key asociged to the “GMT2002080812007
encryption key (assuming that this is the sring format used to represent the
current date time and it is used as an | BE encryption key).

The time sarver is built in a way that it cannot generate decryption keys that
corespond to points of time grester than the current time. Once IBE
decryption keys are generated, they are publicly disclosed and published on an
externd didribution service dong with ther correspondent IBE encryption
keys (i.e. dtrings containing a date and time).

The time server makes use of a reiable and secure clock, for example an
atomic clock. In genera the time server is hilt with secure and fault tolerant
technology: it is run in a protected environment inaccessble from the externd
world. It is important to notice that the time server is a sdf-contained
component. It is a robust component that does its job independently of how the
decryption keys it generates are going to be used (if they are). Because of this
agect, it is possble to minimise the interactions the time sarver has with the
externd world (basicdly it only interacts with the didribution service with an
outgoing interaction, to publish key pairs), strongly protect and secureit.

Distribution Service: the didribution service is an Internet porta specidised
in publishing IBE decryption keys (dong with the correspondent time-based
IBE encryption keys) issued by the time server. Badcdly the digtribution
srvice dores, indexes and publishes <IBE encryption key, IBE decryption
key> pairs, where the firsd component is a formatted date-time IBE encryption
key and the second component is the correspondent IBE decryption key as
generated by the time server.

Users can access this information either by means of traditiona browsers or
programmaticadly, by querying the portd with a date and time (IBE encryption
key) and obtaining back the correspondent IBE deayption key (if currently
available).

For example, if a person wants to know what is the IBE decryption key
asocaed to the “GMT200208081200° encryption key, they will use this
gring to query the didribution service. The didribution service will return the
correspondent  decryption key if it has been issued by the time saver,
otherwise an error message will be thrown.

The digribution sarvice can be implemented as a fairly traditiond Internet
portd incduding a web server, front-end scripts (such as CGl scripts, serviets,
etc) and back-end applications and databases. These resources might be
replicated across multiple web sarvers for load baancing. Smilaly, the stored
information (<IBE encryption key, IBE decryption key> pars) can be
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replicated across didributed databases which are securely run in the back-end
of the portd infrastructure.

The didribution service has to be reasonably protected againg denid of
sarvice atacks and dtempts to modify or dedroy its information.
Neverthdess if any pat of this information is desroyed or log, it can be
recregted by the time server, up to the current date and time.

Client Application: it is the application inddled a the dient's dte (it might
be a plugin inddled in treditiond web browsars) that dlows people to
encrypt documents to be kept confidentid and decrypt them only a ther
intended disclosure time,

The dient application contains IBE encryption and decryption modules and it
knows the IBE public detail associated to the time server.

A user tha has a sendgtive document to be kept confidentid till a well-defined
date and time can enaypt this document by smply specifying the date and
time of its intended disclosure. The dient applicaion trangparently derives an
IBE encryption key (dring) from this date and time, encrypts the document
with it and adds the necessay metadata to the encrypted document (such as
the IBE encryption key, i.e. the date and time of its intended disclosure). The
client gpplication does not need to interact with the externd world or be online
to achieve this. Everything can be done on a standaone system.

The user can then digtribute the encrypted document to whoever he/she think it
might be of interet, by usng any digitd communication mechanism, such as
e-mail, web site, newsgroup, etc.

The receiver of the encrypted document must have inddled the same dient
goplication. By udng this gpplication he/she can try to decrypt the received
document. The dient application interprets the metadata associated to the
encrypted document, retrieves from it the associated IBE encryption key (date
and time of disclosure of the document) and interacts (on-ing) with the
digribution service to fetch the correspondent IBE decryption key, if it hes
been published by the time sarver. In case the decryption key is available, the
client gpplication decrypts the document. In case the decryption key is not yet
avalable, the dient agpplication wans the user about the date and time by
which the decryption key will be generated and published.

The client gpplication can be downloaded by a trusted Ste, such as the time
server gte or the distribution service portd.

Thetime vault service provides asmple service thet:

endbles people to encrypt confidentid documents by specifying the date time
of ther disclosure;

ensures that decryption keys are issued by the time server (and published by
the digribution service) only in correspondence of the current date and time,
given a predefined frequency.

Thetime vault service satifies the requirements described in chapter 3.
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It can be outsourced and run by a trusted third party. This service provider is
accountable for the management of the time server's secret and its correct
functioning;

It is gmple to use Decisons aout the confidentidity of documents and ther
disclosure time ill need to be made by people Neverthdess after this
decison is made, the dient application transparently encrypts these documents
depending on the specdified disclosure time It dso trangparently retrieves the
correspondent decryption key from the didribution service, if it is avalable, or
provides useful information to the user about when the decryption key will be
made available

It is gmple to run. Its components are sdf-contained. Security efforts can be
concentrated on the core component, the time server: because of how it works,
it is possible to minimise security threats and vulnerabilities;

It encbles the didribution of encrypted digitd documents by preserving
efficiency during the decryption phase. Once a document has been encrypted,
it can be digributed to the intended receivers or published. People can recave
it by emal or download it (in ther encrypted form) in advance, before its
intended disclosure time,

Documents might be very large in Sze and it might take time and resources for
a complete digribution to the intended audience. The time vault service dlows
for the planning of didribution of confidentid information in a baanced way,
to avoid pesks and excessive traffic. For example confidentid decisons,
reports, presentetions and results, can be progressvdy digributed to the
employees of large companies in their encrypted format, before their content is
actudly disdlosed.

Once the disclosure time of a document comes, people (by means of their
client applications) can access the didribution service to retrieve the
decryption keys. Large number of people could try to do this a the same time
but they only need to download a few hundred bytes corresponding to the
desred IBE decryption key. The treffic generated (in term of transferred

bytes) is orders of magnitude smdler than the case where whole documents
need to be downloaded once their content is publicly disclosed.

Next section briefly describes a prototype of the time vault service Chepter 7
compares this service (based on IBE cryptography) with a smilar service based on
treditiona cryptography (such as RSA cryptography) and highlights its advantages.

6.1 Prototype

A smple fully working prototype of the Time Vault Service has been implemented, as
aproof of concept.

Figure 5 shows the main components of this prototype:
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Figure 5: Prototype: The Time Vault Service

This prototype has been implemented by using the Microsoft .NET framework —

release verson [9].

The time server has been implemented as a .NET application, running on a PC and
getting the current date and time information from the locd dock (this is fine
congdering the fact thet it is a prototype. In a red implementation, this dock mugt be
relidble, trusted and secured). It uses IBE libraries developed in C (for performance
reesons). The IBE secret (associated to the time server) is generated at the
intidisation seridised and locdly stored in a protected XML file. Smilarly the IBE
public detall (asxociated to the time server) is generated a the initidisation time and

then locally stored ina XML file.

Figure 6 shows the a GUI console used to monitor the activity of the time server:
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~ Figure 6: Time Server — Monitoring GUI Console
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The above figure shows the list of IBE decryption keys generated by the time server
0 fa, dong with the correpondent IBE encryption keys (for example
“GMT200208081621"). For demo purposes the frequency of issuance of IBE
decryption keys was st to 1 minute.

The distribution service is build on top of a Microsoft 1S web server. It conggts of
an ASP cript, a web service and a SQL server. It runs on a second PC. The web
sarvice exposes a method to publish a key pair (<date and time of disclosure (i.e. IBE
encryption key), IBE decryption key>) in a table of the loca Microsoft SQL server. It
is deployed in the didribution sarvice backend and it can only be accessed by the
time server. The time sarver remotey invokes its method every time it generates a
new IBE decryption key. The ASP suript, accessible through the 1S web server,
dlows remote users to query the SQL database for a specific dae and time. If
successful, the ASP script returns an XML file containing the correspondent IBE
decryption key.

Figure 7 shows the GUI console used to monitor the IBE encryption and decryption
keys stored in the digtribution service:
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Figure 7: Didribution Service — Monitoring GUI Console

The client application is a sanddone .NET application, containing IBE encryption
and decryption modules, deveoped in C (for peformance reasons). The
functiondities of the dient gpplication are exactly the ones described in the previous
chapter. Any kind of document ad file can be enaypted by this gpplication: the
encrypted file (tif file — time locked file) contains metadata (a header) which includes
the IBE encryption string (date and time of disclosure) used to encrypt the document.

The dient gpplicaion programmaticdly interacts with the didribution service by
means of the HTTP protocol (the URL of the digtribution service in contained in a
locd configuration file).

Figure 8 shows the client application:
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Figure 9 shows an example where a file (BEDemo.pp) is encrypted with a disclosure
date and time (IBE encryption key) specified by the user, specificdly January, 1%
2008 — 12:00 noon (* GM T200301011200"):
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Figure 9: Example: Time-based Encryption

The user amply specifies the name of the file and the date and time of disclosure. The
encrypted .tIf file is automaticaly generated aong with the associated metadata

Figure 10 shows an atempt of decrypting the file before its disclosure time;
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Figure 10: Example: Failure in atempting to decrypt afile before its disdosure time
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In the above example, the dient gpplication natifies the user that the IBE decryption
key isnot yet available: it will beissued on January, 1 2003 & 12:00 noon.

The above components have been deployed on different PCs and configured to
interact by means of standard protocols such as SOAP and HTTP.

7. Discussion

The time vault service described in this paper rdies on IBE cryptography to provide
its functiondity. A gmilar sarvice can be implemented by meking use of traditiond
cryptography. The am of this chapter isto discuss and compare the two approaches.

Figure 11 shows the interactions between a sender of confidentid information, a
receiver and the time vault service, implemented by using IBE cryptography:

Time Vault Service: IBE-based Approach

1. Generate Symmetric Key Sk *. (repeated) The Time Server
2. Encrypt Document with Sk continuously generates and
3. Encrypt Sk with disclosure date publishes | BE decryption keys

i.e. IBE encryption key associated to the current time
Bundle the encrypted document with (IBE encryption key)

the above metadata: get an
extended document

7. Return decryption key
or an Error

8. Decrypt or
wait ...

Receiver(s)

Figure 11: Time Vault Service: |BE-based gpproach

Let us assume that Alice, the sender, wants to send a confidentiad document to Bob,
and make sure that Bob can access its content only after agpecific date and time.

The following steps take place:

*. Repeated step: thetime server continuoudy generate and publishes IBE
decryption keys associated to the current date and time (i.e an IBE

encryption key);

1 The dient application, on Alicegs PC, generates a symmetric key, Sk (purdy
for efficiency reasons. The usage of symmetric keys can be avoided as the IBE
encryption key can be used directly, but at a grester cost in compute time);

2 Thedient gpplication encrypts the document with the symmetric key, Sk;
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3 The dient gpplication encrypts the symmetric key, Sk, with the dae and time
of disclosure of the document, i.e. the IBE encryption key;

4. The dient gpplication bundles together the encrypted document, the encrypted
symmetric key and the IBE encryption key: it creates an extended document;

5. Alice sends the extended document to the receiver, Bob;

6. The dient gpplication, on Bob's PC, retrieves the IBE encryption key from the
extended document and notifies Bob about the date and time by which the
correspondent IBE decryption key will be issued. Bob decides to ak the time
save for this key. The client gpplication connects to the digtribution service
asking for the IBE decryption key associated to the IBE decryption key;

7. The didribution service looks for the decryption key in its datdbase. If the
decryption key is avaldble (i.e. the time sarver has generated and published it)
it will return it to Bob, otherwise an error message is thrown;

8 The dliert gpplication, on Bob's PC, decrypts the message if the correct IBE
decryption key is available or notifies Bob to wait till the disclosure time.

A gmilar sarvice can be implemented by using traditiond (RSA -based) cryptography.
Figure 12 shows the interactions between a sender of confidentia information, a
recaver and the “correspondent” time vault service, build with RSA public key and

symmetric key cryptography:

TimeVault Service: Traditional RSA-based Approach

1.  Definedisclosure date (string) 8. Interpret Metadata: decide if disclosure

2. Generate Symmetric Key time has come.

3. Encrypt Document with Sk If it has, decrypt the encrypted symmetric
4.\ Encrypt S with Time Server’s Public Key  key Sk

5.

Cluster the encrypted document with
the above metadata: got an
extended document

6. Distribute your extended document to Timé y

9. Return symmetric key
or an Error

10. Decrypt or
wait ...

Receiver(s)

Figure 12: Time Vault Service: RSA-basad gpproach
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In this case, we assume that the time server has a private key (that is kept secret) and
an asociated PKI X.509 identity certificate, that is publicly made avalable The

following steps occur:
1 Alicedefinesthe intended disclosure time of adocument, i.e. a gring;
2 Thedlient gpplication, on Alice' s PC, generates asymmetric key, Sk;
3 Thedient gpplication encrypts the document with the symmetric key, Sk;

4. The dient application encrypts the symmetric key, Sk, and the disclosure time
with the time server’'s public key, contaned in its PKI X.509 identity
certificate.

5 The dient gpplication bundles together the encrypted document, the encrypted
symmetric key (and the disclosure time) and clear text including the string
represating  the  disdlosure time it crestes an  extended  document.
Specificdly, with the term “metadata’ we mean the bundle containing the
encrypted symmetric key and the string containing the disclosure time;

6. Alice sends the extended document to the receiver, Bob;

7. The dient gpplicaion, on Bob's PC, retrieves the metadata from the extended
document and notifies Bob about the date and time of disclosure of the
document. Bob decides to ask the time server for the symmetric key, necessary
to decrypt the document. The dient agpplication connects to the time server's
access sarvice and passes to it the document’s metadata (date and time of
disclosure and encrypted symmetric key);

8. The access sarvice interprets the metadata: it retrieves the dring containing the
date and time of disclosure. If the current time is grester than the disclosure
time, it asks for the decryption key to the time server in order to decrypt the
encrypted symmetric key (the time server uses the private key associaed to its
public key published in its X.509 idertity certificate). Please notice that the
time server should double check that the intended disclosuretime encryptedin
the metadata (as originally specified by Alice) is really antecedent to the
current time

9. In case of success, the symmetric key is sent back to Bob. Otherwise an error
message is thrown to Bab;

10. The client agpplication, on Bob's PC, decrypts the message if the symmetric
key isavalable or natifies Bob to wait till the disclosure time.

Both modes rey on an accountable and professond trusted third party to run the
sarvice and promptly issue decryption keys a the right time. In both modes the time
sarver has a secret (either an IBE secret or a PKI private key) to be protected, as it is
the core component used to generate decryption keys.
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Nevertheless the IBE-based modd has a clear advantage on the other modd, in term
of security, Smplicity and efficiency.

In the modd based on traditiond cryptography, every confidentid document can only
be decrypted by heavily interacting with the time server. The access point, associated
to the (RSA-based) time server, has to interpret documents metadata to verify if the
condraint on the associated disclosure time is satisfied. In such a case, the time server
needs to decrypt the metadata (as it contains the symmetric key used for encryption).
This needs to happen as the time server is the only entity that has access to its private
key (for security reasons).  Both the time sarver and its access point(s) might have to
deal with pesks of users requests and the time sarver is directly involved in the loop,
evay time a decryption activity need to teke place. This might cresie delays and
introduce potential  vulnerabilities. Caching mechanisms and replication can be put in
place to mitigate pat of the problem but this increeses the complexity of the overdl
srvice.

The time saver based on the IBE cryptography modd is compatmentdised and
danddone its ectivity is completdy independent by usars requests for decryption
keys. The only dlowed interaction is with the didribution service by means of an
outgoing connection. Because of these two aspects it is easer to protect this time
server than the one based on traditiona cryptography.

The service based on the IBE cryptography modd is smpler to run than the other
mode as it is more modular, each component is sdf contaned and interactions about
these components are trivid.

It is dso potentidly more efficient. In the IBE-based modd, users interactions with
the didribution savice do not trigger aty complex or heavy cryptography
computation, as ingead it happens for the other modd. Even in case of pesks of
requests, the didribution sarvice only need to execute smple database queries and
return a few hundred bytes to the client (the sze of the decryption key). The potentid
overhead of this modd is due to the fact that the time server has to continuoudy
generate IBE decryption keys, even if they are not required. Nevertheess, this activity
exclusvely depends on a predefined frequercy of issuance of decryption keys it can
be addressed during the configuration phase of the time server.

In term of extenghility, the IBE-based modd can be eadsly used in other contexts,
where a broadcasing model applies. For example, the time server's capability of
generaing IBE decryption keys based on the current time could be coupled with radio
time-sgnd services (such as [10]) currently operated in many countries decryptions
keys could be didributed dong with the radio 9gnd to any appliance or device able
to undergtand and interpret the Sgnd.

8. Conclusions

The management of confidentid documents is an important issue in the busness and
government environments and in the day-hy-day life.



In this paper we focused on the time-based aspect on confidentidity i.e the case
where confidentid digita documents can only be disclosed after a well-defined dete

and time.

We consdered two categories of related scenarios. a first category, where confidentia
documents are locdly protected and didtributed to the intended receivers only at ther
disclosure time. A sscond category, where confidentid documents are potentialy
didributed in advance but their content is mede intdligible only & their disdosure
time.

Common agpproaches to the addressed problem ae based on access control and
traditiond cryptography mechanisms (induding RSA  cryptogrgphy) dong with the
provison of solutions and sarvices that dlow the access to confidentiad documents or
the disclosure of decryption keys only a their disclosure time.

Thee solutions and services need to be run by professonad and accountable entities,
incdluding trusted third parties.

We introduced and innovetive service, the time vault service, based on the emerging
IBE cryptography schema Smple strings can be used to describe the date and time of
disclosure of confidentid documents these grings are dso used to encrypt these
documents. Users can encrypt confidentid document off-ling, without interacting with
the time vault service The decryption key is unknown a the encryption time
Encrypted documents can be didributed to the intended recevers. The time vault
service will issue the correspondent decryption keys only at the right time.,

We compared the time vault service with a corregpondent sarvice built with traditiona
cyptogrgphy: we showed that the sarvice built by leveraging IBE technology is
smpler, more efficient and esser to protect. A prototype of the time vault service hes
been implemented and described in this paper as a proof of concept.
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Appendix A: An Introduction to the QR IBE Scheme

In this gopendix we explan how the quadratic resduodty (QR) Identity-based
Encryption scheme works. We accomplish this by giving an annotated description of
the various dgorithms. For amore formal description, see [7].

A.1. Thelnteraction Model

There are three players in the interaction modd - traditiondly named Alice, Bob and
Trent.

Alice is trying to gt a dngle bit of information to Bob in such a way that anyone dse
that recaves the message cannot underdand it. That is, Alice is going to encrypt the
message in such away that only Bob can decrypt it.

Alice does not necessxrily trust Bob but she does trust Trent. She is going to trust
Trent to give the decryption key to Bob if and only if Trent is satisfied that Bob is
entitled to it.

A.2. Initialisation

Trent must be initialized before Alice can encrypt the message. The following
example shows an ingance of the required initidization seps

Chooszaprimep suchthat p= 3 mod 4

Choose adifferent primeqsuchthat g = 3mod 4
Compute N = p*q

Keep p and q secret

Publish N

ar~WDNPE

Please notice that:

- We assume that both p and g are big numbers, say 150 decimd digits long. It is
important that these random primes are generated by a cryptographicdly strong
random number generator.

- We assume that both Alice and Bob know the value of N (but not p and q)

A.3. Encryption

We assume that Alice wishes to encrypt a single bit, m, so that only Bob can decrypt
it. We dso assume that Alice knows the public vaue, N, corresponding to the chosen
Trent and that Alice has chosen an encryption key gtring that is acceptable to Trent,
for example, Bob's email address Bob@trent.com.

Alice goes through the following steps:

lietr=2*m-1lier=-lifm=0adr=21ifm=1

2.Choose arandom number, t, intherange 1 .. N-1 such that jacobi(t, N) =r
3.Compute h = hash(“ Bob@trent.com”)

4.Computes = (t + h/t) mod N

5.Send sand “Bob@trent.com” to Bob.
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Please notice that:

- The hash function converts the string into an integer in the range 1 .. N-1. This
hash function is required to return a vaue, h, that satidfies jacobi(h, N) = 1. The
hash function should have the additiond propety tha it is difficult to choose a
gring thet hashes to agiven vaue of h.

- We assume that t is generated by a cryptographicaly secure random number
andisintherange 1..N-1. We dso assume that Alice keepst secret.

- The jacobi function, jacobi(ab) is defined to return 1 if the equaion X2 = a
mod b has a solution and —1 othewise. This function may be efficiently
computed.

A.4. Decryption

Assume that Bob has just received the encrypted message, s, from Alice. Alice will
a0 have told him which Trent she used, and the string “Bob@trent.com” thet she
usad as the encryption string. Bob goes through the following steps:

1. Get the decrypt key, b, corresponding to “Bob@trent.com”, from Trent.
2.Compute m = jacobi(s + 2*b, N)
Amg=M+1)/2 iemg=0ifm=-1landmgg=1lifm=1

A.5. Conversion of the Encryption String to the Decryption Key
Trent's role is to be someone that Alice can trus to issue a decryption key
corresponding to a supplied encryption string to the right person.

Trent computes:

1. Compute h = hash(* Bob@trent.com”)

2.Computeb = sgrt(h) mod N

3.Send “b” to Bob, only if Trent is convinced that the person claiming to be Bob
redly isthe Bob that Alice specified.

It is outside the scope of this model to cover how “ b” is securely conveyed to Bob.
However, there are many traditional encryption schemasthat can be used to maintain
the necessary confidentiality and integrity. In that Bob will already be known by
Trent, they will have previously agreed the mechanism to use for this and will have
the necessary local capabilities and support infrastructure in place.

Please notice that;

- The hash function is the same hash function as used by Alice when encrypting.
Indeed, the vaue of h computed here is the same as the vaue Alice would have
computed.

- In practice it is not aways possble to compute b. In this case Trent should
compute b = grt(-h) mod N ingead and Alice should compute s = (t — h*X)
mod N. If Alice does not know whether Bob is “postive’ or “negaive’ then
she should compute both vadues of s (usng different random vaues of t) and
send both vaues to Bob. It is up to Bob to choose the correct vaue of s to
decrypt.
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