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security, local We present a protocol that enables mobile clients to be

wireless, nomadic authenticated and authorized in data networks that are deployed in
public places otherwise referred to as hotspots! The three key
elements of a hotspot network are the mobile client, the hotspot
server and the service provider. A mobile client is any device that
can be used to access the internet. The hotspot server is a node in
the data network that is a bridge between wireless clients and wired
broadband network. The service provider is an entity that has an
existing service relationship with the client and the hotspot server.
The protocol discussed in this paper shows how three parties:
Client, hotspot server and the service provider conme together in a
mutually un-trusted environment, authenticate each other and upon
authentication exchange authorization tokens that are used in
subsequent service requests. The most common use of this protocol
is for clients to gain internet connectivity in public places,
specifically in hotspots. The hotspot server provides the equivalent
of cellular network roaming functionality. The service provider
allows added features to its clients.
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Abstract. We present a protocol that enables mobile clients to be authenticated
and authorized in data networks that are deployed in public places otherwise
referred to as hotspots! The three key elements of a hotspot network are the
mobile client, the hotspot server and the service provider. A mobile client is any
device that can be used to access the internet. The hotspot server is a node in
the data network that is a bridge between wirdess clients and wired broadband
network. The service provider is an entity that has an existing service
relationship with the client and the hotspot server. The protocol discussed in
this paper shows how three parties. Client, hotspot server and the service
provider come together in a mutualy un-trusted environment, authenticate each
other and upon authentication exchange authorization tokens that are used in
subsequent service requests. The most common use of this protocol is for
clients to gain internet connectivity in public places, specificaly in hotspots.
The hotspot server provides the equivaent of celular network roaming
functionality. The service provider alows added featurestoitsclients.

1Introduction

Mohile access to the web is rapidly growing in popularity. You see people accessng
the web a airports, coffee shops mdls ec. Internet connections are being made
avalable in more and more public places. There are severd reasons for the sudden
growth of wireless access to the web in public places. One of the reasons is the
standardization of the wireless loca area network (WLAN) around the 802.11b. This
standard referred to as Wi-Fi operates at speeds up to 11 Mega Bits per second. As a
result of this standardization there has been an explosion of wirdess devices equipped
with WLAN access cards. The cost of wirdess networks is coming down and they are
easier to set up than awired network.

By year-end 2007, 60 percent of the population in the U.S. and Europe will carry
wirdess devices, according to a recent Gartner report. By 2010, the percentage will
leap to 75 percent.

Even though the public wirdess networks are seeing rapid growth, they are not in the
mainstream yet. The public wirdess networks are mushrooming dong different lines
a@ An individud deploying ther own access point and meking it available for public
use b) Companies trying to build their own infrastructure to provide access for fees



and ¢) A few other companies are trying to build a virtud network by aggregaing
exiging public wirdess networks d) A true roaming modd. If we examine the
evolution of cdlular networks, each carier started out by building their own network
and servicing ther own customers. If the customer were to travel outsde the
providers network, the service was not avalable. The cariers soon redized that they
could meke their network appear wider and generate more revenue by setting up
searvice levd agreements (SLA) to dlow customers to access eech other’s networks
leading to the birth of roaming. The cariers had to figure out how to authenticate,
authorize and hill each other’s customers.

We see a smilar model developing with perhaps ae mgor difference. As the cost of
deploying a public wirdess network infragtructure is condderably smdler than when
compared to deploying a cdlular infrastructure, we anticipate lot more infragtructure
providersin this space.

Given this moddl, we need an authentication and authorization (AA) mode that can
ded with the three paties tha are involved in connecting a mobile node to the public
wireless network.

Current schemes do not span trust boundaries, because WLAN/LAN infrastructure
providers from unrelaed enterprisss have not established a mechanism for
authentication and authorizing a mobile node. This paper defines an AA protocol
which can be deployed in a public wireless networks.

In section 2 we will introduce the terminology and we will dscuss the AA schemes
currently being used. Section 3 will describe the network modd and wak thru the
seps of authentication and authorization and describe in detail the message sequence.
We will wak thru the implementation details of the protocol in section 4. We will
conclude by discussing the results and identifying future work.

2 Authentication and Authorization

Authentication and authorization are partly independent. Authentication is necessary
before any authorization can happen. Authenticating clients in un-trusted domains
requires adopting a scheme/protocol that will dlow verifying the identity of the
involved parties without revedling shared secrets or keys.

2.1 Definitions

Authentication is the act of verifying a clamed identity. It should ke possible for the
receiver of a message to determine its origin and an intruder should not be able to
assume someone e e sidentity.

Authentication is a technique to ensure that the stated identity of the user is
correct. As a first step, the entity interested in authenticating itself with some service
will introduce itsdf and declare its identity. The service provider should be able to
verify that the contacting party (sender) is the one it clams to be. The initiaing party
has to present some veification to prove its identity. The initiating party on the other
hand would want to ensure the validity of the contacted party. The contacted party has
to present some identification about itsdf to theinitiator.



Upon successful authentication, the service provider (contacted party) is
assured thet the service is avalable only to users who have a right to access the
service and the user can be sure that the correct service provider is being used.

Authorization is the process of determining if the presenter of certan
credentials is authorized to access a resource or make use of a savice Typicdly a
user is authenticated by the service and an authorization token is supplied to the user,
which is used for any future service requests. The authorization token could be as
smple as a random number, or could be encoded with other information like
expiration time, users identity etc. In order for authorizations to be effective, they
should be carefully constructed, and protected from intruders when services are
requested. One can easly wesken a sound authentication scheme with a wesk
authorization mechanism.  Authorization tokens should not be easly reproducible,
they should be protected when making service requests and findly should minimize
the time for which they are vdid so0 as to prevent them from being used in replay
attacks.

2.2 Evaluation criteria

We will be examining some of the AA schemes currently in use in public wirdess
networks. Before describing and andlyzing these solutions, this section condders the
various requirements that a viable solution needs to address.

Firs and foremost, the authentication and authorization scheme needs to work a a
practical level. From a users perspective it should be easy to use, perhaps non-
intrusive.

It needsto scale.

The solution should dlow for new service providers and infrastructure providers to
joinand participate in the emerging public network.

The solution should facilitate access to services minimizing redundant interactions
for authentication ad provide a singlesgn on regadess of the users primay
sarvice provider.

It must support the need to access the service independent of the users physica
location.

Clients should be dlowed to use multiple client devicesto gain access.

From a service provider point of view, their customers should be able to access public
networks that are their own or belong to those of its partners. This implies that once
they have implemented the server dde of the scheme they would be adle to
expand/participate in the public network by ether deploying their own infrastructure
or by establishing SL Aswith existing service providers.

The primary responsibility of the infrastructure providers is to verify the authenticity
of the authorizations issued by their service provider partners prior to alowing the
users access to services. In addition, they can keep track of usage detistics and
present them to the users service provider for accounting/billing purposes.



2.3 Related work

In this section we will examine some of the AA schemes used in the public wirdess
networks. Any AA scheme has to be evauated within the context of its operation.
The context is defined to be the number of parties involved and the interaction needed
to authenticate and authorize auser.

The firg modd we will examine is where an entity has deployed a WLAN in
a public place. Any person with a mobile node entering the place has the ability to
access the network provided the user has established a relationship with the owner of
the network. For example this relationship could be in the form of regigering with the
provider or giving out the credit card a the time of access. It is quite possble to
establish a rdationship at the time of access by providing the proper credentids. Once
a relationship exists, the user is required to access a particular web page usng their
browser. This page requires the users to authenticate themselves by entering their user
id and the associated password. Any access to the network resources is prevented
until the user has been authenticated. The authentication step needs to happen a each
location the user wants to access the network. Lets examine this modd by first
bresking it into onetime steps and steps that are to be repeated each time.

Registration is a one time process and involves the following steps:

- The user mugt go thru a registration process with the provider and establish a user
id and password. This may involve user modifying some settings on the mobile
device
The user must know how to reach the web page that adlows them to authenticate
themselves.

Authentication is a process that has to be repeated every time users enter a physical

location where they would like to access the public WLAN. The process is made
up of thefollowing steps:

When the user is interested in accessng the public WLAN, he or she must direct

the web browser to the authentication page of the provider.

Enter the user id and the associated password. Which would be sent to the
provider’ sinfrastructure and verified.

Upon successful authentication, the user is alowed to use the network.



Table 1. shows the messages that are exchanged between the user and the network owner as
part of the authentication process.

Mokhile Client Searviceprovider
1. User access providers web | 1. Provider sendsaauthentication form
pege
2. Usx enters user id and| 2. Provider verifies the presented credentids
password agang its user dadbase and approves or
rejects
3. Usr is agpproved and is| 3. Provider kespstrack of usage
alowed to access the network
resources.

Let us examine to see how wel this scheme matches the criteria we have laid
out. The scheme outlined above seems to be practicd and scdable from the provider's
point of view. In this case the network and service is provided by the same entity. The
network provider can expand the network and automaticdly dlow dl its exigting
users to access the expanded network. From the users point of view, they can use the
network where their provider has a deployed infrastructure. The users have the
responghility to authenticate themsdves every time they enter a physicd location.
Entering user id and pessword information usng a resourcecondraned device
becomes an issue, however a different implementation of this scheme could over
comethislimitation.

The user id and the password are passed in the clear or can be encrypted. If they
ae pasxd in the cear it is very easy for sniffers to stedl the credentids. Encryption
scheme would require additiond software to be indaled on the dient device and dl
authentication regquests have to be handled by this software. A more serious issue with
this scheme is if another rogue provider pretends to be the provider known to the user,
they can easly sted the users credentids and ay other information being accessed by
the user. This scheme does not dlow the user to verify the authenticity of the
provider.

Privacy in this scheme is limited to what is agreed upon between the user and the
provider at the time of signup. The provider has the ahility to keep information about
dl of the sarvices being accessed on aper-user, per physica location.

The virtud public WLAN uses a smilar scheme as above. The main difference is
that network is made up of several different infrastructure providers and a codesced
together and made to appear as a single network by the service provider. The user
signs up with the service provider and is adlowed to access any of the public WLANS
deployed by the service provider partners. The mgor difference in this scheme from
the user pergpective is the availability of the expanded network.



Table 2. shows the three entities involved in a public network and the messages that are
exchanged between them.

MobileClient Infrastructure Service provider
1User connects to | 1. Detects user, notifies service | 1. Provider sends a
infrastructure provider. Returns the form sent by | authentication form

provider to user.
2. User enters id [ 2 Does minimad validetion and | 2. Provider verifies
and password forwardsit to service provider. the presented
Saves the authorization token and | credentids againd its
accepts the user. usr daabase  and
approves by sending
an authorization
token.
3. User is gpproved | 3. Keeps track of users usge | 3. Receives  user
is ale to ue the [ Sends usage info to savice | ecific usage data
savice, provider.

In terms of protecting the user credentids and the privacy this scheme suffers from
smilar limitations as identified above. Even though the user has a better coverage, the
user is till required to authenticate at each new physicd location.

The service provider has to ded with wide range of infrastructure owners and enter
into SLAs with each of them. The service provider cannot guarantee the performance
or the rdiability of the network as each infrastructure owner may have distinct
standards.

The infrastructure provider by signing up with a service provider may be forced to
redtrict the use of the infrastructure to just the clients of the sarvice provider. They
may be limited or redricted from offering locd services and charging for it as they
have no way to authenticate or bill the client directly.

3 Our protocol

We use the following authentication and authorization protocol for service access at
hotspot servers. In our sysem, a nomadic user/client gets network services by
subscribing to an Internet Service Provider (ISP). There can be many ISPs esch
running its own authentication/authorization server (AS) for user authentication and
authorization. There aso exist wirelessbased hotspot servers (HS), which provide
connectivity as well as locd sarvices to the nomadic user. Hotspot servers could be
deployed either by 1SPs or by third parties.

Our protocol has two phases, the client authentication phase and the acoess setup
phase. In the dlient authentication phese, the dient and hisher ISP (AS server)



mutudly authenticate each other and derive a shared sesson key. In the access setup

phase, the AS sarver sends client authorization information to the HS server.
Additiondly, the AS server chooses a service access key and sends it to the HS server

and the client in a secure way. The dlient can then use the service access key to access
HS server securely. Before describing the protocol, we first outline some of the
assumptions we make about the environment.

3.1 Assumptions

Here are some of the assumptions we make while describing the protocol.

a.
b.

C.

There are many Hotspot (HS) servers. HS,

There ae many ISPs tha run Authentication/Authorization Servers (AS) —
Aal...m]

There are severd nomadic users—referred as Client (C) —Cpa.

The number of clients are much greater than the hotspot servers, which in turn
are more than authorization servers.

Any given nomadic dient C; has a Service Leve Agreement (SLA) with @e or
more |SPs(ASs).

A nomadic dient C; will request service access through HS (where k is based on
Ci'slocation.

In-order for hotspot providers to be viable they will have SLAs with ASs. When
Ci requests a sarvice from HS, HS needs to ensure that it [HS] has an SLA with
C'sAS.

Anonymity of C; should be maintained wherever possble. Thus HS does not
need to know Ci'sidentity. Ci'sidentity is verified only by AS.

There is a Discovery protocol/mechanism that enables the Ci to edtablish a
communication channel to HS.

The User & the persond dient device are viewed as one (Cj). Ci gets access to
HS using wirdess locd aea network interfaces like 80211, C; is uniquey
referred by an identifier (like the Wirdess LAN card’'s MAC address).

The Client Device can range from a Laptop to a sngle functiondity device with
minima Ul.

We assume that each pair of AS and HS servers have a secure communication
channd between them. These secure communication channels can be st up using
a PKI infrastructure or other exiging methods. Since AS and HS sarvers are
expected to online, we think this is a reasonable assumption.

3.2 Client authentication phase

Before a mobile dient can access any service offered by a HS, they must be
authenticated. The prerequiste for dient adthentication is that the dient has
edablished a rdationship with an AS and the HS aso has an SLA in place We
assume that the client shares a secret authentication key with each AS that he/she has
an SLA with.



There are three messages exchanged between an authentication server AS and client
C; in this phase. All three messages are sent via a hotspot server HS. The role of HS is
smply forwarding messages between the client and the appropriate AS.

Fig. 1L Shows the three messages that are exchanged between the client (G) and authorization
service (AS) to establish mutual authentication. Hotspot (HS) smply forwards the messages.

Client-A S authenti cation messaoie seauence

Msg 1 (Ci > ASj): Ci_id, ASj_id, Nonceij, HSk_id, Request specificdata

where Nonce is a number randomly chosen by Ci and sent to A$ & a
chdlenge Ci_id is how the client is identified by A$ AS_id and HS id are
identifiers of the authentication server and the hotspot server, respectively.

Upon receiving Msg 1, AS verifies that the request is from a vaid client (by looking
up its client database). If the verification fails, A$ aborts the protocol.

Msg 2 (AS; -> C)). Ci_id, AS;_id, Nonce, Nonce; Response specific data,
MAC;

where Noncg is a number randomly chosen by AS and sent to C; & a
chdlenge, and MAC; is the message authentication code computed on the
whole massage using the authenticetion key Kj; shared between G and AS.
MAC; sarvesas AS'sresponse to Ci'schalengeinMsg 1

Upon receiving Mgy 2 C; verifies that MAC; is correctly computed using key Kj, If
the veificaion falls, C aborts the protocal.

Msg 3 (C; -> AS)): Ciid, AS;_id, Nonce, Noncg, MAC;, Response
specificdata, MAC;

where MAC; is the message authentication code computed on the whole
massage using the authentication key K; shared between C; and AS. MAC;
saves as C's response to AS's chalenge in Msg 2. MAG is induded in
this message asaway of integrating the previoudy exchanged data



Upon receiving Msg 3, AS verifies that MAC; is correctly computed using key Kj. If
the verification fails, AS abortsthe protocal.

When dl the verifications are successful, client G and authentication service A$ have
mutualy authenticated each other. They can now privaely compute the shared
session key Ks from the message authentication code computed on (MAC;, MAC))
using the shared authentication key K jj, i.e., Ks= MAC(MAGC;, MAG;).

3.3 Access satup phase

After successfully authenticating dient Ci, AS obtains authorization information for
Ci and send it to H§ using the secure channel between A$ and HS Additionally,
A§ choose a sarvice access key K, and send it to both G and H so that C; can use it
for secure service access with HS. The following two messages are exchanged in this
phase.

Fig. 2 Shows the messages exchanged by the client, authorization service and hotspot in the
access setup phase.

A S-HE-Client service access key setup

Msg4 (AS; -> HS)): Authorization Data, K 5 Ex{K 4], AS;_id, MAC;

where EJK] denotes the encryption of K, uing Ks and MAG; is the
messege  authentication code computed on data (ExJK4, AS_id) usng K
This message is sent over the secure channel between A§ and HS.

After receiving Msg 4, HR ges the necessry adthorization informaion and the
sarvice access key K, Hgthen forwards (ExdK 4], A S_id, MAC)) totheclient C;.

Msg5 (HSk-> C): BcK4], ASj_id, MAC;
After recelving Msg 5, client C; verifies that MAC; is correctly computed using key

Ks associated with the received AS_id. When successful, dient C; decrypts RJK,]
usng Kg to obtain K, Client C; can then use the shared service access key K; to



access HS, securely.

3.4 Discussion

We have described a protocol that dlows clients to authenticate themsdves with
authorization services in public untrusted environments. The protocol does not
require the client to send its secrets over the network and dso alows it to verify the
credentids of the authorization service. Severa of the popular protocols either require
the client to send its secrets over the network or provide no way to authenticete the
credentids of the service provider. In public untrusted networks it is critica that
client not be required to send its keys over the network. For example in user-name,
password based protocol, it is trivid for a rogue hotspot to save the credentias of
usersand later usethem.

Kerberog11] is an application-level security and authentication system that was
developed as pat of MIT's Project Athena is another protocol that is quite popular,
however it requires tha dl dients and services be pat of a sngle kerberos
authentication database.

4. Implementation

We will briefly discuss the various dternatives we conddered and give an overview
of our implementation

4.1 General discussion

The hotspot AA protocol’s intent is to establish a secure environment where there is
mutua distrust between the three parties involved, i.e, the Client, the hotSpot server
and the Authentication Server. NASREQ & Mohile IP exensions to Diameter[1]
have dmilar goas i.e secure adthenticated remote access but address them in
different domains. Therefore some of their features do not satisfy the requirements
defined for our domain as defined in the introduction section.

Currently, Internet access is the only application these extensons support. The
hotspot AA protocol aso supports AA for application services that may be potentialy
distributed.

The NASREQ extension is tuned to provide IP access, loggingin service etc. It does
not support a 3paty authentication scheme. The Mobile IP extension is very similar
to hotspot AA protocol conceptualy. This is because the three entities - mobile node

1 The Diameter protocol, an IETF Internet Draft based on RADIUS, is defined to provide a
base protocol that can be extended in order to provide AAA services to new access
technologies. The base protocol is not stand-alone & is designed to be extended with a
Diameter application. Two Diameter applications, currently defined in the IETF drafts, of
interest are: the Mobile | P & NASREQ extensions.



(MN), foreign agents and the home agents share a security association. New sesson
keys ae generated for esch combination MN-Home, MN-Fordgn, Foreégn-Home
whenever a user tries to access a home agent. The hotspot-AA protocol deds with
mutual authentication between User (MN) and AS (Home agent) while in the mobile
IP case the MN authenticates with the Home Agent; Home Agent authentication (by
the user) isnot required.

4.2 Hotspot-AA protocol implementation

Section hes 2 sub-sections: the first part discusses the implementation details of the
AA protocol & sub-section 2 is about the encryption options between client & HS.

4.2.1 AA Protocol

Our implementation currently supports authenticated access for HTTP-based access &
sarvices. The protocol has been implemented over both Diameter (as an Diameter
gpplication) and HTTP [13]. For the Diameter based implementation, the publicly
available implementatior? of the Diameter base protocol from Sun [8] has been used
(which dso implements the Diameter protocol APl specification [9]). The hotspot-AA
protocol messages are transported in the format as defined in the EAP specification
(in the NASREQ extenson). The protocol was implemented over HTTP to aso cater
to entities not supporting the Diameter rdease from Sun. It dso enabled access to
systems across firewals (by exploiting the presence of http proxies).

The implementation of the hotspot-AA protocol is a proxy -based solution and hence
the execution of the protocol is transparent to the user being authenticated. The
implementation was done keeping Internet Access AA in mind mostly kecause one of
the primary functiondlity of the hotspot server is providing access to the Internet at
the hotspots.

We dso provide implicit austhorization for loca web services deployed a the
hotspots. For example, certain services should not be accessble to a certain dass of
users whereass certain sarvices should be accessble to only adminigrators. These
kinds of Access Control can be specified at the HS.

2 Only binaries are made available.



Fig. 3. shows the four parts of our implementation

AS HS¢

Auth-Haadler
v

HS-Proxy

ClientProxy

Hotspot-AA Implementation

4.2.1.1 Client 9de protocol handler (ClientProxy)

The dient sde protocol handler is implemented as a proxy (refered to as
ClientProxy). The user is expected to set his browser's HTTP/HTTPS proxy to the
ClientProxy. ClientProxy modifies each request in a way such that the entities at the
HS can verify that the dient is authentic. Specificdly, the ClientProxy dgns the
request URLs with the authorization key and the signature is appended to the URL
request before sending it to the HS. Apart from the sgnature, the Client-ID is dso

gopended.

The fird URL reguest triggers the hotspot-AA protocol execution &fter the
ClientProxy discovers that it does not possess the authorization key for accessing the
entities a the HS. The ClientProxy sends and receives the hotspd-AA protocol

messages as HTTP POST messages and responses respectively. The protocol message
exchanges happens with the Auth Handler (described in the next section) at the HS.

4.2.1.2 HSsdeprotocol handler (Auth-Handler & HS-Proxy)
The HS sde has two components:

Auth-Handler



The implementation of the HS dde protocol handler (referred to as Auth Handler) is
implemented as aweb service. There are two varidions of this:

- Diameter based Auth Handler
This implements a subset of the NAS side of the Diameter NASREQ extension.
Simply put, the Auth Handler converts the POST HTTP messages from ClientProxy
to corresponding Diameter messages. These messages are then sent to the AS and the
responses are converted to HTTP POST response and sent to the client.

- HTTP based Auth Handler
In this case, the hotspot-AA HTTP POST messages from the ClientProxy are
forwarded to theintended AS over HTTP.

Access to the Auth Handler for hotspot-AAA protocol execution itself does not
require user authentication. In both the above cases, the HS and the AS gets mutualy
authenticated (and a session key is generated) before the client messages are
forwarded. The HS and the AS dso undergoes the shared key based authentication.
The shared key is established as a result of the SLA. (There are other dternates
posshle for the HS « AS authentication, usng PKI, for example) The mutua
authentication between any two principas is limited to a definite time interva after
which they have to undergo the authentication again. The Authorizgtion key that is
distributed by the AS (Message #4 in the protocol description) is stored.

HSProxy
For providing Internet access to clients the HS hosts a proxy. In order to provide
access to only authenticated users, the proxy needs to have some hooks © query the
Auth Handler, etc. In other words, the proxy has to invoke the AA infrastructure for
each dlient request.

Evey dient URL request contans a dgnature and the client-id (refer the section on
Client sde protocol handler). HSProxy invokes the Auth-Handler service with the
aguments - URL, sgnature and client-id. The Auth-Handler vaidates the signature
and responds back with the authorization status.

The Authorization key given by the AuthHandler is used by the HSProxy to do
encryption/decryption.

4.3 ASsdeprotocol handler

The AS has dso been implemented over both Diameter and HTTP. The Diameter
based implementation is a danddone Diameter server (implementing the Diameter
base protocol) which dynamicdly loads the AS sde of the hotspot-AA protocol
(implemented as a library). The library registers a set of callbacks to process the



Diameter messages dedling with hotspot-AAA. On receipt of a message, the Diameter
server parses the message and invokes the registered callbacks.

The HTTP based implementation is a web-sarvice. The AS maintains two databases —
onefor the clients and one for the HSs that it has SL Aswith.

4,4 Encryption options

Data encryption is optional and is left to the client to decide whether he wants
encrypted data transfer or not. Encryption is provided only between the ClientProxy
and the HSProxy. The HSProxy decrypts the data before forwarding it to the next
network hop. Encryption/decryption agorithms use the Authorization Key (that the
AS hands over to the dient and the HS) as the key. The ClientProxy and the HS
Proxy does the encryption on only a part of the data (bodies of the HTTP messages).

Note that this encryption is over and above the encryption due to data transfer with a
secure web-ste (SSL communication).

5. Summary

We have outlined severd AA schemesthat are in practice today and
shown that none of these adequatdly address the three party mutualy
untrusted network model. We propose a protocol that can be used to
authenticate and authorize clients, infrastructure and service providers
thet operate in an un-trusted environment. This protocol can play a
sgnificant role in the development of public data networks that support
true roaming. The current implementation supportsonly HTTP, we
would like to extend the implementation to support other transport
mechanisms like FTP and RTSP. We aso would like to investigate
how this protocol can coexig with mobile-ip.
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