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peer-to-peer, Peer-to-peer computing (P2P) draws growing interest as a new
security, distributed computing paradigm for its potential to harness
discovery, “edge” computers (e.g., PCs) and make their under-utilized
vocabulary, resources available to each other. P2P based e-commerce on the
virtualization, Internet is of particular interest because of P2P's cost
advertising effectiveness and redundancy-induced dependability. Beneath
service the promising benefits lie daunting challenges of supporting

security, reliability, resilience, and scalability. In particular,
scalable discovery and secure transaction are of paramount
importance due to the sheer size and the laissez faire nature of
the Internet. E-Speak is an e-services infrastructure where
services advertise, discover, and interoperate each other in a
dynamic and secure way. The E-Speak security adopts a multi-
layered approach and builds a range of protection mechanisms
on top of the Public Key Infrastructure. The E-Speak
advertising services have a dynamic pluggable architecture and
implement a scalable wide-area discovery based on distributed
queries. We argue that E-Speak may be used as the common
secure, scalable infrastructure for different multiple P2P
applications.
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Abstract

Peerto-peer comptiing (P2P) draws growing interest
as a new distributed compiting paradigm for its potentid
to harness‘edge” compters (e.g., PCs) and male their
uncer-utilizedresoucesavailale to ead other P2Pbased
e-canmece on the Internetis of particular interest be-
cawse of P2P’s costeffectivenesand redundncy-irduced
deendality. Beneaththe promisingbendits lie daunt-
ing chdlengesof supportingsecurity reliability, resilience
andscalability. In particular, scalalde discoreryandsecue
transation are of paramouwnt importan® dueto the sheer
sizeandthe laissezfaire nature of the Interret. E-Speakis
an e-servicednfrastructue whee servicesadwertise dis-
cover, andinteropelate ead otherin a dynamicandsecue
way TheE-Spaksecurityadops a multi-layeredapproach
andbuilds a range of protectionmedansmson top of the
Pubic Key Infrastructue. TheE-Spe& advertisingservices
hawe a dyramic pluggable architectue and implemenh a
scalable wide-aradiscorery basedon distributedqueries.
We arguethat E-Spe& maybe usedasthe commorsecue,
scalalle infrastructue for different multiple P2P apdica-
tions.

1. Intr oduction

Techndogical innovationson microprocess@ andstor
age devices have furnished regular PCs, let alone work-
stations,enomous computing power and storagecapac-
ity. Thesecompuers usually comewith more capability
thanis neededresultingin subparutilization. Peerto-peer
computing (P2P),whosenamewascoina afterthescheme
that storesanddeliverscortentsusingpeerusers’comput-
ers, drawvs growing interestas a new distributed comput-
ing paradign for its potertial to harnessedge” computers,
suchasPCsandhandteld devices,and make their under
utilized resourcesvailableto eachother

Theexactdefinition of term“P2P” varieswidely depe-
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ing onthecontet it is usedin. SomedefineP2Pasa class
of appicationsoperatimg in anervironmentof unstablecon-
nectvity [29]. Othersview pure P2Pasapplicatiors with-

out centralizedseners[7, 11]. Someevenuseit asanum-
brellatermfor techndogiesthatincreaseutilization of in-

formation, bardwidth, and computing resoucesin the In-

ternet[31]. We adop a generaldefinition anddefineP2P
ascomputing on anetwork of compuationalentitieswhere
therole of anentity (suchasclientandsener)is determired
pertransactio basis.An entity in P2Pwhich behaesasa
clientin atransactiorcanbe involved concurently in an-
othertransactiorasasener.

P2P replicatesand distributes resouces and services
andallows usersto accesgshemfrom “leaves” in the net-
work. Replicationimplies high availability. Distribution
yields balaned and efficient utilization of resourcesuch
as compue cycles, storagecapacity and network bard-
width, therebyavoiding hot spotsandredudng accesgime.
The redunndang-induced depemlability and the potential
cost-efectvenessmake P2P an attractve platfom for e-
comnerceon the Interret. Beneaththe promisingbenefits
however lie dawnting challengesof suppating security re-
liability, resilience,and scalability In particdar, scalable
discovery and securetransactiorare of paramaint impor-
tancedueto thesheersizeandthelaisseZaire natureof the
Interret.

Most existing P2P platforms, whetherintendel or not,
aredesignd exclusively for sharingonly oneor two types
of resouces[25, 22]. Securityfor thesesystemss not as
critical asfor entepriseswhichweighadoptirg P2Pfor col-
labomtionacrossheir organizatims aswell asin thelnter
net. As a consegencethey do not addesssecurityissues
to theextert thatis requiral by theenterpises.Otherareas
thatwe identify todays P2Pplatformsfall shortin supprt
oninclude structuredesourcalescripion andscalablalis-
covery, identity verificaion, distributed authoization and
accesgontrd, secureendto-endcomnunication andco-
ordinationamongservices.Theseare evidently crudal re-
quirementsfor successfuimplemenationof secureandre-



liable e-tusinessapplicatimms on P2Pplatforms.

E-Speakis ane-serviceplatform thatallows e-services
to adwertise, discover, and interoperate each other in a
dynamic and secureway. It hidesdetails on underlying
hardvare, opeating systemsnetwork topology, and other
machne-specificsandcreatesanabstracanduniformview
of anetwork of resource andservices.Resourcegindser
vicesaredescriedandadvertisedin oneor morevocalular
iesandaredynanically discoveredwith structued queres.
Interactionbetweerservicess basednasynchraousmes-
sagepassingand endto-endsecurity betweenservicesis
guaanteedwith the E-Spak sessionlayer security [16].
Advertisingservicesn E-Speakorm alooselycowplednet-
work to provide scalableservicediscovery in wide area.lts
evert distribution servicesare usedfor distributedcollabo-
rationamongservices.

We amgue that E-Spak cansene asa comma secure
platform for multiple P2P applicatioms. In particularwe
presensecurecollabaationandscalablevide-aeadiscov-
eryin E-Speakthetwo mostchallerging prablemsin P2P-
basede-comnercein the Intemet. First, we introducethe
computationmodelandthesystemarchitectue of E-Speak.
Thenext sectionexplains E-Speaks layeredsecuritymech-
anismdn detail,whichis followedby discussioron private
sharednamespaces.The E-Speaksecurityis built on top
of the Public Key Infrastructure(PKI) and offers a range
of protectionmechaismsincludng authetication,conten
integrity, visibility cortrol, andcapability-tasedaccesgon-
trol. E-Speakadwertising serviceis describedn Section5
which implementsa flexible andscalablesolutionto wide-
areadiscovery. Its searchconstraits arequdified with vo-
calularies to partition searchspacesand enablejuxtapcsi-
tion of multiple P2Papplicatims. Finally, we briefly make
compmrisonsof E-Speako otherresearclanddevelopmen
efforts andcorcludethe paper

2. Background
2.1 E-SpeakComputation Model

The flavor of P2Pinheren in E-Spak comesfrom the
abstractio of resouce andthe interadion mocel built on
asynclionaus messaggassing.l A resouceis represen-
tation of an entity’s metadéa in E-Speal{16]; all entities
including servicesandclientsarerepresetedandmanaged
asresoucesandrefereredwith resoucehardles Services
andclientsinteractwith eachotherthrough asyncihonois
messag@assing.A resouceis associatedvith a message

1E-Speakdoesnot distinguishactive services from passie resourcs.
It is conernedonly with representaion of their metad#a. Thus,we use
resourcs and servies interchangeably However, we resere the italic
resouceto referto the E-Speakabstration exclusively.

box to which E-Speakdelivers reqiestsand replies. E-
Speakecosystema network of E-Speakengires, provides
conrectiity andreachabity amorg resouces(Figure 1).
Ecosystemgrow or shrinkdynanically asserviceengires
join andleave the systemsor other ecosysters are intro-
duced

Figure 1. E-Speak Comput ation Model. Each
gray oval represents a resouce

Separatingmetadatafrom servicesallows securere-
sourcesharing The metadataare adwertised to otheren-
gineswhile the actual serviceis kept locally so that ac-
cessedo the serviceare mediated The owner may trust
the local E-Speakengineandrely on accessnediationby
E-SpeakOr, shemayelectto enfaceaccessontrd policy
ontheservicefor herself.Anotherbenefitof the separation
is resoucesrepresentingmetadatareateuniform views to
othewisehetergeneaisservicesConsequetty, to accom-
mochteheterogneows servicesn E-spealengnesbecones
simpler andengire implemertation doeslighter. Because
servicesreextemalto aserviceengne, they canbedynan-
ically relocatedcandredepoyedwithout surprisingclients.

2.2 Spedfication, Desciptions, and Vocalularies

E-Speakservicesand resouces are registeredwith a
specificationand descriptims. Descriptionrepesentedy
a setof attributes(i.e., namevalue pairs)is abouthow the
entity is preseted to userswhile specificationcontairs in-
formation on how to accesghe entity. Servicespecifica-
tion is compaedof interfacesdescribinghow clientsinter-
actwith the service,securityinformation usedto enface
PublicKey InfrastructurgPKI)-basedsecurity anda filter
constrain which specifiegthosewho may discover the ser
vice. Uponreqestdescriptims may be ad\ertisedto other
E-Speakengines, but someof specificationmay not. The
dichaomy of the resouice repiesentations the basisof the
theflexible yet secureservicediscovety in E-Spealf12].

Descriptionsaredescrited in a vocalulary. A vocalu-
lary definesvalid attribute namesandtheir types,compms-
ing adiscretenamespag. Descriptionsarevalidatedagairst
the specifiedvocahulary. In this senseyocahulariesis for



descripionswhattypesarefor valuesin progamminglan-
guayes. The useof vocahuilay is two fold. Oneis to fa-
cilitate the namepacesharingandthe otheris to avoid the
potertial namecollision prodem in multiple descriptios.
Sincevocahulaiies naturally partition the searchspaceof
descripions, they may evolve over time independeitly of
othervocahularies. Vocahulary is one of meansto allow
multiple peerto-peercommunitiesto co-existin asingleE-
Speakinfrastrudure.

Vocahularyitselfis anE-Speé resouceandis described
in somevocahularies which requre yet othersand so on.
This seeminglyinfinite recursionon vocalulaiies is ended
by the use of the basevocahlulary. The basevocahulary
is notdescribedn ary vocalulary andis uniquely defined
acrassall E-Spe#& engireswith attributesNane, Type, and
Ver si on. Figure2 showvs an XML docunentwhich rep-
resentsivocalularyregistrationrequest. Thenewly created
vocalulary is describd in the basevocahulary andnamed
Used- Car.

Vocahulary beingresouce also meansthat aryone can
createa vocalulary and register it with E-Spe&. Thus,
it is likely two identicd vocalulariesexist in an E-Speak
ecosystenandcausevocalulary conflictsin servicelookup.
Onesolutionis to usestructual equivdencewhichdeclares
eguvalent two vocalularies registeredby the sameuser
with the samedefinitiors and the samedescripions. Vo-
calulary equiaenceis beyondthe scopeof the pape and
shoud bedealtseparately

<?xm version="1.0"?>
<resource xnl ns=
"http://ww. e-speak. net/ Schema/ E- Speak. r egi st er. xsd" >
<r esour ceDes>
<vocabul ary>
ht t p: / / www. e- speak. net / Schema/ E- Speak. base. xsd
</ vocabul ary>
<attr nanme="Nane"><val ue>Used- Car </ val ue></attr>
<attr nanme="Type"><val ue>Vocabul ary</val ue></attr>
</ resour ceDes>
<attr G oup name="used-car" xm ns=
"http://ww. e- speak. net/ Schema/ E- Speak. vocab. xsd" >
<attrDecl nane="neke" required="true">
<dat at ypeRef nane="string"/></attrDecl >
<attrDecl nanme="nodel" required="true">
<dat at ypeRef name="string"/></attrDecl >
<attrDecl nane="ask-price" required="true">
<dat at ypeRef nanme="fl oat " ><def aul t >0. 0</ def aul t >
<m nl ncl usi ve>0. 0</ mi nl ncl usi ve></ dat at ypeRef >
</attrDecl >

</attrG oup>
</resource>

Figure 2. A vocabulary creation request.

2.3 Queries

Users discorer servicesby constricting queres and
looking up the E-speakecosystem.Queriesmay be eval-

uatedin thelocal E-Speakengne or they maybesentto E-

Speakadwertising services.A querycontainsa constraint,
zeroor moreprefeencesandanarbitration policy. It may
have vocalulary declaratios if attributesusedin its con-
straintor prefeencesarefrom multiple vocalularies. The
constraim specifiesacondtion thatserviceof interestmust
satisfy The engire appliesthe preferencesollectively to

orde theresults.Arbitration policy specifieshow mary re-

sultsarereturred. Figure3 shavsanexamge querywherea

useris trying to find thosewho adwertisebotha usedHonda
Preludeanda secondaanddragm bodk for sale. Two vo-

cahlularies, Used- Car and Used- Book are refelenced.
The preferenceells the userprefes offerswith the smaller
askingpricefor thecar

<?xm version="1.0"?>
<esquery xmnl ns=
"http://ww. e- speak. net/ Schema/ E- Speak. query. xsd" >
<fromsrc="http://ww.john-doe.com " />
<vocabul ary name="car" src="Used-Car" />
<vocabul ary name="book" src="Used- Book" />
<resul t >$servi cel nfo</resul t >
<wher e>
<condi ti on>car: make="Honda" and car: nodel =" Pr el ude"
and book: aut hor="Ravi Sethi" and book:title=
"Conpi l ers: Principles, Techniques, and Tool s"
</ condi tion>
</ wher e>
<pr ef er ence><oper at or >m n</ oper at or >
<expr >car: ask- pri ce</ expr ></ pr ef erence>
<arbitration><cardinality>all</cardinality></arbitration>
</ esquery>

Figure 3. A lookup request

2.4 Communication

Messagesre sentwith target services resouce handle
andtheE-Spealecosystenof serviceenginesieliversthem
to the target's messagdox. Serviceengnes hide differ-
enceson hardvare platforns from clientsandservicesand
forge anetwork to presenthemthelogical view of the sys-
tem. Eachengne routesmessagessingonly locally avail-
ableinformation.

A messagéox is a pair of inbox and outbox the for-
merfor inboundcomnunicationandthelatterfor outbaund
comnunication Whenthe senderandthe target of a mes-
sageresidein the sameengire, the messages sentto the
sendess outlox to the recevers inbox. From the inbox
the messaganay be pusted to the recever (push) or the
recever may pick themessageip (pul). Messagealelivery
involving morethantwo engnesis asimpleextensia to the
singleenginecase(Figure4) with neigtboring engiresbe-
ing managdasresouces A messagés sentto thesende's
outhox to theinbox for the remoteengne. Thereit is sent
to (or, pickedup onto) theoutbox for thelocalengnein the
remde engine Theremoteengire will desitthemessage



in therecever's inbox if it canlocatethe recever locally.
Otherwise the samedelivery processis repeateduntil the
messagés delivered.

Out- In-
Box Box

In- Out-
Box Box

>~ .

E-Speak Service Engine E-Speak Service Engine
Figure 4. Logical view of comm unication in-
volving two service engines.

3. E-Speak Security

TheE-Spealsecurityassumeavery broadthreatmockl
andis very frugal in making assumptios on trust. It as-
sumescraclers snoopcomrnunication infiltrate systems,
andretrieve conficential information. Somemay evenim-
persmatebusinesseandspoofanddefrauwd othes. It also
assumesnternalemployees or peoplewith accesgernis-
sionsfor the network may be involved in unauhorized(or
evenillegal) actiities suchaseavesdroping. The E-Speak
securityis designed to ward off attacksrangirg from traffic
analsisto eavesdrgpingto messagéamperingo deletion
to identity theft.

In additionto the threatmodelwe madethreedegdoy-
mentassumptios. First, no centralsecurityadmiristration
is available. Thesecuritysystemshouldoperatén adecen-
tralized ervironmer. Second the security infrastricture
shoud scaleup to millions of machines. Third, message
corfidentiality and messageuthentiction should not be
takenfor grarted. Coincidentally theseare defining char
acteristicof peerto-peersystemsn theInterret.

The threatmodeltogetler with the assumptionsded us
to thecryptography-basedsecurity(in particdar, PKI) with
unrestrictedcertificateissuancethe split trustmodel(sim-
ilar to Pretty Good Privagy [36]), andend{o-endmessage
encyption and authentication. In E-Speakissuingcertifi-
catesis nolongera privileged operatim; arnyone canissue
certificates. Whetheror not a certificategrarts accesso
ary resoucedepend onif theresouceownertruststheis-
suerof the certificate. An entity neednot trust all issuers
equally (thus,split trust). It may trustissuersonly to the
extert to issuecertificateggrantirg accesso a subsebf its
opeations[16, 36].

E-Speakentities have varying authenticatia requre-
ments. Serviceenginesneedto authenticat®therengires

field description

issuer publickey of thecertificateissuer
subject public key, key hash,or objecthashidentifying an entity
to which the certificateis issued;useof objecthashallows
capabilitycertificatego beissuedo webpager programs
tag capabilitiesransferredrom theissuerto the subject

delegation | booleanflag statingwhetherthe subjectis allowedto dele-
gatethecapabilities
validity asetof expressiongshatmustbeevaluatedo t r ue for the
certificateto be valid; it includesan expressiorstatingthe
valid periodof thecertificate
signatue digital signatureof theissuer

Table 1. Fields in an E-Speak capability cer-
tificate .

for theiridentityandproperties,userdor theiridentity, pro-
file information,andprivileges,andresoucesfor theiriden-
tity and metadatgi.e., descriptims and specification) A
userneedsto authaticatea serviceengire shelogsin as
well asary resoucesfor theiridentity andmetadatavhich
shediscoversthroudh theserviceengire. A serviceprovider
(or service)needsto autheticate a serviceengineit con-
nectsto andcapabilitiespresentedby a client to accesghe
service.

Theseauthaticationdataarerepresetedin termsof ca-
pability certificates Theterm“capability’ denotesanamed
accesgight or a namedpropety. Capabilitiesare issued
to subjectsn theform of capabilitycertificatesignedby the
issuer A capalility certificatestateghatary entitywhichis
ableto demanstrateknowledgeof thecorrespadingprivate
key hasbeertransferedtherightslistedin thecertificateby
theissuer Digital signatuesareusedto pratect capability
certificates.

Informally, capability certificatescan be representeds
anordered6-tuple, <issuersubjecitag,delegation,validity,
signatue>. Shortdescrigion on eachfield is given in Ta-
ble 1. Capability certificatescontainirg accessights are
called authaization certificates. Idertities and properties
arecertifiedwith namecertificatesvhosetagfield is empty
Accesgightsareexpressedn thetagfield. A tagis alist of
lists, with eachlist delimitedby a pair of parentleses.For
exanple,

(tag (files (* prefix //ftp.e-speak. hp.conm pub/)
(* set read wite)))

maygrantreadandwrite accesso ary file in thepub direc-
toryincluding subdiretories. Thetag-prdix form ( * pr e-
fix...) isusedto specifyasetof objectswhosename
begins with the specifiedprefix while the tag-setform ( *
set ...) isusedto specifyagroy of pernissions.The
E-Speaksecuritydefinesonly the syntaxof tags. Services
who wish to enfore accesscontrd shoulddefine proper
interpretationof their tags;two servicesmay interpret the
sametagdifferertly.



Usingthecapaliity certificatesE-Spealdefinesathree-
prongedsecuritysystem.Theundelying securecommuni-
cationis implemenied basedn provableidentity andcryp-
tographic encrygion using Simple Public Key Infrastruc-
ture (SPKI) [10]. Ontop of it lie visibility contrds on re-
souicesandcapaliity-basedaccessontrd.

3.1 Secuie Communication

All featuesrelatedto securecommunicationin E-Speak
areimplementedn the SessiorLayerSecurity(SLS)which
exterds SecureSoclet Layers(SSL)[9]. Thetwo commu-
nicatingpartiesuseSLSto perfam a handhale includng
Diffie-Hellman key exchangeto createa sharedsecretand
establisha securesession.In particuar, the E-Spe& secu-
rity usesa Diffie-Hellmanbasednelliptic curve cryptogra-
phy[5]. Thehardshalke mayactuallyhapperover multiple
serviceengiresthroudh thefirewall. SLS’s tunrelling sup-
port which nestsa securesessiorinsideanotter one,possi-
bly with differentendpoints,is usedto establisitheendto-
endsecurity?; no intermedary engires may seemessages
in thecleartext.

During the hanghale, the two end poirts negotiate ca-
pahlity certificatessecurechanrel identifiers,anda cipher
suitelist. Capabilitycertificatesareexchargedto verify ca-
pahblities. Securechanmel identifiersare usedto specify
which keys to usefor encryption or decrypion especially
whenmultiple securechanmls arecreatedat an endpoint.
They arerancbmly generatedo avoid a denialof-servie
attack[16]. A ciphersuiteis afull setof cryptagraphc al-
gorithmsfor securechamel. Both endpoints shoud agree
onwhich ciphersuiteto use.

After thehandhale is comgeted,all traffic betweerthe
two end points is encrypied and authenticatedising the
agreedciphersuitesothatnoattaclersmaytamperthecom-
murication without beingdetected.Symméric encrypion
is usedfor speedaftertheinitial authemicationandkey ex-
charge. Messagesontan sessioninformation and a se-
guence numker to pratect communicating partiesfrom in-
sertion,deletion,andreply attacks.

3.2 Visibility Control

You canna attackunlessyou know whatto attack.Visi-
bility contiol mears clientsfind no moreserviceghanper
mittedby theirtrustlevel, accessights,andprofileinforma-
tion, ultimately pratecting servicesfrom possibleidentity-
relatedattacks. E-Spek provides serviceproviderswith a
range of visibility contiol mechanisms.

The basisof visibility contol in E-Speakis namevirtu-
alization. Whenrequestedby a client, E-Speakvirtualizes

2Supportng end-toendsecurty usingSSLis very difficult.

nameghatidentify services.With namevirtualizationnei-
therserviceprovidersnorclientsneedreved theirtrueiden-
titiesin orde to interad with eachother Thehostingengine
keepsthe mappingfrom virtual to actualresoure handles.
Togetler with dynamc discovery, namevirtualizationmay
be usedto implement dynamicfail-over, seamlessurttime

upgadesfransparenservicerelocation andloadbalaning

with servicereplication Namevirtualizationis quiteause-
ful abstractioranddeseres detaileddiscussiorof its own

(Sectiord).

E-Speakvocahilary offers andher visibility control
mechaism. Sinceattribute namesn a quely needbequal-
ified with a vocalulary reference(seeFigure3), thosewho
do not know abou a vocahlulary in which a serviceis de-
scribedmay not constructa querythatfetchesthe service.
A serviceprovider protectsherservicedrom beingdiscov-
eredby unwarted intruders by creatingher own vocahu-
lary andmakingit visible only to herpreferredclients. She
may even attachaccessontrd policiesto the vocahulary.
A serviceengire doesnot return ary resultsunlessa re-
guestempresentsvalid capabilitiesfor vocalulariesusedin
herquew.

The mostconspicuasform of visibility contrd is to al-
low only a certaingroup of usersto discover a certainset
of services A mortgaye broker maywantclientswith goad
credithistoryto find mortgageprogramswith preferedin-
terestrate. A chip designcompary maywantonly its chip
designes to find high-resolutionplottersandprinters. This
kind of visibility contrd is specifiedby usingfilters. Fil-
ter constraim is a predicde over serviceattributesanduser
profile information. Usersarerepresentedsresoucesand
their prdfile informationis describedn vocahiaries. The
filter constrait of a serviceis evaluatedwhenthe services
descriptim matchesusersquery, theintegrity of userpro-
file informationshouldbe authenticatedefore the evalua-
tion. Any negative evaluatian removesthe servicefrom the
resultsetto beretuned.

3.3 Capability-basedAcces Control

In E-Spe# aclientshouldpresentvalid capalility cer
tificate to accessa service. The serviceautheticatesthe
capaliity certificateby verifying the client’s knowledgeof
the privatekey corresponéhg to the given public key. The
resultsof authanticationarecachedsothatthesameautha-
ticationneednotberepeatean evely accessDifferent ac-
cesgightsto aservicecanbegranteddepenling on autha-
ticatedauthaizationcertificates.

However, presentinga valid capability certificatedoes
not necessarilyguaratee accessto the service. Before
grarting theaccesshe servicemustbe ableto establisithe
authaity of theissuerof the certificatefor the capabilities
in the certificate.Serviceshave their own list of trustedcer



tificateissuers¢o whom they confe the authaity. Only ca-
pahblities that are contaired in valid certificatesissuedby
trustedissuersareauthaized. Only whenthe serviceveri-
fiesthatthe validatedcertificatesactuallygrantthe access,
theserviceis renceredandtherequestis processed.

3.4. Certificate Delegationand Revocation

E-Speaksuppots SPKI delggation to allow entitiesto
delegate capabilities. Whoever possessea capability cer
tificate with thedel egat e field t r ue mayconstructand
distribute delegate certificatesto becane anissuer How-
ever, it cannotissuemorecapaliities for theentity thanthe
delagate certificateallows, unlessit is trustedby an entity
veiifying thecertificate.Thisis enforcedby intersectiig the
authaizationsspecifiedby all tagsin the delegation chain
andtakingthe smallestvalidity period[16].

Everycapabilitycertificateexpiresaftertheirvalidity pe-
riod. E-Spealprimarily relieson this certificateexpiration
to revoke certificates.Clientsthatwantto contirue access-
ing a servicemustrenav the correspading certificatepe-
riodically. In additin, serviceengnes and servicesmay
maintain certificate revocation lists (CRLS) at their will.
A particula capalility certificateis revoked by placingits
hashona CRL. All delegatecertificatesf arevoked certifi-
cateareimplicitly revokedbecasethey eventially produce
the revoked certificateandthus canno longer be verified.
Certificaterevocation is one of few gray areasin E-Speak
andwarrantsfurther investigatioranddevelopment.

4. Private Shared Name Spaces

Collaboratim and resourcesharingin distributed ervi-
ronmentsrequre namessuchasaddressedJRLs, andre-
sour@ handes,beagreedon; anameusedin aninteraction
shoud dende thesamethingfor all entitiesinvolved. Peer
to-peercomputing asseertodayin thelnterretreliesonthe
global persistenhane space(GPNS)of the Internd to re-
solve the nameagreemenpraoblem. Napstedike systems
register descriptios of resouces (e.g., music titles) with
addessesrom whichtheresoucescanbeobtaired.

GPNSin theInterret hasproven quite effective in shar
ing puldic names. Ontheotherhand it is difficult in GPNS
to proted¢ namesor selectvely sharenamesto the extert
demadedin e-commercein the Intemet. Many marlet
participantswantto remainanorymous. Serviceproviders
wantto reveal to customes only nameshatareneededor
successfutompletian of atransaction They alsowantthe
names to be invalidatedafter the transactioris comgeted,
keepirg customerdrom sharingthe nameswithout proper
authaization.

Besidesthe inability to protect namesGPNS has its
own dravbacks. Global namesare intended and opti-

mized for longdived entities. Experienceswith globally
uniqueobjed identifiers(OIDs)in middewaresystemg$33]
have shavn thatthe frequentallocation anddeallo@tion of
global namesis costly Also, regycling thosename may
surpise usersvho cachethemfor repetedaccess.
PrivatesharechamespacegPSNS)in E-Speakcomge-
mentsGPNSby providing privagy andidentity protetion
much neead in e-commerceapplicatiors. It is an effec-
tive meansaganst identity theft in the Internet. PSNSis
session-based is establishedetweertwo serviceengires
at the beginning of a sessiorandreclaimedwhenthe ses-
sionis ended It is privatebecagethenamespacas visible
only to thetwo serviceengine. SLS’s handhale process
verifiestheidentitiesof thetwo engires.

4.1 Virtual Names

E-Speakimplements PSNS using nane virtualizatian.
Virtual nameshide actualidentitiesof servicesandclients
to fend off securityattacksusingtraffic analysis.A PSNS
definesbindings betweervirtual namesandactualresource
handes. Multiple PSNS5 may co-exist indepewlently
of eachother; no central coodination is neededamorg
PSNSS. Virtual namesare unigue with respectto their
PSNSandreferto oneandonly oneentity within the PSNS.
In contiast,aresourcénandlemaybebourd to multiple vir-
tualnameswithin aPSNS Also, entitiesmayberefererced
from morethanonePSNS.

Successfulestablishmenof a securesessionbetween
two serviceengiresinitializes a bindng tablefor eachen-
gine.Whenaresourcenarkedasvirtualizeis to beexported
toaremoteengire,threeevertsoccu in sequene. A virtual
nameis allocatedthebindng from thenameto theresource
hande is addedto the binding table,andthe virtua name
is exported. The virtual nameis usedasthe resourcenan-
dle to theresoucein theremde engire. The nameis only
visible and valid within the namespace. Figure 5 showvs
threePSNSS betweerthreeserviceengires. Myser vi ce
in PSNS( 1) refersto aservicedifferentfromnyser vi ce
in PSNS( 2) if ary. Servi ce Xisexportedtotworemote
engiresandthusis referiedto in thetwo namespaces.

4.2 MessaageRouting

Given messagewhoserecipierts are specifiedwith re-
sourcehandlesin the defadt Internd/Web nane space,a
serviceengire will passthe resourcehandes (represented
asURLSs) to the undelying transpot alongwith messages.
No nametranslationis required for sendingthe messages.
In cortrast, for messagesvhoserecipientsare specified
with virtual namesa serviceenginetranslateghe virtual
namesto getthe conrectionto the target engire andsends
the messagesver the connetion. At thetargetengire the
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Figure 5. Three private shared name spaces
with interacting entities.

bindng tableis accessetb getthe actualresourcehandes
anddeliver the messagesVirtual namesthemseles may
be virtualized andcomnunicatedin messageto otheren-
gines.In this case pairwisenamevirtualizationwill create
aroutingchainof serviceengines.

Lessobvious is useof virtual namesaganst denial-d-
serviceattacks.By creatingvirtual nameswith anaddress
rancdomly selectedfrom a pod of gatevay addesseswe
let requestsfrom different origins follow different pathsto
reacha service.Evenif oneor two gatavays areunderat-
tack,themajority of userscanstill accessheservice.More-
over, theattacksarespreado multiple gatavaysandatten-
uated mitigating thedamag to thesystem.

5. Advertising Serice and Ad Hoc Discovery

Advettising serviceallows servicedo discover otherser
vices and resoures that are otherwisedisconneted and
unknown. It is particdarly challengimy to implenent the
ad\ertisingserviceboth efficiently in time andscalablyin
spacen adynamicwide-aeanetwork. E-Speakijn partic-
ular, adwertising servicewasdesignedvith flexibility asthe
amaindesigngoal. Neverthelesswe obtainel encouaging
performarceresultsasshavn in Table2 3.

Un- Service
Securiy | Register | register Find | Invocation | Advertise
ON 8.9 12.2 | 114.8 437.6 9.8
OFF 9.1 11.7 | 117.2 574.7 195

Table 2. Throughput of a single E-Speak ser-
vice engine (operation s per second).

3For the measuremena servie engine an adwertising serviceusing
multicast, 10 client applications, and a test controller were exeauted on
a single machine with a 700 MHz Pentiumlll CPU and 256 MB main
memoryrunning Microsoft Windows NT 4.0. All thejava progranswere
compiled andrunwith SunJDK 1.3.0.

Advertising serviceis implemerted as an extemal ser
viceto anE-Spealserviceenging(SE),acollection of them
forming alogicaladwertisingnetwork. Advertisingservices
exterral to E-Speakserviceengire allow flexibility in de-
signing the E-Speaksystem. First, we canhave multiple
adwertising servicesimplenmenting different protocds, for
instanceone participating in the Napstercommunity, an-
other participatingin the Gnutellacommunity, etc. As a
new exchangecommunity sprouts,one caneasilyjoin the
comnunity by addinga new adwertising service. Obsolete
adwertising servicesaretaken away dynanically. Second,
anadertisingserviceandits hostingengire may residein
different machires. The adwettising servicemay even be
sharedby otherserviceengines.Shoulda failure occu on
the adwettising service,one canstill accesotherservices
mediatedby theengire.

Whena serviceprovider adwertisesits service,it sends
appopriateadwertising serviceghe adwertisementrequest.
The adwertising servicesannaince the availability of the
serviceto their respectie community on behalfof the ser
vice pravider. Whenanad\ettising service(AS) recevesa
discovery request(stepl in Figure6), it sendsherequest
to the advertising servicenetwork andreceves as results
a list of connetion objectsfor remoteadertisingservices
thatmight have matching serviceqstep2). Connectio ob-
ject contairs a pieceof informationthatis understoodby a
serviceengine(SE)to connet to aremde one. A typical
conrection object consistsof a protacol name,a hostad-
dressanda portnunber Thelocal AS usesthe connetion
objectsto conrectto eachremoteSE through its local SE
andsendsthe quey to the correspndirg remoteAS. The
remde AS returnsa list of matchingresourcehardles(step
3) whicharein turnreturredto theclient (step4). Notethat
the remoteSE may containresoucesthat the owner does
notwantto sharewith otheswithout proper authenticatio.

Figure 6. Discovery of advertised resour ces
using advertising services

E-Speakeliesonthedomain nameservice(DNS)to re-
solve hostnamescontairedin connetion objects. Theim-
plicit depedenceon DNS manifeststself whenenginesare
conrectedto the network with dynanic IP addressegei-



therIntemetor intraret). If anadwettising network needgo
supprt engine with dynanic IP addressegheadwertising
servicedn thenetwork canbe configuedto useconrection
objeds contairing anIP address. Whensuchanadertising
servicegoesoff line, it may- preferably- revoke all its ad-
vertisementsWhenit backsup,it canre-adertisethosead-
vertisementsQOr, theadwertisementgemainin theadwettis-
ing network until theirtime-to-live expires (thesearecalled
timedadwertisements The adwertising servicemay cone

back befor the expiration and renav the adwertisements.

At theworstcase anadwertisingservicemakesconrection
to aremoteSE usinga conrectionobjectonly to find it is
not available,which mears only alittle longer lookup time
to a client. Timed adwertisementis for scalabledistributed
gatbagecollectionandsimilar to the adwertisemat refresh
in SLPv2[13] andthedistributedleasingin Jini [30].

5.1 Implementation

The curren releaseof E-Speaksuppats two kinds of
ad\ertisingservicesoneusing multicastandthe otherus-
ing a centralrepositoy. Advertising servicesconfigued
to usemulticastemploy a discovery mectanismwhich re-
semblesServiceLocationProtocol(SLP)withoutdirectay
agens [13]. Eachadwertising servicemaintainsa list of
peeradwertisingservices.(How to discorer peerad\erttis-
ing servicesin the first placeis discussedn Section5.2.)
Whenadwertisementrequestsarrive an adwertising service
may multicastthemto the othes or simply keepthemlo-
cally. For discovety, adwertising servicesmulticastthe re-
guest to the others,collect the results,andreturnthemto
the client. The configuationwith multicastis suitablefor
systemghatspana local areanetwork andmanag a small
to modest nunberof sharedesource (cf. Jini [30]).

Advettising servicesf the secondkind arebuilt around
a baclendrepaitory. They aredesignedo exploit the na-
tive multi-threadsuppat of a baclendrepaitory. Use of
abaclendrepasitoryis only visible to adwertising services.
Advertising serviceform anopaaie layersothatexistene
of a baclendrepgsitory is invisible to endclientsandser
vices. The opagienessallows for onthe-fly upgrae of
baclendrepositoy to, for examge, onerunring on a clus-
ter of compuersor a setof replicated/@stributedreposito-
ries(e.g.,UDDI [3]). Thecurrent E-Speakmplemenation
usesan LDAP sener asthe bacledrepository LDAP [20]
hasnative suppot for multi-valueattributesaswell asrich
gueiesof its own. Theadwettising servicegperformneces-
saryschemandquerytranslation

Ontopof theadwertising service€-Spealprovidesscal-
ablewide areadiscosery usingcommuity list. A comru-
nity is a setof serviceengineswhich sharean advertising
network. Commurity list is alist of representatve adettis-
ing servicedor different communitieswhichmaybespread

acrossthe Internet. A userpasses comnunity list along
with aquerywhenshelooksup multiple communities. The
E-Spealclientlibrary [17] unicastdhequey to eachadwer-
tising servicecontairedin thelist.

The aforemationeddiscovery meclanismsare of lim-
ited scalabilitythoudh they aresuficiently scalablefor to-
day’s existinge-comnerceapgications. To furtherimprove
the scalabilitywe arelooking into waysto embedmultiple
rancbmizedtrees[22, 27, 21, 14] into a setof comnunities
in a hierachicalstructure.

5.2 Initial Discovery and Join

For a serviceengineto join a community it need to
discover proximate adwertising servicesn the community.
The procesof initial discosery andjoin allows an adwer
tising serviceto obtainconfiguation paranetersspecificto
thecommunity, suchasthe URL of thebaclerd repdsitory,
andadaptitself to the comnrunity. Thedynamicinitial dis-
coveryis particdarly importantwhenhostmachines areal-
lowed to roamor they regulaty disconnetfrom the net-
work (e.g.,laptops).

E-Speakad\ertising service (AS) provides a simple
initial discorery mechaism using multicast. Without
ary hardware multicastsuppot adwettising servicesneed
be configured manually A joining AS multicasts a
DSCV_RQST message&ontainng its own resouce handle
(calledESURL)on a precefinedport. It mayinclude in the
messagehe nameof a community it wantsto join. The
nameis to uniquely identify the comnunity whenmultiple
comnunitiesarehostedn thesamephysicallocal network.
The comnunity nameshouldbe comnunicatedamory ad-
vertisingservicesout of bandbeforit is used.

ESURL contairs connetion information for a hosting
serviceengine ListeningAS’s thatbelongto the specified
comnunity save the ESURL andreply with a DSCV_RPLY
messageontaning theirESURL.Thasewhodonotbelorg
to the community simply discardthe reqiest. The joining
AS receves DSCV_RPLY messagesind garrers informa-
tion aboutneighboring AS’s in the community. In the case
of adwertising networks with a baclerd repcsitory, existing
AS’s respoul with corfigurationinformationon the back-
end repasitory instead. Note that the very first AS must
bodstrapitself to theinitialization.

6. Related Work

E-Spealkis startedasanattempto bring to reality thevi-
sionof client utility [4] thate-servicesrea form of utility
and shouldbe readily accessiblgust like water and elec-
tricity. Marny researchprgects[35, 18, 15, 23, 34] share
the vision. Unlike thosethat developed everything from
aninfrastrictureplatform to participating devices,E-Speak



hastakenanopenhotizontalappoachandbuilt ascalable,
flexible platform with strongsecuritysuppat to hostother
vettical systems.

E-Speaks compuation model resemblesthat of Ac-
tors [1]. Both suppat messageriven interadion where
requestsare delivered to the messagéoxes (mail queles
in Actors) of thetargetsin the form of asynchraousmes-
sages.The notabledifferencesaretwo folds. First, meta-
datais separatedrom an actualresouce in E-Speak sec-
ond resoucesarediscoverable.In contiast,actorshave no
metad#a and becone known to othersonly by communi-
catingtheir mail addressesin messagesResourcaliscov-
ery through adwertising servicesrelatesk-Spak remotely
to Linda [6] which usestemplatesto matchtuples. E-
Speakprovidesa flexible discovery framework with struc-
turedqueies.

E-Spealsecuritys splittrustmodelis similarto the“web
of trust” of Pretty Good Privacy (PGP)[36], a freeware
electranic-mail securityprogiam; both assumeno key cer
tification authaities. A coupe of differencesareworth not-
ing. First, E-Spe& usesPKI not only for protectirg mes-
sageconten but also for capaliity-basedaccesscontrol.
Second usersmay even remainanorymotus in interaction
with othersby virtualizing their name whereagecever's
key ID is exposedunprotectedin PGP Sessiorlayer secu-
rity (SLS)of E-Spealis closelyrelatedto TrarsportLayer
Security(TLS) [9]. In fact, SLS exterds TLS to provide
transpot independerte, end-teend securityvia tunrelling
supprt, andattribute certificatesusingSPKI.

The designof the E-Speakad\ertisingservicehasben-
efited from Service Location Protool (SLP) [13]. For
instance, the notion of scopewas exterded to suppot
comnunity-basedwide areadiscovery. Relatedto the ad-
vettising serviceis Ninja’'s secureServiceDiscovery Ser
vice (SDS)[8] which suppats a tree-basedvide areadis-
covery. Although theuseof Bloomfiltering mitigatesspace
requrementsnear the roat node, SDS suffers from the
praoblem of the root nock beinga bottlereck. Systemsn
[22, 27, 21, 14 embediedmultiple logicaltreestructuesin
a physical network to avoid the bottleneckproblem How-
ever, they cameshortin suppating efficient re-canstruction
of embededtreeswhennodesareallowedto join andleave
the network dynamically.

A numter of P2Papplicatiors have sprodedin there-
centyears[2, 32, 7, 11, 19, 24, 25, 28]. Particulaty per
tinentto E-Sped& arethosethat suppat securityfor end-
userg7, 22]. E-Sped& hasa flexible architectue which al-
lows differert P2Papplicatiors to co-exist in a singlecom-
monplatform TheJXTA prgect[31] by SunMicrosystems
alsoaimsto “juxtapose”differentP2Papplicatimsonasin-
gle sharedplatform thoudh it doesnotfully integratesecu-
rity with the platformandprovideslimited securitysuppot
in a separatdayer JXTA is in its infang/ andfurther de-

velopmentsareyetto beseenPeerto-PeefTrustedLibrary

(PtPTL)[26] allows softwaredevelopersto addtheelement
of “trust” to their P2Papplications. However, their efforts

arelimited to providing P2Papplicatiors with library-level

securitysuppot.

7. Conclusion

Grawing interestdn P2Pasa scalables-canmerceplat-
form have manifested mary requirenentsthat have been
neglectedintentionallyor unintentionallyin mary P2Psys-
tems. In the paper we discussedwo important require-
ments,securecollabaation andscalablediscovery in wide
area,in the context of E-Speak The E-Speaksecurityis
baseddn PublicKey Infrastructure(PKI) andoffersarange
of pratectionmecharsmsincluding authenticatia, content
integrity, fine- and coarse-gained visibility cortrol, and
capaliity-basedaccesscontrd. E-Speak adwertising ser
vice hasan adaptake architectue to acconrmodatemulti-
ple P2Papplicatiors. It providesa flexible queryng mech-
anismwith the notion of vocahlulariesand usercontrolled
distributedqueres for servicediscovery in wide area. The
popularity of P2Phasspavnedmary P2Psystemswith spe-
cific intentof usageandmary morewill arise.lt is notfore-
seeablehatary singlesystemwill domirantly subsumehe
space.We ervision that usersselectand“juxtapose” best-
of-breedP2P systemsusing E-Speakas a comman secure
platfom.
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