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Digitd image watermarking is the process of encoding information into adigitd image
without deteriorating the visud qudity of the image. Digitd watermarking techniques are
designed to withstand various attacks such as standard image processing operations,
compression and geometric transformations. In this report we focus on watermarking of
printed images and argue that this application requires specidized methods. Previous
work relating to hardcopy watermarking applied standard digital watermarking schemes
or suggested techniques that exploit the specific printing (i.e. halftoning) process.
Thiswork proposes anovel transform domain hardcopy watermarking technique that is
independent of the haftoning process and is rather based on anoise modd for the
printing and scanning operations. The proposed scheme dlows for blind watermark
decoding, i.e. the encoder does not know the origind image. It isimage adaptable, to
enhance the visua quality, and is tuneable on the trade-off between information
embedding, rate, and visua qudlity.

1. Introduction

A block diagram of a hardcopy watermarking system is depicted in Figure 1. The encoder
embeds a message m in an origind image |, thus producing a digital watermarked image
I”, which is subsequently being printed. The qudity of the printed watermarked image
should be smilar to a printed version of the origind image. The decoder recelvesthe
hardcopy version, scansit and produces anoisy digita version I* of the watermarked
image. The decoder then estimates the encoded message from 1*, without resorting to the

origind image.
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Figure 1: Hardcopy watermark block diagrar



Hardcopy watermarking has been treeted in certain works under the generd context of
digitd watermarking [1,2]. In these works, the watermark signal is embedded in the
middle frequencies range of a digita image using spread spectrum techniques. The
watermarked image may be manipulated by image processing operations such asfiltering
or compression, and in some cases printing and scanning. The watermark sgnd is
decoded from the modified version of the watermarked image using correlation-based
methods. These approaches are based on the (some time implicit) assumption that the
watermark-signal introduced by the encoder, and the noise Sgnd introduced by the
image manipulations, are relatively wesk in comparison to the origind image sgnd. We
will show, in Section 2, that this assumption, which is true for most Sandard image
processing operations including low quality compression, is ot satisfied by the printing
and scanning process. Therefore we suggest that hardcopy watermarking embedding rate
can beincreased if dedicated techniques are used.

The second gpproach to hardcopy watermarking explaits the halftoning method used by
the printing process. This scheme has two variants - one for haftone screens[3,4,5] and
the other for error-diffusion adgorithms[6,7]. There are few disadvantages that this
goproach suffers from:

- It requires that the encoder have an access to the internals of the printing process.

It performs information embedding in the spatial domain and hence is sengtivity to
geometric deformation such as image miss-alignment and to the presence of stains or
scribbles on the printed media

- In most schemes print resolution should be significantly lower than the scanning
resolution in order to ensure errorless decoding. Therefore, the printed watermarked
image has low visud qudity in comparison to a high resolution printout of the origina
image.

In this report we propose a novel frequency domain watermarking technique, which is
based on gatistica features of the printing and scanning noise. Section 2 describes a
printing-scanning noise modd and provides the mativation for the new hardcopy
watermarking scheme. Section 3 presents the details of the encoding scheme and Section
4 describes the decoding procedure. Section 5 includes discussion and description of the
experimentd results.

2. DET domain statistical model for image processing noise

Image representations that are widdy used in digital watermarking are the Discrete
Cosine Transform (DCT) and the Discrete Wavelet Transform (DWT). In hardcopy
watermarking there exigts an additiona pre-decoding task of digning the scanned image.
Therefore, the Discrete Fourier Transform (DFT) representation that has desirable
invariance properties and is less sengtive to smal misdignmentsis theoreticaly

preferable. Due to this fact, which was verified aso experimentaly, we describe in this
report the image watermarking noise model in the DFT domain. However, Smilar models
can be developed in the DCT or DWT domain.



Given an MxM grey-leve image, its DFT representation isan MxM array of complex
coefficients. For the sake of this noise modd, the DFT coefficients are grouped into
square Sngle-coefficient-wide rings, centered at the DC coefficient (assumed to be the
central entry). Theserings are indexed by their distance from the center and we relate to
the index of aring asthe ring frequency.

The absolute vaues of the DFT coefficientsin each ring of the origina image are
modelled as samples from arandom variable (r.v.) denoted X; , wherei isthe frequency
of thering. We assume that the absolute vaues of the corresponding DFT coefficients,
after the image has been manipulated, are samplesof ar.v. Y; related to X; by:
Yi=AiX;+Z. Where the A;’ s are random coefficients and the Z’ s are zero mean noiser.v.
independent (of X; and A;). Using standard regression technigque we estimated the average
vaue of the Ay’ s and the energy (variance) of the Z’sfor various image-processing
operations. Figures 2 displaystypica results of these estimationsin four diagrams
corresponding to: High qudity JPEG, low qudity JPEG, downscae + noise, and printing
+ scanning. In dl diagrams the energy of the origind image coefficients (X;) is
represented by the blue graph, the energy of the filtered coefficients (AiX;) is represented
by the red graph and the green graph represents the energy of the noise sgnd (Z).

The middle frequency range, used by standard digital watermarking schemes, can be
characterized by the following description: It starts after the low frequencies, which have
overwheming impact on the visudly qudity of the image and hence can’t be modified by
the encoder. It extends over those frequencies where the noise energy issmdl in
comparison to the filtered Signal energy, so that an embedded watermarked signd is not
erased by astronger noise signal. One can observe that while this range extends beyond
the first 100 rings in diagrams (a), (b) and (c) of Figure 2 it reaches only the 30
(approximatdy) ring in the printing and scanning diagram (d). This observation isthe
foundation for the claim that embedding the message in the middle frequency coefficients
isinefficient for hardcopy watermarking.

On the other hand, in hardcopy watermarking gpplicationsit is possible to embed
information even in those coefficients that suffer from high levels of noise. Thisisdueto
the fact that the digital (pre-printed) version of the watermarked image is not required to
have ahigh visud qudity. It is only the printed version of the watermarked image that
should be visudly smilar to the printed verson of the origind image. Therefore, avery
strong watermark signa can be introduced into the DFT coefficients that are subject to a
gtrong printing-scanning noise. Such asignd, though visble in the digitd watermarked
image, isinvigble in the printed verson, since the printing process has strong attenuetion
effect on these frequencies (This phenomenais expressed by the very smdl average
vaues of the Ai’s, corresponding to these frequencies). Still, the attenuated watermark
sgnd can be picked up after the hardcopy image is scanned and hence the origind
message can be recovered. The next two sections describe in details an encoding and
decoding schemes based on this principle.
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Figure 2: Noise statistics for various image processing operations

(& High qudity JPEG compression (qudity=50)
(b) Low quality JPEG compression (quality=10)

(c) Down Scding (by haf) and additive Gaussian noise with zero

mean and std equd 5 (gray levels).

(d) 600 dpi printing (approximately one dot per image pixel) and

scanning in 600 dpi resolution.
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3. Encoding scheme

Watermark Inverse Noise
> ECC Embedder Transform Reduction >
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Figure 3: Encoding block diagram

The encoding scheme is based on changing the absolute values of sdected pairs of DFT
coefficients. Given a coefficient pair, azero (one) bit is encoded by increasing the
absolute vaue of the firgt (second) coefficient and decreasing the vaue of the second
(first) one. We cdl a coefficient whose magnitude isincreased a“u’ coefficient and a
coefficient whose vaue is decreased an “1” coefficient. As explained in Section 2, the
absolute vaues of DFT coefficients in the middle frequency range can be significantly
changed without deteriorating the visud qudity of the printed image. It turns out that in
Spite of the Sgnificant attenuation effect and the strong additive noise introduced by the
printing and scanning process, with very high probability, the relative order of the
coefficient magnitudes in each pair is preserved. Using an Error Correction Code (ECC)
and utilizing aML decoding procedure it is possible to decode with negligible error rates.
In order to avoid visble artefacts in the printed watermarked image the locations of DFT
coefficients whose magnitudes are changed are pseudo-randomly digtributed in the DFT
domain. The optima number of coefficient pairs and the degree to which their vaue can
be changed is determined experimentaly using awide range of images. To achieve high
visud qudity the encoding stage is gppended by a cleaning procedure that decreases the
watermark signa strength in smooth areas of the image. The rest of this Section presents
the details of the encoding scheme.

The encoder (see Figure 3) receives an origind image | and a message m and outputs the

watermarked image I”. The encoding procedure comprises the following stages:

1. Compute the DFT of theimage |, denoted T, and rotate the coefficients in such away
that the DC coefficient isin the center. Choose N pairs of transform coefficientsin
the middle frequency range, where each pair islocated in fixed pogtionsrelative to a
small square. These non-overlapping squares are scattered in a pseudo random pattern
in haf of the middle frequency range - see Figure 4. The sdlected coefficients are



ordered in a sequence denoted S=(s,...,Sn) in such away thét the pairs are indexed
Si-1 and S; for i=1,...N.

. Encode the message m as a sequence of N bits denoted B=(by, ... ,by), usng alinear
ECC that maps each block of k message bits into an appropriate code word of length
n. For the sake of smplicity we assume that N/n is an integer.

. Encode the binary sequence B in the coefficient sequence S using the hardcopy
watermark procedure described in Section 3.1 below, and obtain the watermarked
coefficients sequence X=(xy,...,Xon). The procedure encodes binary sequences of
length n in a coefficient sequences of length 2n until the sequence S=(s1,...,5N) IS
exhausted.

. Replace the coefficients corresponding to the sequence Sin the DFT representation T
with the watermarked coefficients of the sequence X. For each watermarked
coefficients change the symmetric coefficient (in relation to the DC entry) in such a
way that it becomes the complex conjugate of the watermarked entry. This ensures
that the watermarked image pixels have red vaues.

. Invert the resulting watermarked DFT representation, and obtain the watermarked
imagel”.

. Reduce visud artefacts caused by the watermark signd by decreasing its amplitude in
smooth regions of the image (the noise reduction procedure is described in Section
3.2 below).
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Figure 4: Encoding scheme: Square aress are scattered randomly in haf of the
middle frequency range of the DFT domain. A pair of coefficients are selected
in each square and their magnitudes are increased (denoted u) or decrease
(denoted I) according to the encoded bit - b.



3.1 Hardcopy watermarking procedure

The hardcopy watermark encoding procedure receives a sequence b=(by,...,by) of n bits
and encodes them in a sequence s=(sy,...,Sn) of 2n transform coefficients. The procedure
uses a parameter E that determines the totd magnitude change of the coefficients whose
absolute vaue isincreased. The bits of the sequence b are embedded in the coefficient
pairs of the sequence s, usng the fallowing formula

JX2| gszl 1|+ *D(SZi-1)7 Xy =€*D(Sy) for b, =0
%XZi-l :e D(SZi-l)' 2| §f82||+ *D(SZ| for bi :1

In the above formula B (©) isthe phase of acomplex number, e isanegligible vdue and
i=1,...n.

3.2 Noise reduction procedure

The noise reduction procedure reduces the amplitude of the watermarked sgnd in
smooth regions of the image thus improving visua qudity. The procedure performs the
following seps:

Smooth the origina image.

For each pixd in the smoothed image cd culate the sandard deviation (std) of pixe

vauesin asmal neighbourhood, thus producing an “std image’.

Smooth the std image.

Normdize the entries of the smoothed std image, by linear scaling such that their

vauesliein theinterva [0,1]. The resulting matrix is denoted A.

Compute a visualy enhanced watermarked image |, by attenuating the watermark

dgnd: I'=1+AA (I” - 1), where A denotes aterm by term array multiplication.

4. Decoding scheme

Align and Image Watermark ECC

| Resize Transform T~ >| ML Decoder Decoder | |

Figure 5: Decoding block diagrar




Decoding is based on the fact that with high probability the magnitude order of the
encoded DFT coefficientsin each pair is preserved after the printing and scanning
operations. If this order would aways be preserved then decoding would amount to
observing, for each pair, which coefficient has a bigger absolute vaue and determining
the sgn of the corresponding encoded bit accordingly. Since there are cases in which the
order of the coefficient magnitudes is reversed, the decoder uses an ECC and a datistical
model for estimating the encoded bit from the observed coefficient vaues. The details of
the decoding procedure are listed below, where it is assumed that the decoder knows the
dimensons of the origind image and the locations of the encoded coefficient pairsin the
DFT domain. Note however, the decoder has no information about the visua content of
the origind image.

The decoder (see Figure 5) receives a scanned version of the printed watermarked image
denoted I*. It firgtly aligns and resizesit, using standard techniques, to ensure that its
dimensions and orientation match those of the origind image . It then estimatesthe
encoded message using the following procedure:

1. Compute the DFT transform of the digned image | and choose the same N pairs of
transform coefficients, asin stage 1 of Section 3.1. The selected coefficients are
denoted Y=(yx,...,y2n)-

2. Udng the estimation procedure described in Section 4.1 below, estimate the
conditiona probability distribution function (pdf) of the DFT coefficients absolute
vaue, given that they originate from a“u” type coefficients or an “I” type.

3. Extract the binary sequence B* from Y using the ML decoding procedure described
in Section 4.2 below. The procedure extracts a binary sequence of length n from a
coefficient sequence of length 2n. It is performed repeatedly for each block of 2n
coefficients until the sequence Y is exhausted.

4. Decode the binary sequence B*, using the ECC decoding scheme, and obtain the
estimated decoded message m* .

4.1 Edimation of statistics parameters.

The dtatistics parameters estimation procedure is based on two experimental
observations:

- The magnitude of a coefficient originated from a“u” coefficient is, with high
probability, greater than the magnitude of its paired coefficient (originated from
an“I” coefficient). This probability, denoted p. , was estimated based on many
measurements, and was set to 0.95 for low rate watermarking and 0.90 for high
rate watermarking .

The pdf of the absolute value of those coefficients having the high magnitude in
their pair, can be approximated by aGammapdf - G, , (t) @" € *" with
parametersa =a,,b =b,. Smilarly, the pdf of the absolute value of those
coefficients having the low magnitude in their pair, can be gpproximated by a
Gamma pdf with parametersa =a b =b,,.

The parameters, a,, b and a_, b are estimated, based on the observed sequence

X! X n? n

Y =(yi,...,Y2n), usSng standard estimation procedure. Based on these estimations, the



absolute value conditiond pdf’s- Py and P (corresponding to the “u” and “I” type
origind coefficients) - are cdculated by:
Pu(t) = pc(':"ax,bX (t) + (1' pc)Gan,bn (t)

F)I (t) = (1- pc)Gax,bx (t) + pcGan,bn (t)

4.2 Maximum likelihood decoding procedure

The ML decoding procedure receives the coefficient sequence y=(ya,...,Yn) and outputs
the decoded bit sequence b*=(b*4,...,b* ). It uses the estimated probability distribution
functions P, and P} to compute the conditional probability of observing apair of
coefficients y»;i-1,Y2i given that the corresponding encoded bit was O (respectively 1).
These probabilities are given by:
oty -y, oy =) PRy forh =0
A iR quHD XPuQYZi |) forh =1
The ML procedure comprises the following steps:

For al the ECC words, b=(bs,...,b,) , compute the following score:

Py
Se(b) = Ply [b} = O P{Ya.1,¥a 1D}
i=1
1. Having computed the set of scores for dl the ECC words, choose the code word b
that maximizes the score function and output it as the estimated sequence b*.
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Figure 6 — Estimated energy pdf’s of noisy “I” coefficients— red
graph and noisy “u’ coefficients— blue graph.



5. Discussion and experimental results

The watermarking scheme described in Sections 4 and 5 above was gpplied to avariety
of images and was tested over arange of information embedding rates. The origina
images have szes from 512x512 to 600x600 pixels. The watermarked images were
printed with an HP DeskJet 970 cxi printer on plain paper in 600 dpi resolution and were
consequently scanned with an HP ScanJet 5p with the same resolution. The size of the
printouts was approximately one square inch for the 600x600 pixe images and
proportiondly lessfor the smaler images.
The information rate (the number of bits embedded in an image) the image qudity, and
the error rate are controlled as a trade- off by the number (N) of watermark coefficients
pairs, the total energy (E) of the watermark signd and by the ECC expangon ratio (1/k).
For reliable communication the error rate should be kept negligible and hence:
- High N vaue reduces visud qudity and increases information rate.

High n/k ratio reduces information rate but alows lower totd energy vaue and

hence improves the visua qudity.

In addition, the noise reduction procedure can be switched off, resulting in

sgnificantly higher information rate but poor image qudlty.

Figures 7, (b) and (c) depict the trade- off between the information rate and the visud
qudity of the printed watermarked image. Typical vaues of these parameters (for a
512x512 pixelsimage) range from N=270, E=8, n/k=15:5, noise reduction “on”, for an
invisible hardcopy watermark application asin Figure 7 (b) to N=800, E=20, n/k=15:11,
noise reduction “off” for high rate but obvious watermark sgnd asin Figure 7 (c).

In the invisible watermarking scenario, 10 messages of 100 bits, where embedded in each
one of 5 different 600x600 images and were decoded without error. In the same
experiments, for the high rate and low visud quaity watermarking, the length of

messages that were decoded without error was 800 bits.

In order to verify the robustness of the hardcopy watermarking scheme we have made
few experiments where the printed watermarked images were sgnificantly miss-aigned
or where the printed media was defaced by scribbling. Even in the presence of these
disturbances decoding was performed without error.

6. Summary

We have presented anovel DFT domain watermarking scheme that embeds a binary
message in a printed image without interfering with the dithering agorithm. This scheme
utilizes the noise features of the printing-scanning operations and hence is preferable over
non-specidized digita watermarking scheme. For low embedding rate it produces
watermarked prints that are perceptudly indistinguishable from the origind prints and it
can trade visud quality for embedding rate. The scheme has been tested extensively and
proved to be stable under avariety of input images and resilient to various types of image
quaity degradations.
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Figure 7: Origina hardcopy version of a512x512 image (upper row) and corresponding
scans (lower row).

(& Origind image (no watermark).

(b) Low rate hardcopy watermark — 91 bits - (~125 bits per square inch).

(¢) High rate hardcopy watermark — 588 bits - (~807 bits per square inch).

Remark: The actua size of the printed images is approximately (5/6 inch)?.
However, in the figure they are enlarged, so that the differences can be clearly observed.
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