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1 Introduction

Undeniable signatures were introduced by Chaum and van Antwerpen [7,8].
They offer good privacy for the signer since signatures cannot be verified with-
out interaction with the signer. Undeniable signatures (and generalisations of
them, such as confirmer and convertible signatures) have various applications in
cryptography [2, 3,10].

The zero-knowledge undeniable signature scheme of Chaum [8] works in the
multiplicative group of integers modulo a prime. Although Chaum, van Heijst
and Pfitzmann [9] provided an undeniable signature scheme with security related
to factoring, before 1997 there was not a scheme based on traditional RSA
signatures. Gennaro, Krawczyk and Rabin [18] were the first to obtain an RSA-
based undeniable signature scheme. Their scheme is closely related to the scheme
of Chaum [8] and both schemes have similar security and efficiency.

One significant drawback with the scheme of [18] is that it requires the use
of RSA moduli which are products of safe primes. It was explicitly stated as an
open problem in [18] to provide an undeniable signature scheme based on RSA
which does not require special moduli. The goal of the present paper is to solve
this problem.



Of course, it is trivial to construct an undeniable signature scheme for general
moduli where the confirmation protocol has soundness probability 1/2, but we
seek solutions where the confirmation protocol is more efficient (possibly at the
expense of more demanding key certification). We must mention that general
constructions due to Michels and Stadler [23] and Camenisch and Michels [5] also
give solutions to this problem, however their systems require auxiliary tools ([23]
utilises confirmer commitment schemes, while [5] requires a secure encryption
scheme).

In the course of solving this problem we improve the efficiency and zero-
knowledge property of the denial protocols for RSA-based undeniable signatures.
The methods of this paper are therefore a useful addition to the protocol of [18],
even when safe primes are being used.

1.1 Pros and cons of special moduli

The undeniable signature scheme of Gennaro, Krawczyk and Rabin [18] is mod-
elled on RSA [27]. Thus a signature on a message m is a number s = m? (mod N)
where N is a product of two primes and where d is an integer coprime to p(N).
The difference between usual RSA signatures is that the number e such that
de = 1 (mod p(N)) is not public, and so an interactive proof (preferably zero-
knowledge) is required to confirm that s is a valid signature for m (i.e. that
s¢ = m (mod N)). This protocol relies on a public key having previously been
certified by an authority.

There are various reasons why Gennaro, Krawczyk and Rabin [18] restricted
to the case where the RSA modulus N is a product of safe primes (i.e. primes p
such that (p—1)/2 is also prime) but the most important one is that, for products
of safe primes, the group Z7}; does not have many elements of small order. If one
runs the scheme of Gennaro, Krawczyk and Rabin [18] with a general modulus
then there is a high probability that a dishonest signer can cheat (see Section 3
for details).

In general, restricting to moduli which are a product of safe primes makes
many cryptographic issues easier to handle. However, there are several draw-
backs of schemes which require special moduli. One major problem is that it is
necessary for a certification authority to guarantee the properties of the public
key. As we discuss next, none of the currently known protocols for allowing a
user to prove to a certification authority that their modulus is a product of safe
primes are fully satisfactory.

Gennaro, Micciancio and Rabin [17] have given a very nice protocol to prove
the a number is a product of two quasi-safe primes (i.e. primes p such that
(p—1)/2 is a power of a prime), but this is significantly less than the assurance
we require. For instance, a prime of the form 2 - 3% 4+ 1 is a quasi-safe prime but
a modulus constructed as a product of primes of this form would be vulnerable
to attacks such as those outlined in Section 3.

Camenisch and Michels [4] have given a protocol to prove that a number is
a product of safe primes. Their protocol requires performing the Miller-Rabin
primality test in zero-knowledge on a hidden number. It therefore requires an



enormous amount of communication between the prover and the certification
authority. This protocol is unsuitable for practical applications.

Another problem is that choosing special moduli goes against the conven-
tional wisdom in cryptography of avoiding special cases. Indeed, in Section 8.2.3
of [22] and in [29] it is explicitly stated that products of random primes are
advisable for cryptography.

There are many other protocols which currently require moduli which are a
product of safe primes [6, 14, 16,26, 28] and it is of great interest in cryptography
to provide solutions which do not require this assumption. Some recent papers in
this direction include [13] and [15]. We hope that the new techniques introduced
in this paper might be of wider applicability to solve other problems in the area.

1.2 Our Work

We provide an undeniable signature scheme for general RSA moduli. Our scheme
is, in fact, a parameterised family of cryptosystems depending on three param-
eters B, K; and K.

The number 2751 will be the probability that a dishonest signer Alice will
be able to cheat the certification authority (CA) when certifying her public key.
A value of K should be agreed in advance between Alice and the CA and could
form part of Alice’s certified public key. Similarly 2752 will be the probability
that Alice can cheat a verifier Bob in either the confirmation or denial protocols.
We allow different values of Ky and K> for generality. Typical values that might
be used in practice are Ky = K5 = 100.

The number 1/B will be the soundness probability for each iteration of the
signature confirmation and denial protocols. The number of iterations required
to obtain a cheating probability of 2752 will be logﬁ. A typical choice of B

might be 2% in which case 10 iterations of our protocols are needed for Ky = 100.

The value of B also determines how ‘special’ the moduli must be, and ac-
cordingly, how expensive public key certification is. Essentially, with B chosen,
the modulus N must have the property that ¢(N) is not divisible by any odd
primes p < B. Alice will prove this to the CA during key certification.

Large values of B will give efficient signature and denial protocols, but the
moduli N will be rather special (and there is necessarily a lot of work required
in our process for public key certification). In some sense, moduli which are a
product of safe primes as in [18] are a limiting case of our cryptosystem in which
B = N'*, Our public key certification process has been designed with rather
general RSA moduli in mind (i.e. for small values of B). If special RSA moduli
(i.e. larger values of B) are to be used then certification protocols should be
developed using techniques like those in [5]. Small values of B result in a scheme
which does not require special moduli (and for which public key certification is
relatively efficient), but the resulting confirmation and denial protocols require
many rounds to achieve the desired soundness probability of 2752, We there-
fore have a tunable family of undeniable signature schemes. In particular, we
do obtain an undeniable signature scheme which works for completely general



RSA moduli (see Section 8.4). For a fuller discussion of the performance of our
schemes, see Section 8.3. As we shall see, for the typical values K; = Ky = 100
and B = 2'° the protocols are all perfectly practical.

The next section sets up some notation for the rest of the paper. In Section
3 we review the scheme of [18] and indicate some of the pitfalls in adapting
this scheme to general RSA moduli. Our process for public key certification is
specified in detail in Section 4. We emphasise that the cost of certification is a
one-time cost. Our signature confirmation and denial protocols are described in
Section 5, with proofs of zero-knowledge and security against existential forgery
appearing in the following two sections. One important innovation here is a new
signature denial protocol which is more efficient and has a cleaner proof of zero-
knowledge than the protocol used in [18]. In Section 8 we give variations of the
scheme which provide confirmer signatures and convertible signatures. We also
discuss the performance of our scheme there.

2 Preliminary definitions and notation

Let N be a positive integer. We write Z 7, for the multiplicative group of integers
modulo N. We write @ x for the subgroup of quadratic residues (squares) in Z%;.
We write ¢(N) for the Euler phi function. A safe prime is an odd prime p such
that (p — 1)/2 is prime.

Given any g € Z% we define the order of ¢ to be ord(g) = min{n € Z : n >
1 and ¢" =1 (mod N)}. When N = p; ps is a product of two distinct primes then
every g € Z% has order dividing the least common multiple lem(p; — 1, p2 — 1).

3 The scheme of Gennaro, Krawczyk and Rabin

In this section we briefly sketch the RSA-based undeniable signature scheme of
Gennaro, Krawczyk and Rabin [18] for products of safe primes. We also indicate
why it is nontrivial to adapt this to the case of a general RSA modulus.

Alice possesses a public RSA modulus N, which is assumed to be a product of
two safe primes, and a pair of secret integers (e, d) such that ed =1 (mod ¢(N)).
Alice’s undeniable signature on a message m € Zy is s = m? (mod N), i.e. a
standard RSA signature.

Since e is not public knowledge, it is not possible for Bob to verify the
validity of the signature s without interacting with Alice. Instead, Alice the
prover and Bob the verifier engage in a zero-knowledge protocol to show that
s¢ = m (mod N). For this signature confirmation protocol it is necessary to
have some fixed commitment to the value e. This is achieved in [18] by taking a
random element g € Z} (which can be shown to have large order in the case of
special moduli) and publishing h = g% (mod N)

The signature confirmation protocol of [18] (presented for simplicity in the
case of honest verifiers) is the following:



1. Given the public key (N, g, h) and an alleged message-signature pair (m, s)
the verifier chooses random integers 1 < 4,5 < N, constructs a challenge
C = 5?1/ (mod N), and sends C to the prover.

2. The prover sends the response R = C¢ (mod N) to the verifier.

3. The verifier checks whether R = m?'gJ (mod N).

The signature denial protocol suggested in [18] is an adaptation of a protocol
due to Chaum (originally developed for the case of finite fields ;). The denial
protocol requires the prover to perform an exhaustive search over k values where
k is a security parameter. The probability of successful cheating by a dishonest
prover in this case is 1/k. There is also a minor complication about how aborting
the protocol affects the zero-knowledge properties, this is handled in [18] by using
a commitment to zero.

3.1 Generalising to general moduli, problem I

In this and the next subsection we motivate the need for our more complex
protocols by considering what happens if the protocol due to [18] is naively used
with a general RSA modulus N. The problems we sketch should be seen as part
of a general phenomenon, that protocols developed in the case of finite fields do
not necessarily give rise to secure protocols when working with Z%;.

Let Alice be a dishonest prover. Since Alice controls the factorisation of the
modulus N she can choose N so that there is a small prime ¢ with £|p(N).
She can also find an element a € Z}; such that a has order £. Suppose Alice
publishes a signature s = am? for a message m. What is the probability that
Alice can fool a verifier Bob that this is a valid signature? In the confirmation
protocol Alice receives a challenge C' = s%'h7 (mod N). In general Alice does
not know the value of i, but she can compute a response R = o"C®¢ (mod N)
where r is chosen at random. If r + 2ie = 0 (mod /) then the check performed
by the verifier will be satisfied. Hence the probability of successful cheating is
at least 1/£. Since ¢ can be chosen to be 3 this probability is quite high. There
is an analogous attack using elements of order 4 which has probability 1/2 of
success. Hence the confirmation protocol must be executed many times to give
an assurance that the signature is valid. This is unsatisfactory.

Notice that when N is a quasi-safe prime product (see [17]), using a small £
as above will render N vulnerable to well-known factoring algorithms, such as
Pollard’s P — 1 method or the elliptic-curve method. So if Alice’s objective is
to fool Bob with reasonable probability and she is not concerned about using
a modulus that succumbs to these factoring algorithms, then she can choose to
use a modulus that is a product of quasi-safe primes.

We will solve these issues by giving a method for Alice to certify that her

public key N is such that there are no small (up to a bound B) odd primes
dividing ¢(N).



3.2 Generalising to general moduli, problem II

There is a more subtle and devastating attack. Once again suppose Alice is a
dishonest signer and suppose that (either by construction, or by accident) her
public key element g does not have maximal order in Z7,.

For simplicity of presentation we suppose that there is a prime g such that
qllp(N) (i-e. qlp(N) but ¢* fp(N)) and g ford(g). We assume that ¢ is not too
large (less than 80 bits, say) so that the discrete logarithm problem in the sub-
group of order ¢ can be solved using standard methods. Let o € Z7} be an
element of order q. Alice constructs her public key h = g¢ (mod N) as usual.

Let m € Z% be any message (it doesn’t matter whether glord(m) or not).
Suppose Alice publishes s = am? (mod N) as her signature on m.

Consider the signature confirmation protocol. Alice receives the challenge
C' = s%'hi. By raising C to the power ¢(N)/q and solving a discrete logarithm
problem to the base a Alice can determine the value of i (mod ¢). Alice can
therefore respond with R = o"C® (mod N) where r = —2ie (mod ¢) is con-
structed so that the check by the verifier will always be satisfied. In other words,
Alice can fool the verifier with probability one! Similarly, whenever Alice desires,
she can successfully run a signature denial protocol on that signature.

This is an extremely severe attack on an undeniable signature scheme. We
address this problem in our scheme by using a set of generators g1, ..., gr where
we take k to be large enough so that the group generated by all the g; is over-
whelmingly likely to contain Q.

4 Public key certification

Suppose Alice wants to be able to generate undeniable signatures. Let the pa-
rameters B and K be fixed as in Section 2. The public key for Alice is a tuple
(N,g1,--->9k,h1,.-.,hg) where k is such that gi,...,gr generate a subgroup
of Z% which contains @ n with probability at least 1 — 2=%1. For example, for
the typical values B = 2!° and K; = 100 we can take k = 11. More generally,
we should take k so that 25 (B — 1)'7% < 2751 (see below). The private key
is a pair (e,d) (these values are also defined below). We emphasise that this is
different from a standard RSA public key, which would include the signature
verification exponent e. Alice must register her public key with a CA, who will
issue a certificate which confirms that Alice’s public key is suitable for the un-
deniable signature scheme we propose. The properties of the public key which
must be guaranteed by this certificate are:

1. N is a product of two prime powers p;'p5? such that each p; = 3 (mod 4).
(See Section 8.4 for discussion of how to relax the assumption that p; =
3 (mod 4).)

2. ged(A,p(N)) = 1 where A is the product of all primes 2 < < B.

3. The g; are chosen at random in a way which is not controlled by Alice.

4. The g; and h; are correctly related by h; = g¢ (mod N) for some secret
integer d which is coprime to lem(ord(g1),. . .,ord(gg))-



4.1 Construction of the modulus

The first step of key generation for Alice is to construct an integer N = pipy
which is a product of two primes such that p; = 3 (mod 4). Let B be the integer
specified in Section 1.2 and which determines the soundness probability of our
confirmation and denial protocol. We demand that for all primes 2 < | < B
one has I f(p; — 1) for i € {1,2}. This means that ¢(N) is coprime to A =
Hprimes a<i<nl:

Alice must prove to the CA that N is a product of primes p; such that
p; = 3 (mod 4). This can be achieved using a protocol due to van de Graaf and
Peralta [19]. The protocol of [19] proves that N = pj'p3? where p; = 3 (mod 4)
and the s; are odd integers. This is enough for our application (we do not need
to assume that s; = sy = 1 for our protocols) and if a stronger assurance about
the difficulty of factoring IV is required then more advanced techniques may be
used.

4.2 Proof that ¢(NN) does not have small prime factors

Alice must prove to the CA that ¢(IV) is not divisible by any odd primes 2 < [ <
B. In Figure 1 we give a protocol to achieve this in the honest verifier case. Recall
that A is the product of all primes 2 < [ < B. So A is approximately B bits in
length (for B = 2!° A has 1420 bits). The protocol involves exponentiations to
the power A. For small B, say up to 2'°, this is a perfectly feasible computation.
However, for large B (necessary when a modulus is being certified to be ‘special’),
this becomes infeasible. The largest B one might wish to use in practice would
be, perhaps, B = 220,

Protocol Certification-1(N, A).

1. The CA chooses a random integer © € Z}, computes the challenge C =
2 (mod N) and sends C to Alice.

2. Alice sends to the CA the response R = cA! (mod N) which is unique when
ged(p(N), A) =1.

3. The CA accepts if R = .

Fig. 1. Proof that gcd(A, ¢(N)) =1 in the honest verifier case.

This protocol can be made into a perfect zero-knowledge protocol (i.e. robust
against dishonest verifiers) in a standard way: Replace the second move (i.e.
where Alice sends her response to the CA) with the transmission of a perfectly-
hiding commitment to R. The CA then must send z to Alice, so that she can
check that the initial challenge was correctly formed. Alice can then open the
commitment to R, allowing the CA to see that the response is correct.



Theorem 1. Let (N, A) be as above. The protocol Certification—1 has the fol-
lowing properties:

Completeness: If gcd(A, p(N)) = 1 then the CA will always accept Alice’s
proof.

Soundness: If gcd(A, p(N)) # 1 then Alice, even computationally unbounded,
cannot convince the CA to accept her proof with probability better than 1/3.

Zero-knowledge: When Alice behaves correctly, the CA gains no information
about Alice’s private input apart from the validity of her proof.

Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.
Soundness: Suppose that [ is a prime such that [ gcd(4, ¢(N)). Then there are
at least | elements of Z% of order [ (there could be [? of them). Let o € Z% be
such an element. Let 2 € Z% be chosen at random and define C' = 22 (mod N).
Then for each 0 < i < | we have C = (za*)? (mod N). Alice therefore has
no information about which of the possibilities  is the one chosen by the CA.
Hence Alice cannot respond with the correct value with probability better than
1/1.

This discussion applies to all primes 2 < I < B, but in the worst case (as far
as the CA knows) we have ged(A, p(N)) = 3.
Zero-knowledge: Alice publishes a perfectly hiding commitment to the value
R and only opens it if the CA already knows the value. Hence the CA learns
nothing. O

The protocol must be repeated Jgﬁ times to achieve a probability of suc-

cessful cheating as low as 2751, The flows of instances of the protocol may all
be sent in parallel.

It would be very interesting to have an efficient protocol to prove that ¢(INV)
is coprime to the integer A which has a soundness probability smaller than 1/3.
It seems to be highly non-trivial to construct such a protocol.

4.3 Construction of generators

The next step of key generation is to construct elements gi,...,gx € Z}. We
cannot allow Alice to generate these elements as she might choose them to have
small order, in which case attacks like those in Section 3 apply. Hence the values
for the g; should be generated using a protocol in which both Alice and the
CA jointly contribute randomness (this is easy to achieve using commitment
schemes). Another solution would be to let the CA choose the values g; (indeed,
they could even be fixed values for all users).

The reason for choosing many elements g; is to ensure that the whole of
the subgroup Qn C Z% is generated (see the attack in Section 3.2). A similar
technique has been used in [25], [15]. This will be important in the soundness
proof of our signature confirmation protocol.



With N = p;p» the techniques in [25] and [15] can be used to show that the
number of k-tuples g1, ..., gr generating all of Qn C Z}, is equal to

er((p1 —1)/2)p((p2 — 1)/2)

where
t

¢ ¢
o (qu") =1l [T -a™")
i=1 i=1 =1
is a generalisation of the Euler phi function. From this, using estimates like those
in [25], we can prove that the probability that gi,...,gr generate all of @y is
at least 5
1—k
1 1 (B-1)
where B is the bound on the size of the prime factors of (p; —1)/2 and (p2 —1)/2.
We can make this probability arbitrarily close to one by taking k to be sufficiently
large. For example, with B = 2'° we can take k = 11 to guarantee that the g;
generate @y C Z% with probability at least 1 — 27100
In any case, we assume from now on that k has been chosen large enough
that the g; generate a subgroup of Z3, which contains Q.
The next step is for Alice to choose a secret key pair (e,d) such that ed =
1 (mod ¢(N)). Alice should then construct h; = g¢ (mod N) fori=1,... k.
It is crucial that the h; are correctly calculated and so Alice must provide a
proof that this is the case. We give such a proof in Figure 2.

Protocol Certification—2(N, g1, ..., gk, h1,...,h).

1. Alice chooses random integers 1 < ki,k2 < (N), constructs u; =
hf+k1 (mod N),v; = ng"c2 (mod N) for ¢ = 1,2,...,k, and sends the elements
u; and v; to the CA.

2. The CA sends to Alice a random bit b € {0, 1}.

3. If the bit is zero then Alice sends the two integers n1 = (e + k1) (mod ¢(N)) and
n2 = (d + k2) (mod ¢(N)). The CA can then check whether u; = g"* (mod N)
and v; = g;? (mod N) for all i = 1,2,...,k. The CA accepts if all the checks
pass and rejects otherwise.

If the bit is one then Alice sends the two integers k1 and k2. The CA then checks
whether u; = g;h' (mod N) and v; = h;g" (mod N) for i = 1,2,..., k. The
CA accepts if all the checks pass and rejects otherwise.

Fig. 2. Key certification protocol for g;, h;.

Theorem 2. Let (N, g;, h;) be as above. For N = pi'p3? define M to be the
exponent of the group Zy (i.e., M = A(N)). Assume that the group generated
by the g; contains Qn (and so, in particular, (M /2)|lcm(ord(gy),...,ord(gx))).
The protocol Certification—2 has the following properties:



Completeness: If h; = g¢ (mod N) where ed = 1 (mod M/2) then the CA
will accept Alice’s proof.

Soundness: If some h; Z g¢ (mod N) or if ed Z 1 (mod M/2) then Alice, even
computationally unbounded, cannot convince the CA to accept her proof with
probability better than 1/2.

Zero-knowledge: When Alice behaves correctly, the CA gains no information
about Alice’s private input apart from the validity of her proof.

Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.
Soundness: If Alice can respond correctly to both choices of the bit b then she
knows numbers e and d such that h; = g (mod N) and g; = h¢ (mod N) for
all ¢ = 1,2,...,k. This proves that all the g; and h; are related by the same
numbers.

We now show that the protocol implies ed = 1 (mod M). Suppose that there
is some odd prime power ¢%|M such that ed =z Z 1 (mod ¢%). By assumption,

q*|ord(g;) for some index i. Let g = ggord(gi)/qa) and h = hgord(gi)/qa). We have
g° = g°¢ = h® = g (mod N) which is a contradiction.
Zero-knowledge: This is immediate, a standard argument showing that tran-

scripts of the protocol can be simulated. O

The protocol must be repeated K; times to achieve a probability of successful
cheating to be 2751 The flows of instances of the protocol may all be sent in
parallel.

It would be very useful to have a more efficient protocol to prove the cor-
rectness of the g; and h;. It seems to be non-trivial to find such a protocol.
The standard methods used when working in finite fields F; do not immediately
translate into secure protocols to solve our problem — they are vulnerable to
attacks of the type described in Section 3.

5 Undeniable RSA Signatures

As usual with RSA it is not possible to allow any number m € Z%; to be a valid
message. Instead we need to use a cryptographically strong randomised padding
scheme to provide an integrity check on messages. We return to this issue in
Section 7, but for now we simply assume that this has been performed and that
we want to provide a signature for some element m € Z};.

Alice’s signature on m is the usual RSA signature s = m? (mod N). There
is one technicality as the signature confirmation protocol does not distinguish
between signatures which differ by an element of order dividing 2. This is also
the situation in [18]. The problem is easily solved allowing all four values s such
that s2° = m? (mod N) to be valid signatures.

5.1 Confirmation of an undeniable signature

Let (m,s) be an alleged signature pair. In Figure 3 we give a protocol (in the
honest verifier case) for Alice to prove to a verifier Bob that the alleged pair is a



genuine one. We assume that Alice has sent (m,s) and her certified public key
information to Bob. There are two solutions to make the protocol robust against
dishonest verifiers (i.e. perfect zero-knowledge) and we discuss them shortly.

Protocol Confirm(N, g1,..., gk, hi,..., g, m,s).

1. Bob chooses random integers ro,r1,...,r; such that all 1 < r; < N. Bob com-
putes the challenge C = s"h{! - - - h* (mod N).

2. Bob sends to Alice the challenge C.

3. Alice sends to Bob the response R = C° (mod N).

4. Bob accepts if R* = (m"0g;" --- g;*)* (mod N) and rejects otherwise.

Fig. 3. Undeniable signature confirmation protocol in the honest verifier case

The security of this protocol is discussed in Section 6. The protocol must
be repeated K»/log, B times (the flows of each instance may be executed in
parallel) to achieve the desired probability of 1 — 272 that the signature is
valid.

We now discuss how to transform this protocol into a perfect zero-knowledge
protocol (i.e. robust against dishonest verifiers). The first solution uses the stan-
dard technique: Instead of sending the response R, Alice publishes a commitment
to it, and opens the commitment only once Bob has shown that the challenge
C' is of the correct form. We emphasise that the zero-knowledge property of the
protocol only holds when the input is a valid message-signature pair (otherwise
the protocol gives a message corresponding to a given signature). A signature
confirmer must be careful to only execute the confirmation protocol on valid
inputs (the denial protocol given in the next section should be used in other
cases).

We note that, for undeniable signatures, it is usually preferable to use des-
ignated verifier proofs in protocols such as the one above. This can be easily
achieved using the methods of Jakobsson, Sako and Impagliazzo [20].

There is another solution which provides security only against forgery of
signatures. Instead of sending the response R, Alice sends t = H(R? (mod N))
where H is some cryptographically strong hash function. Bob can then check
whether or not ¢ is equal to H((m™g;"...g;*)? (mod N)). This proof method
does not allow Bob to use Alice as a signing oracle, which prevents Bob from
being able to forge signatures. The main problem with this method is that Alice
no longer knows which message signature pair (m, s) she is being requested to
verify. This is an attack on an undeniable signature scheme since one intended
feature of these schemes is that Alice should be aware which of her signatures
are being verified. Nevertheless, in some contexts this proof technique might be
of use.



5.2 Denial of an undeniable signature

Given a pair (m,s) which is not a valid signature for Alice on the message m
(ie. s Z &m? (mod N) where ord(£)]2), it is important to provide a protocol
allowing Alice to prove that this is the case.

One way to achieve this would be to compute the true signature m¢ (mod N)
for m, send it to the verifier, and then prove its correctness using the signature
confirmation protocol above. But this leaves the user open to a chosen-message
attack, since she can be forced to publish valid signatures on any message m.

Instead, we proceed by allowing Alice to modify the alleged pair (m,s) to
obtain a random related pair (m', s') and then perform the above process. To the
eye of a seasoned cryptographer this still looks like a security flaw, but it is well-
known that most undeniable signature schemes (e.g. [7], [18]) allow existential
forgery using just the public key. These issues are handled using padding schemes
on messages (further discussion is given in Section 7).

Our denial protocol runs as follows: Bob (or Alice and Bob running a joint
protocol) chooses a random integer 1 < r < N. Both parties can then compute
the related elements m’ = m” (mod N) and s’ = s (mod N). Alice publishes
her correct signature s” for the message m' and proves it is correct using the
confirmation protocol above. The verifier can then determine whether (s')? =
(s")% (mod N).

The denial process requires only two more exponentiations than the confir-
mation protocol per participant, and the security is the same as that of the
confirmation protocol. This is in contrast with Gennaro, Krawczyk and Rabin
[18] where the denial protocol is much less efficient than the confirmation pro-
tocol. There is no loss of security from performing signature denial using our
methods and so the protocol of [18] can be improved by using our approach. We
note that Miyazaki [24] also gave an efficient denial protocol for this application
based on the denial protocol of Chaum and van Antwerpen [7], although that
protocol requires double the computation of ours.

Note that this denial method cannot be used in the classical case of undeni-
able signatures in a finite field IF; since the verifier can undo the transformation
of exponentiation by r to recover a signature on a chosen message. We note
that Jakobsson [21] has given an efficient denial protocol for Chaum’s undeni-
able signatures. It is straightforward to adapt Jakobsson’s ideas to the case of
RSA-based undeniable signatures, but we obtain a denial protocol which takes
at least twice the computation time as our method.

6 Security of the confirmation protocol

In this section we discuss the security of the confirmation and denial protocols.
A discussion of security against existential forgery is given in the next section.

Theorem 3. The confirmation protocol has the following properties:

Completeness: If (m,s) has been formed correctly then Bob will accept Alice’s
proof.



Soundness: If (m,s) is not valid, then Alice, even computationally unbounded,
cannot convince Bob to accept her proof with probability better than 1/B.
Zero-knowledge: When Alice behaves correctly, Bob gains no information about

Alice’s private input apart from the validity of her proof.

Proof. The proof of completeness is immediate from inspection of the protocol.
We focus on the further two properties.

Soundness: We assume that N = p;p, has the property that p; = 3 (mod 4)
and that all odd primes [ < B are coprime to ¢(N). We also assume that the g;
generate Q. This is certified with probability 1 — 2751 by the key certification
process.

Let (m,s') be an invalid signature prepared by a cheating Alice. Then we
can write s’ = aém? (mod N) where ¢2 = 1 (mod N) and where a has odd
order which is divisible only by powers of primes ¢ where ¢ > B. Let ¢ be such
a prime. Since the g; generate )y, there exists at least one index I such that
qlord(gr).

Given a challenge C of the correct form s'"°h]" - - hi* a cheating Alice must
construct a response R which will satisfy Bob’s check. We now project all ele-
ments into the subgroup (a) of ¢ elements which is generated by « (if ¢l|¢(N)
then this is done by raising all elements to the power ¢(N)/q). We continue to
use the same notation for these elements, but the reader should be aware that
they now only have order dividing g.

Expressing all elements in terms of powers of a we have m = o/ and g; = «
It follows that

l;

k
l0g, (C) = ro(1 +lod) + Y _ Lirid (mod q) (1)
i=1
where d Z 0 (mod ¢) and I; Z 0 (mod ¢) (where I is as above). The response R
(again, only considering the image in the subgroup of elements of order ¢) must
satisfy

k
log, (R) = rolp + Zlﬂ“i (mod q).
i=1
Since Alice knows d, the ability to construct the right response R is therefore
equivalent to knowledge of 7o (mod ¢). But this is information-theoretically hid-
den: Given any solution (ro,...,r) to equation (1) and any integer 0 < z < ¢,
there is another solution (rg + z,71,...,7},...,r) where

rr = (rrlrd — z(1 + lod)) /(Ird) (mod q).

Furthermore, since all values r; may be reduced modulo ¢(N) the condition
1 < r; < N is preserved. Hence, Alice has no better strategy than guessing the
right power of a in her response R.

This argument applies to all primes glord(a) but since Alice might choose
« so that its order is the first prime power larger than B we can only conclude
that Alice’s cheating probability is 1/B.



Zero-Knowledge: We analyse the protocol in the case where the commitment
scheme is used. In this case Alice verifies the construction of C' before giving Bob
any information. Standard techniques show that the protocol can be simulated.

There is an interesting subtlety here though: If Alice’s response R is actually
of the form £C¢ then taking ratios gives an element ¢ of order two, which is
not simulatable. So only an “honest” run of the protocol is simulatable. In other
words, if Alice at any time publishes signatures which are of the form ¢m? with
& # 1 then she is potentially giving Bob useful information. O

7 Security against existential forgery

We now turn to the problem of whether an adversary can construct a pair (m, s)
which Alice is unable to deny.

As is well known, with standard RSA [27] it is easy to forge signatures: Given
(N, e) one can choose any integer s € Z}, define m = s° (mod N), and then s is
a valid signature for the message m. Similarly, for our system it is very easy to
construct random pairs (m, s) such that s = m¢ (mod N) using the pairs g;, h;.
Hence resistance to forgery must rely heavily on the padding scheme.

Methods to form secure RSA encryption/signature schemes are one of the
most important and well-known parts of cryptography. The precise techniques
used to achieve this are not relevant to the present paper. We simply assume
that some padding scheme such as that developed by Bellare and Rogaway [1]
is used.

The proof of security against existential forgery given by Gennaro, Krawczyk
and Rabin in [18] applies directly to our situation. The proof shows that an
adversary who is able to forge a signature for the undeniable signature scheme
can be used to construct an adversary which forges signatures for the same RSA
modulus and the same message padding scheme. The security result applies to
any attack model, in particular, it applies to an adversary mounting an adaptive
chosen ciphertext attack (CCA2). The details of the message padding scheme do
not affect the proof. We refer to [18] for the details of this, and also a discussion
of indistinguishability of signatures.

8 Discussion

As with the scheme of Gennaro, Krawczyk and Rabin [18] it is possible to add
extra functionality such as confirmability and convertibility. We discuss some of
these extensions in this section. We also discuss the efficiency of the scheme.

8.1 Confirmability

Confirmer signatures are an extension of undeniable signatures which were in-
troduced by Chaum [11]. These systems allow a signer to delegate the tasks of
signature confirmation and denial to another party.



The secret key of Alice includes the number e which is used for verifying
signatures. Alice may give this number to a designated confirmer. This means
that the task of confirming signatures can be performed either by Alice or by
the confirmer. Assuming the hardness of the RSA problem, since the confirmer
only knows e, they are unable to forge Alice’s signature.

We note that Alice cannot fool the confirmer about the validity of a given
signature. To the confirmer, Alice’s signatures are standard RSA signatures (up
to multiplication by an element of small order).

8.2 Convertibility

More generally, Alice could have a private key of the form (e, d, c) where edc =
1 (mod ¢(N)) In this case, e could be public, d and ¢ known to Alice, and ¢
known to a designated converter. The verification protocol in this case involves
raising to the power ec rather than e and it is in all other respects identical to
the one in Figure 3. An undeniable signature (m, s) can therefore be confirmed
by the converter or the signer.

Any individual signature may be converted to a standard RSA signature by
the transformation (m,s) — (m,s® (mod N)). This process may be performed
by the converter or the signer. A proof analogous to that in Figure 3 must be
used to show that this has been performed correctly. Once again, Alice cannot
cheat against the confirmer.

Note that Alice may choose several different pairs (¢;, d;) if she wants to use
several converters with disjoint jurisdiction with the same public key (N, e).

Finally, by publishing ¢, all Alice’s signatures become standard RSA signa-
tures with respect to the exponent ec.

8.3 Efficiency

Here we discuss the performance of our scheme for general values of B, K; and
K.

The one-off costs of public key certification are dominated by two factors.
There are 101;13 iterations of the protocol of Figure 1, each iteration requiring
one exponentiation by Alice and one by the CA. As we have discussed, when
B becomes large (and the moduli special), these computations become costly.
There are also K; iterations of the protocol of Figure 2, each iteration requiring
2k exponentiations (where k was defined as a function of K; and B earlier) for
the two participants. These computations become less costly as B increases. The
final public key is 2k 4+ 1 times as long as the modulus N.

Each of the mé(ﬁ rounds of the signature confirmation protocol (in the zero-

knowledge version) requires k + 2 exponentiations for Alice and 2(k+ 1) for Bob.
As we have discussed above, the denial protocol requires an additional pair of
exponentiations in total.

For the typical choices of K; = K> = 100 and B = 2'°, we can take k = 11.

Then key certification requires a few thousand exponentiations. For signature




confirmation (and denial), Bob needs to do around 240 exponentiations and Alice
around 10 (disregarding the cost of calculating and checking commitments). This
is eminently practical.

When B is small then our signature confirmation is not as efficient as the
scheme of [18]. On the other hand, the CA and the users can agree on how large
B should be taken. Increasing the size of B reduces the size of k and improves the
cost of signature confirmation at the expense of public key certification. For large
B, say B > 22°, one would use different certification techniques, e.g. the methods
of [4]. The ‘limiting case’ is the case of [18], where signature confirmation is very
efficient and public key certification is extremely inefficient.

We re-iterate that the scheme of [18] has improved efficiency when our sig-
nature denial protocol is used.

8.4 Completely general moduli

We assumed that N = pip, (or, more generally, N = pi'p3?) where p; =
3 (mod 4). One can construct a scheme which does not require any condition on
p; (mod 4) but this involves some extra techniques. The main difficulty in this
case is that we no longer know which power of two divides the exponent of Z7;.

First, we assume that ¢(N) has at least one prime factor of sufficiently large
size. If this is not the case then the modulus is easily factored using the Pollard
P—1method. No RSA-based cryptosystem would be secure with such a modulus.

The public key certification proceeds as before with some choice of B. For
completely general moduli choose B = 3 (in which case it is not necessary to
execute the protocol of Figure 1).

Let M = 2Ueg2(NM)] A signature on a message m is now defined to be any
element of the set

{Em? € 4 : €M =1 (mod N)}.

The signature confirmation protocol proceeds as in Figure 3 except the check is
that
RM = (m™g* - gi*)™ (mod N).

The probability of successful cheating by a dishonest signer in one instance of
the protocol is still 1/B. The proof of security against forgery of signatures is a
slight modification of the one given in [18].

8.5 Another approach

The trick used in the above subsection can be adapted to give a different solution

to our original problem. Let M = [[,,. 5 [Uogi(N)] Then a signature on message

m could be any element such that s = mM (mod N). The advantage of this

approach is that it can be used with a completely general modulus and no
certification of the structure of the modulus is required.

There are two disadvantages of this approach. First, the size of the number
M grows very quickly, and so only quite small values of B may realistically



be used (not more than B = 2!0). Second, the size of candidate signatures
could become extremely large. This has repercussions when analysing signature
forgery, since for certain ‘weak’ moduli the probability of successful forgery might
be relatively large compared to the desired security. Nevertheless, we feel it is
worth mentioning this other approach.

9 Conclusion

We have presented an undeniable signature scheme for completely general RSA
moduli. Our work provides a tunable family of schemes described by the pa-
rameters B, K; and K. These determine a set of trade-offs between efficiency
of key certification (and generality of moduli) and the efficiency of signature
confirmation/denial. For typical values, B = 2!°, K; = K> = 100, our scheme is
completely practical. We also give a natural denial protocol for the RSA setting
which is more efficient than the previous denial protocol of [18].
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