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integrity, web Trust Services are an emerging enabler for ecommerce.
services, B2B, They deliver trust and confidence at various stages of
trust, trust business interaction, including: establishing and
services, maintaining trust, negotiations, contract formation,
security, fulfilment, collaboration, through to dispute resolution.
e-commerce, However, there are significant technical and business
accountability, problems to overcome. Trust service providers must be
survivability, accountable for the service they provide and, because
confidentiality disputes can occur many years after a transaction, they

must be around for the long term. Finally, to be successful,
their services must make life simpler for e-commerce
participants. This paper uses examples to elucidate the
advantages and problems presented by trust services. The
authors are working on some of the technology problems,
which is a necessary first step to realising a full trust
services infrastructure.
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1 Introduction

There are many risks in trading on the Internet. Moreover, it is getting more difficult for
companies to etablish and enforce procedures for engaging safely in e-commerce. For
example, how to edstablish the authenticity of eectronic communicetions, how to ensure
eectronic sgnatures are fair and legdly binding, and how to create an eectronic audit
trail that can be used for dispute resolution.

This complexity means that misiakes will be made thereby incressing the leve of risk.
Trust Services are an atempt to address this problem. The idea is to package the
operations that must be performed (to protect participating companies), and offer them as
gmple to use (and understand) “trust services’. The provider of a trust service will be an
expert in managing risks associated with the particular service they offer.

In the physica world, a bank can be viewed as a trust service. People can choose to look
after their own money, say by storing it under the mattress. One reason why people do
not do this is that they would have to invest in Sgnificant security to avoid being robbed.
It is much smpler to use a bank to store the money; they are specididts, and are
accountable for the money they keep. Further, they understand the risks of losing money,
and 0 can mitigate agang this usng gppropriate investments in physical and computer
Security.

Taking this andogy further, banks have moved beyond “not losng” money, to offering
various value added services such as credit cards, cash machines, and direct debits. It is
imagined that trust services can extend to various vaue added notions. For example, a
sorage service could extend to monitor contracts, or enforce storage policy, a reliable
messaging service could extend to offer message audits, and so on.

The notion of trust services is not new; there are various financid, insurance, and legd
sarvices avalable that make commercid activity smpler and less risky. However, many
of them rdy on wdl established, usudly paper based, processes. For example, dthough
web and e-mal is being used more and more to set up transactions, most deds will
involve paper based contracts, invoices, and receipts, any of which could be used to
support a clam with an insurance company, or in a court of law. The reliance on these
processes enables bus nesses to engage in ordinary commerce.

There has been much tak of dreamlining business processes and transactions to
achieving cog savings usng the promises of the internet. Digitd Sgnaures provide a
mechanisn to undepin the legdity behind such digitd busness transactions and ae
supported by recent e-sgnature legidation [ESgn99]. In spite of this, it seems clear tha
companies need more help to move away from paper and into a digital world. To achieve
this trust services mugt fit seamlesdy into the business processes of these companies.



Figure 1.1
The lifecycle of a business transaction

For example, a typica lifecyce for a busness transaction would be as shown in figure
1.1 Hidoricdly trust establishment has been performed in a variety of ways including
face to face meetings, recommendations, letters of credit, background checks and so on.
In e-commerce dl the transactions are likely to be dectronic, and perhaps automated.
There are technologies avallable for identity and authorization; however, it is not a dl
easy for nongpecidist companies to use them agppropriately to establish trust. The trust
sarvices vison is to package these technologies and ddiver services tha would alow
such companiesto easly achieve the trust levelsthey desire.

Smilaly for negotiation, agreement formaion and fulfilment there are edablished roles
such as notarisation, record retention, underwriting, and business verification”. These
roles will ill be needed for e-commerce, but because of the differences of digita
transactions new ones will aso be needed. For example, to ensure appropriate processes
for al the contexts in which digitd Sgnatures are produced, and preserved. There are
technologies that solve some of these problems for example timestamping, and
document management systems, however again, it is not easy to do due diligence a each
stage in the process.

To be of vaue the trust service providers must be accountable for the service they
perform. The risks will be passed to these specidist providers, which will have the
expertise to understand the trade offs and handle the complexity. For example, a
company should be able to hold an identity service to account over an identification it

1 Third party business verification, i.e. checking and inspection of suppliers, customers, and individual
fulfilments, is a service from the old economy. For example SGS founded 1878, has been providing
such services for along time.



provided; and a notarisation service should be avalable for verification many years after
notarisng a document. Many andysts ae citing lack of accountability as a mgor
sumbling block for wide scale adoption of e-marketplaces [ ThompO1].

Thus there are three distinguishing festures of trust services,

I. they are each components in a trust infrastructure that give e-commerce
participants confidence to trade,

ii. they smplify life for their users,
iii. they are accountable, or can be used to vouch for the service that they provide.

It is not yet clear what the range of trust services will be. They can certainly be expected
to incdude mechanians to support trust establishment, negotiation, agreement and
fulfilment. For Example:

- |dentity services,

- Authorisation service,

- Anonymity services,

- Trus rating and recommendation services,
- Guaranteed message ddivery,

- Auditable recaipt generdtion,

- Storage,

Notarisation

A guaranteed ddivery sarvice may offer dorage and notarisation of documents
transmitted thereby building one trust service using others. Moreover there would seem
to be a role for a set of component trust services (i.e. services that would not make sense
to the ordinary busness cusomer, but which will be essentid to deiver the above
sarvices), for example:

- Secret/Key sorage sarvices (as a confidentid dorege service will use
cryptography and so keys),

- Archivd sarvices,
- Timestamping services.

The next section uses a generic example to paint a vison of what the world would be like
if there were a trust service eco-system in place. It tries to remain technology neutra, but
snce some current solutions can be viewed as trust services, it is natura to describe
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them. This leads to section 3, a discusson of the emergence of trust services in e
commerce today, and in the research literature. Some current technologies that can and in
some cases are being used as trust services are discussed.

The problems in making the trus services infrastructure are more than just technicd.
Section 4 discusses in more depth the characteridtics of trust services. This leads to a
discusson of the broader chdlenges in ddivering trust services. Findly section 5 draws
conclusions and recommendations.



2 Scenario

In this section we consder a business scenario and look a what role trust services play in
the different tages of it.

Teke a dasscd example of usng an externd third party to help in finding and forming a
busness rdationship between two companies. Lets say the player is a large drug
manufacture that needs to find another company to perform tests on certain drugs. An
externd party, such as an online exchange, is employed during the initid stage in order to
find a selection of potentid partners.

The task of finding the right test laboratory and forming a busness rdationship is
performed in stages as depicted in figure 2.1.

Testing Laboratory +
Drug Manufacturer

Drug Manufacturer

Testing Laboratory +
Drug Manufacturer

Testing Laboratory +
Drug Manufacturer

Drug Manufacturer

Figure 2.1
A sample process of a drug company engaging

with a test laboratory

Each dsage in this scenario congss of a separate business process involving ether the
drug manufecturer and exchange or the drug manufacturer and testing laboratory. The
next sections proceed to look at what trust services should be in place to support these
Separate business processesin an online world.



2.1 Role of Trust Services in Business Processes
2.1.1 Process of Submitting a Request

The firgd transaction of submitting the request to an exchange seems to be quite
draghtforward, in an e-world it is necessary for an exchange to establish the authenticity
of the request and dso the digibility by the paty to participate in exchange. The
exchange will incur unnecessary codts if it proceeds with bogus requests for which it will
not be paid. The full process of submitting a request will condst of at least the following
steps:

1. Drug manufacturer authenticates itsdf.
2. Anauthorised request is submitted.
3. Therequest isverified and logged.

The trust services that would be used in this process as shown in figure 2.2 ae an
authentication service to identify the manufacturer submitting a request; an authorisation
savice to vdidate the submitter’s entitlement to make the request; and potentidly an e
sgnature verification and request timestamping services.

Authorisation
Service

Authentication
— O

7 N 4 ~
B . ‘ . . h
E-Signature Time stamping
i Service ! Service

Figure 2.2
Trust services required in submitting a request
to an exchange

The authentication service provided by a third paty might potentidly serve severd
exchanges in which the drug manufecture paticipates. The verification and time-
gamping services in this case are optional since they would probably be used by an
exchange only on certain (perhaps costly) transactions to provide additiona assurance.

2.1.2 The Process of Finding Potential Partners

The second transaction from our scenario is performed by the exchange with the results
being submitted back to the drug manufacturer. The exchange mus identify companies
who have the potentid to fulfil the request. Typicdly, this would be done usng
cataogues held by the exchange athough the exchange may aso pass the request to other
collaborating exchanges.



If a request is passed to other exchanges, certain security mechanisms have to be in place:
the requester may need to be anonymised; however, the integrity and authenticity of
requests sill have to be assured. A specid purpose messaging service is used in these
Cases.

The exchange can then check the credentias of chosen or potentid partners to ensure that
they are capable of meeting the requirements.

Figure 2.3
Trust services required in request matching

2.1.3 Credibility Establishment

Before engaging in budness with one of the potentid test laboratories the drug
manufacturer ather peforms its own credibility verification, or uses an insurance
company to underwrite the transaction. In this case, the insurer would probably check out
the company with a credibility verification service The insurer and the credibility
verification service are both trust services.

| U nderwriting
. Service ,

Credibility
Certification
Service

Figure 2.4
Trust services for credibility checks

2.1.4 Contract Negotiation

During negotiation phase an assured messaging service has to be used by both parties to
not only ensure confidentidity of transactions but dso to enhance accountability by
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keeping the sequence of exchanged messages. This service will itsdf use time-gamping
and secure storage.

Storage

Figure 2.5
Trust services in negotiation of a
contract.

2.1.5 Signing a Contract

After the contract has been findised, it is digitdly sgned and time stamped, in which
cae both e-dgnature and time stamping services are used. To ensure long term
preservation of the sgned document the e-contract is passed to the secure storage service.

Secure
Storage
Service

E-Signature
Service
Time stamping
Service

Figure 2.6
Trust services required for contract signing.

2.1.6 Stage of Joint Business

Once the contract has been dgned, the drug manufacturer and test laboratory enter the
dage of joint busness. During this time the drug manufacture has to supply the drugs for



teting, whilst the laboratory caries out testing providing the results back to the
manufacturer.

During this process, both parties have access to the shared confidentid information, such
as drug details and test progress. Both authentication and authorisation service are used to
identify individuas and contral the information that they can access.

In addition, the parties agree to use assured messaging service snce information
regarding drug teding is highly confidentid and senstive, and thus must be
communicated in secure way.

Findly, the results of tests are dored by a secure Storage service for long-term

preservation.
Authorisation
Service

Figure 2.7
Trust services for continuing
business

2.2 Summary

The scenario demongrates that many of the trust services are used in various places
during the business process. Table 21 summarises which services have been used at
which dtages. For example, the secure storage service is used in negotiating, contract
signing, and joint business stages.

The find st of trus services used during busness processes might be different
depending on the scenario and gpplications. The examples li an essentid st of trust
sarvices and demondrate how they can be used dthough the ligt is definitely not
exhaudtive.



Contacting | Finding | Credibility [ Negotiating [ Contract Joint
Exchange | Partners | Checking Signing Business
Authentication 1 ¥i|
Authorisation ¥1 ¥l
Assured Messaging E E E
Secure Storage E E E
Underwriting 1
Time stamping 1 1 ¥l
E-Signature ¥ 1
Certification/Rating ¥ ¥ ¥

1C

Table 2.1

Trust service usages throughout
the business process



3 Emerging Trust Services

Researchers from NIST have presented a similar vision to trust services see [Stein97].

“ Electronic Commerce will modify some of the traditional models
for the conduct of business. However, it is important that many of
the long-standing elements of commerce be replicated in the
electronic world.”

The paper goes on to describe “trust enhancers’ that will be needed to support these
models and dements, and some of the technology needed to deliver them. These clearly
dign with trus services Thee ae many emerging technologies, and in some cases
servicesthat could play apart in atrust services infrastructure.

| dentity

Public key infragtructure (PKI) based cetificate authorities [Houd99] are commonly
used to underpin digita identitiess Companies such as Veriggn, provide sgned
certificates vouching for the identity of the owner of the public key. In theory step 1. in
the scenario the exchange need only check publicly avalable revocation ligs to get
confirmation of the identity.

PKI infrastructures are hard to use and integrate with applications and services, especidly
for tasks concerning the veification of digita identiies Companies like VaiCert
(wWwww.valicert.com) offer mechanisms and sarvices to outsource vdidation and
verification controls, based on OCSP protocols and related technology [Myers99].

In practice, there are many standardisation ssues to be resolved before PKI certificates
can be accepted between companies, see [Casas00]. The current scheme lacks
accountability with the certificate provider. Without this there is no pressure on the
provider to do the necessary offline identity checks and therefore the certificate cannot be
relied upon. A further problem is the short-term nature of the certificates, that is, the
catificate is only vaid for a limited period, typicdly tweve months. There are many
cases, for example in dispute resolution, where there is a need to prove the identity of an
author or dgnatory many years dfter the event. Extra identity tracking services would be
needed to achieve these aims.

Digital Credentials

Emerging privilege management infrastructures (PMIs) address the very basc need of
certifying atributes associated to users and enterprises. These attributes include credit
card numbers, certified credit limits, ranking information, etc.

The two principa competing approaches based on X.509 [Houd99] and SPKI [Ellis99]
technologies uses digita credentids to represent and certify digitd  attributes. These
goproaches suffer the same problems described in the identity section. In particular little
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has been done to address the accountability of attribute authorities (credential issuers) and
the management of long-term digita credentids.

Recommendation and Rating

Reputation is an important asset for people and enterprises and it is definitely a trust
enabler. In our scenario, recommendation and rating services are used by the exchange
as pat of the trust establishment phase: digitd credentials could be used to represent and
certify enterprises’ atributes.

On the business sde, recommendation and rating services are emerging within eectronic
exchanges and e-marketplaces to vouch for market participants. Market makers (e
marketplace providers) are darting to run such recommendation services for participants
in their closed communities. However, it is not just e-marketplaces and Startup service
providers that are taking business-to-busness e-commerce trust serioudy. Century-old
insurers, banks and business services companies aso have stepped to the fore to help e
businesses mitigate the risks of buying and sdlling on the Web [Hick01].

Among others, the business information provider The Dun & Bradgtregt Corp. and
verification and testing provider SGS Sociéé Générde de Surveillance SA, have recently
launched e-trust service offerings.

In  paticlar SGS launched a divison and sevice cdled SGSondte
(www.sgsongte.com). SGSs firg online offering is a service that dlows B2B suppliers to
receive a sed of gpprova after SGS has assessed criteria such as production capacity,
online trading capabilities, qudity assurance and control  sysems, and even
environmentd stewardship.

Since last year, through a series of new products and joint ventures, companies are adding
sarvices to secure online B2B transactions, insure againg risk in online trade, verify the
readiness of suppliers and discover details of a potentid trading partner's background.
Online rding services like credit rating sarvices (www.clearlybusiness.com,
www.mcphersons.co.uk, etc.) are dready available on the internet providing a view on
the financid reputation of enterprises.

Companies like TRUSTe (www.etrust.com) address the need for branded symbols of
trus and privacy on the Internet. Web stes displaying the TRUSTe Privecy Sed are
committed to abiding by a privacy policy that gives users notice, choice, access, and
security with regard to ther persond information; and in the event of falure giving users
redress.

These kinds of recommendation and rating services need a high levd of accountability to
the accurecy of the information that they impart. They must provide a high degree of
confidentidity on the information they have and ensure that the necessary checks have
been made to the source of the informetion. For such services to be successful trusted
companies and organisations must run them and they must maintain the qudity of the
information they provide to keep their reputation.
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Anonymity

Anonymity services are becoming popular on the Internet to protect users privecy. This is
true not only for consumers but aso for busnesses. the management of the privacy and
security of corporate and customer information assets can determine the success or falure
of critica e-busnessinitiatives.

Companies like Zero-Knowledge Systems (www.zeroknowledgecom) offer an online
anonymiser service based on strong encryption mechanisms and | P masking techniques.

Anonymity and privacy are dso more and more important for auctions, exchanges and e
marketplaces where the identity and credentids of market participants need to be hidden
for business and strategic reasons.

M essaging

Being ale to exchange messages in a secure and guaranteed way, during business
interactions, is afundamenta requirement.

From a low-level technology perspective, the SMIME technology standard dlows the
exchange of messages by providing mechanisms to sgn and (optiondly) encrypt
messages. SMIME makes use of the sender’s and receiver’'s digitd certificates. SMIME
only defines a standard format for messages and does not guarantee delivery. Moreover,
it suffers from the PKI problems described in the identity section.

The assured and guaranteed messaging infrastructure (that we envisage in our scenario)
needs to be provided at a higher level of abstraction, by an etrust service that can be held
to account.

Traditiondly EDI messaging and busness interaction infrasiructures provide reliable and
trused infradructures underpinning interactions within  close business communities.
Trusted third party, like GEIS (www.geis.com), supply these infrastructures by means of
Vaue Added Networks (VANS). VANS use dedicated communication resource and the
provider is accountable for their security trustworthiness.

EDI solutions are generdly quite expensive and accessible only to large enterprises and
businesses. The rise of the web has recently made these solutions evolve to include web
based messaging facilities (webEDI).

Notarisation

Notarisgtion is an essentid trust service that provides evidence of the exigence of
documents and messages a particular points in time. Notarisation services are emerging
on the Internet as e-trust services. These sarvices provide notarisation records of digita
documents induding undenigble timestamps of the content of these documents. A proof



of the notarisation act is usudly returned to the owner of the digita document by means
of arecelpt.

For example, Surety (www.surety.com) is a provider of digitd record notarisation
savice. Surety's Digitd Notary Service enables enterprises and people to notarise
eectronic files and records before they are digtributed or publicised, guaranteeing file
content and enabling the owner to verify their content for years to come.

Timestamp.com (www.timestamp.com) provides a time-samping sarvice to digitdly
timestamp digitd documents. The hash vdue of a document is digitdly sgned and time
stamped and the result returned to the requester.

Storage

The dorage of criticd digitd documents is extremey important, especidly for long
period of time, as it is the foundation of accountability. In the physcd world enterprises
and people are asked by law to store and keep paper-based documents for long periods
such that they can be used as evidence of past events or actions. Because of the trend
towards digita documents, enterprises and people are likely to be asked to store digita
documents for smilar long periods. These digitd documents can be of any type
induding e-mail conversations, e-contracts, receipts, etc.

As a pure dorage play, many technologies have been devdoped so far, a the
infrastructure, system and a the gpplication leve.

Infrastructure technologies like Storage Area Networks (SAN) and Network Attached
Storage  (NAS) provide high avalability, replication and survivability of dored
documents. Companies like Documentum (www.documentum.com) provide solutions to
dtore, index and manage huge set of documents within enterprises.

Little has been done so far to ded with the longevity issues associated to the long-term
dorage of critical digitd documents. Long-term storage services need to be provided by
trusted storage services that support the renewad of document formats and signatures, the
management of long term access control, the management of long term encryption and
ded with long term survivability of the stored data.

Trusted collabor ation

Trusted collaborative environments like Internet business communities are emerging on
the Internet as safe-havens where enterprises can cooperate on common goals. These
busness communities include extended extranets, exchanges, supply chain communities,
virtud conferences rooms, etc. Currently most of these services are ether run by a
dominant entity, such as with supply chain communities or trusted third parties like in
the case of exchanges.

One of the emerging problems to be addressed is the fine-graned management of the
access to information, resources and services shared by the participants. Little has been
done to address this problem so far. Support for the delegation and control of fine-grained

14



access control has to be provided a the data, resource and service levels. Hexible and
trused authorisation services need to be deployed to amplify the management within
these environments.



4 Research Problems in Trust Services

Trust services underpin business processes and therefore the businesses place a high
reliance on the trust services. The implications of a falure in a trust service can therefore
be severe and as such, the trust service provider needs to minimise the risk of falure and
therefore ther liabilities. The whole focus behind the trust service industry is to take
many of the trust tasks that companies find hard to manage and push them into specidist
providers. Both these arguments suggest that trust service providers should be experts in
the sarvice they provide and the relevant technologies used to provide it. They must
caefully condder the desgn of both their busness processes and the underlying delivery
technology.

4.1 Technology Issues

The range of trust services makes it hard to develop generic trust service technologies,
however, there are some key issues that need to be addressed by many trust service
providers. Four main technology issues are discussed bdow with many of the points
being rdlated to the long timescades over which the trust services make guarantees. This
change from the short timescdes often associated with computers to the much longer
business timescal es provides some considerable challenges.

Ease of use

Ease of use is important for al sysems including trust services which will be integrated
into many different companies business sysems, and reintegrated into new sysems as
updates occur. Each company will have ther own seats of policies concerning the way
they wish to use trust services and the guarantees they expect from the trust services. As
such, flexible agreements dlowing differing policies must be supported.

Some trust sarvices, for example a storage service, will require that the users maintain a
relationship with the service for long periods. This task must be smplified across the
whole set of services to reduce management overheads. For example, the complexity of
informing and managing the removad of a user; or a change in ther rights as a member of
daff leaves or changes their job can be painful if each trust service must be updated.

Some trust sarvices such as a recommendation service or a timestamp service will make a
datement that must be supported for long periods, others such as storage services will
keep data that must be recoverable after long periods. Standards for the form of
information mus be developed to ease integration and the ability to interpret information
after long periods. Equdly, where information is retained, it should be easy to search for
the required document stored some time ago.

Survivability

Trust services can be thought d as part of a critica business infrastructure and therefore,
every effort should be taken to make the system reslient to falures and attacks — that is
survivable. Properties of a survivable sysem include a mix of high avalability and a
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security dlowing the sysem to have integrity of data and service continuity in the
presence of attacks and failures.

In designing a trust sarvice, it is a good assumption that falure (or successful attack) will
occur within parts of the underlying sysem; but a level of service continuity needs to be
maintained. Given some of the issues surrounding the times over which guarantees are
made by trust sarvices it is likdy that dl sysems origindly used to provide the sarvice
will have been replaced. For example, the aigind systems used in providing a timestamp
service may have been scrapped but the timestamp service must be cepable of verifying
their origind timestamps. When a user requests a timestamp some servers may be down
but the service provider should ensure sufficient resources remain to meet the users
needs.

Survivahility is a function of an overdl system and should therefore be incorporated into
the basc architecture of a trus service Trust sarvices will often rdy on other trust
savices, these linkages, and the drengths of the chains of trust, form pat of the
aurvivability condderations. A number of mechanisms can be used to obtain a degree of
survivability and are discussed in [PASI01].

Confidentiality and Privacy

Trust services will see consderable amounts of data concerning their dients business.
For example, a recommendation service will see tasks that a business is looking for
people to carry out; a credentid service will see on whom a business is checking and
dorage sarvices may be doring, and therefore seeing, dl a companies important
documentation. It is essentid tha condderation is given as to how a high levd of
confidentidity can be gained ensuring, for example, that a trust service provider does not
lesk dients information — protecting it from even to its own operaors.

Confidentidity often refers to the ability to encrypt a link between a client and the service
provider. Whilst necessary for trust services, stronger clams should be made, for
example, about the way information is kept encrypted within the trust services computer
gysems. In cases, such as a trused dtorage service, information is maintained for long
periods of time there will be issues of long-term key management and the strength of the
encryption dgorithms over the lifetime of the data

Confidentidity is not soldy about encryption; one of the mogst important issues is the
access control on information; including resdud informaion such as billing data. Many
issues of access control are well understood and applied in a variety of ways to computer
systems and sarvices. The longevity of some trust services brings further issues where the
users and owners of each piece of information may change over time due, say to, job or
organisational changes. Even tracing a dngle us’s identity over time can prove
problemétic as keys, certificates and even user names change. It is probably necessary for
the trust service industry to have generic solutions such as identity and role tracking
sarvices to amplify the access management tasks.
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Integrity

Many trust services are acting as information providers and clients will be concerned
with the integrity of the information and ensuring that it is correctly atributable to the
trust service. Equdly, the trust service will ke keen that others cannot make statements on
their behdf and that during the lifeime over which the statement will be used that they
cannot be changed. Typicdly, this will be done by sSgning the statements and ensuring
they are time-stamped with keys of sufficient Sze to protect them for their expected
lifetime. Trust services should be concerned with the way their sysems are run to ensure
that rogue employees cannot form unintended trust statements.

To an extent the publication of trust statements, or receipts for say storage, will make it
hard for a trust service to back down on clams. Trust services may be required make
further demondration of their clams, such as to judify that they correctly vouched for
someone on the bads of the information avalable to them & that point in time This
means tha trust services should be able to demondrate the integrity of al their records
and the functioning of their sysems— amore chdlenging task.

4.2 Business Issues

The Trust Services vison involves much more than technology and in particular cannot
be s0ldy redised by a technology provider. It is likey to require collaboration and
cooperation from many parties. This section outlines some of the nonrtechnicd issues
and mentions some of the other Sakeholders that have interests, opportunities or
knowledge in this area.

Enterprises and consumers will be heavily rdiant on individud trust services, which will
in turn be rdiant on the whole infrastructure. For this reason al providers will have an
interest in preserving the reputation of the eco-system. It is believed that providers need
to "look after" each other and share good practice, in much the same way that the banking
industry operates. The reliance is very much long term and the technology brands are
unlikely to be ones that enterprises will readily turn to for such sarvices. The more likdy
brands would seem to be those involved in the current trust infrasiructure, i.e. banks,
insurance, audit, and perhagps government organisations.

Longevity aso poses chalenges for revenue modds for example, how would an
enterprise expect to pay for the storage related to a transaction that must be kept for many
years. It may be that the banks can readily understand the business modds that are likely
to emerge, but it may be that lateral business thinking will be required.

In the introduction, it was argued that providers are best placed to be accountable because
they will undergand the risks. It is worth noting that not al the risk is in the technology,
and even if it were, there would ill be a need or actuaria expertise when deciding what
technology to deploy. Other factors that will need to be wel understood, and perhaps
influenced, are the condraints of the legd system, common practices within industries,
auditors and government organisations. Standardization is a vitd component. Some
dsandardization efforts are aready appearing (see [PROOQQ]), but there is a lot of work
needed before the technology and processes are well enough understood for common
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dandardisation. Nevertheless, such forums ae clearly important to encourage the
collaboration between interested parties.

Ancther diginguishing and vitd ingredient of trust services mentioned in the introduction
was that they amplify things for their users. To do this they mud integrate seamlessy
with their busness processes. Web sarvices can help with this since using externd
savices with dandardised interfaces is eader than integrating a new sSysem into an
enterprises exiding IT infragructure. However, this explanation hides a lot of detail, and
it would be extremdy unwise to proceed without using the knowledge of customers, and
perhaps the software providers that assst current business processes.

In summary, there is a large and eclectic community of dakeholders with different
opportunities, influence, and knowledge to contribute to the vison. Edablishing the
necessxy collaboration will be extremely chdlenging. It is worth noting that the vison
can be reached incrementally. For example, technology providers with sufficient
technology can partner with, say banks to offer any of the services described, and they
should add value. The hope would be that the vaue would be such that using the service
becomes standard and ends up influencing indudry practice, which in turn may influence,
say legal precedents.



5 Conclusion

This paper has described a trust services infrastructure condsting of etrust services. Such
an infragtructure will creste a much needed step change in ensuring good practice and
confidence in the context of e-commerce.

Five key ingredients that trust service providers must offer:

- Accountability: At a minimum this mus mean assurance that ther processes will
gand up to scrutiny in disoutes, but better il will meen they assume ligbility for
the service they offer.

- Survivahility/Longevity: Each sarvice and the industry as a whole must produce
technology and businesses that will be available to resolve disputes decades after
events.

- Corfidentidity: The cusomer will be giving their highly sendtive daa to the trust
sarvices and the trust services must ensure confidentidity even within their own
organisation.

- Integrity: Linked with accountability and longevity, but worth digtinguishing.
Because digitd data is so easly created and forged, providers must be able to
demondrate the integrity of their information or the information they keep.

- Smplicity: Complexity and legacy are mgor stumbling blocks for e-commerce.
To be successful, trust sarvices must meke life dmpler for e-traders, and they
must take account of existing infrastructure.

Understanding how to do dl these things is not just about technology and a technology
provider acting done canot reolve them. Redisng the full vison will require
collaboration amongst many of the likdy doakeholders, for example governments,
industry regulators, banks, insurers and lawyers.

There is a broad and deep set of technology problems that need to be addressed. The trust
sarvices team are working on some of the technology problems. At the same time, the
team is engaging with cusomers from various indudtries to develop and validate modes
for trust services. It is worth noting that there are likely to be dgnificant opportunities in
many pats of the ovedl vidon, and S0 it is worth researching this gpace in an
incrementa fashion, with one eye being kept on the big picture.
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