September 12, 2001

1 of 45

Characterizing the Scalability of a Large Web-based Shopping System

Martin Arlitt Diwakar Krishnamurth y Jerry Rolia

Hewlett-Packard Laboratories 1501 Page Mill Road Palo Alto, CA 94304

{arlitt, diwa, jar}@hpl.hp.com

This paper presents an analysis of five days of workload data froma large Web-based shopping system. The multitier environment of this Web-based shopping system includes Web servers, application servers, database servers and an assortment of load-balancingand firewall appliances. We characterize user requests and sessions and determine their impact on system performance and scalability. The purpose of our study is to assess scalabilityand support capacity planningexercises for the multi-tiersystem. We find that horizontal scalabilityis not always an adequate mechanism for supportingincreased workloads and that personalizationand robots can have a significant impact on system scalability.

Introduction

Arlitt, Krishnamurthy and Rolia Page 2 of 45

1 INTRODUCTION

Over the past several years interest in e-commerce (i.e., the use of the Internet to buy and sell goods and services) has grown substantially. Whilee-commerce itselfis relatively new, the underlyingbusiness principlesfor its success are not. Inorder to be successful, a business must not only attract new customers but retain existing ones, as profits rise with extended customer relationships [21]. In fact, retainingjust 5% more customers has been shown to increase profits by up to 100% [21]. This result suggests that businesses should do whatever they can to retain their customers. The fundamentalmotivationfor this work is the need to ensure a profitable business. Reichheld and Sasser state that qualityis the most profitable way to run a business, and that in order to improve quality it must first be measured [21]. Unfortunately there are many aspects of a business that must be evaluated in order to measure quality. For example, a business must market itselfeffectively to attract (and retain) customers. A business must ensure that it has the products or services that its customers are lookingfor at acceptable prices and insufficientquantities[14]. Abusiness must find ways to “know”whoitscustomers are in order to provide them withbetter (i.e., personalized) service [21]. To retain customers a business must also provide a pleasurable shopping experience (e.g., no long delays to make a purchase, ease and promptness infindinggoods or services, etc.). Inthis paper we are primarilyconcerned withthe last of these issues, that is, providinga pleasurable shopping experience. The others, whilevitalbusiness practices, are (mostly)beyond the scope of this paper.

Introduction

Arlitt, Krishnamurthy and Rolia Page 3 of 45

Our purpose is to investigate the issues affecting the performance and scalabilityof a large Web-based shopping system. Workload data was obtained from an e-commerce site. Workload characterization and clustering techniques are used to determine the impact of user requests and sessions on system performance, to assess system scalability, and to support capacity planning exercises for the multi-tier system. Our research has identified several key results. First, there are tradeoffs among business issues that must be considered. In particular, providingpersonalized service to customers can severelyimpactthe shopping experience providedto customers, as personalizationmay reduce the performance and scalabilityof the system. Thus it may be necessar y for the system to adapt to its workload,providingmore personalizationwhen relativelyfew customers are using the system and less (or no) personalization when the system is supporting many concurrent customers. Second, we confirm that, as in other studies [2][18],a nonnegligible fraction of requests are issued by robots (i.e., non-human users). We find that robots can have a significant impacton system performance. Steps should be taken to positively identifyrobots so that their presence does not degrade the service provided to customers. Finally, caching is vitalfor ensuring the scalabilityof large Web-based shopping systems, even though much of the workload may appear to be inherently uncacheable. The remainder of this paper is organized as follows. Section 2 provides additional background information and introduces related work. Section 3 describes the system under study, while Section 4 presents the measurement data used in our work. Section 5 discusses the results of our (HTTP-level) workload characterization. Classes of requests are

Background Information and Related Work

Arlitt, Krishnamurthy and Rolia Page 4 of 45

characterized inSection 6, whichalso exploresthe impactofworkloadchanges and personalizationon system scalability. Section 7 characterizes classes ofuser (i.e., human customers) and robot sessions for the purpose of capacity planning. A summary of performance and scalability issues is given in Section 8. Concluding remarks are in Section 9.

2 BACKGROUNDINFORMATIONANDRELATEDWORK

In the previous section we identified a number of issues (e.g., personalized service, a pleasurable shopping experience) that must be addressed in order to ensure a successful (i.e., profitable) business. Unfortunately, tradeoffs among many of these issues must be considered. For example, successful promotionscan cause dramatic increases in the number of customers that visit a site. If system capacity is inadequate, system performance can degrade substantially, leading to a loss of customers. Poor site responsiveness (i.e., long response times)can also result ina loss ofcustomers and revenue to competitorsites. The performance and scalabilityofa site are therefore vitallyimportant issues that must be carefully managed to avoid blunders that risk a business’s success . Capacity management for Web-based shopping systems is governed by the notionof horizontal scalability. That is, as the number of concurrent users that the system must support increases, more servers are added. Such scalingmust be cost effective, otherwiseitwillnot be possible for a system to support the large number ofusers that can be attracted bya successful promotion. In order to improve the performance and scalabilityof e-commerce systems, a thorough understanding of the system workload is required. Numerous

Arlitt, Krishnamurthy and Rolia Page 5 of 45

characterization studies of Web server workloads have been conducted, including[3],[4], and more recently, [20]. Due to the limitedavailabilityof data, few characterizationstudies of e-commerce workloads have been done. Menascé et al. performed one of the first [18]. Our work builds on the characterization studies of Web server workloads and extends the current knowledge of e-commerce workloads. E-commerce provides businesses witha great opportunityto quantifythe qualitythey provide their customers, since the underlyinguse of computer systems enables businesses to collectthe data necessar y for analysis. Lee and Podlaseck utilized data fromonlineshopping systems to develop tools for improvingWeb marketing and merchandising [14]. Many Web-based shopping sites todayare interested inpersonalizingonlineshopping as a means of differentiating themselves from their competitors. VanderMeer et al. [22] propose a method for improvingthe scalabilityofpersonalizationsystems. Ourwork is complementary. Challenger et al. developed an approach for consistently caching dynamic Web data that became a critical component of the 1998 Olympic Winter Games Web site [7].

3 THE SYSTEMUNDERSTUDY

The Web-based shopping system under study has a multi-tierarchitecture typicalofe-com-merce sites. The tiers of this system are illustrated in Figure1. Allcustomer requests access the system via the Internet. Load balancers divideincomingrequests across a tier ofWeb servers. The Web servers serve allrequests for non-dynamicresources and propagate requests for dynamicresources to applicationservers. Adynamicresource is one that

Arlitt, Krishnamurthy and Rolia Page 6 of 45

is typicallycreated by executing a program or script each time the resource is requested. Applicationservers make use ofdatabase servers to support informationretrieval, personalization,and transactional order management. The applicationservers prepare responses in HTMLformat for rendering on users’browsers. These responses are then propagated to the customer via the Web server tier. Networkingequipment such as routers and firewalls are not shown in Figure1. The system under study handles only the requests for the HTMLportions of each Web page. Allrequests for the embedded graphics in each page are provided by a separate “graphics”system. No workload data on this graphics system is available; as a result, this system is not analyzed in this paper. Applicationservers can either generate HTML responses for users dynamicallyor serve responses from an application server request cache (each applicationserver has its own request cache, as shown in Figure1). Dynamicallygenerating responses creates the opportunityfor personalization, but can use significantly greater processing resources than serving responses from a request cache. We explorethe performance and scalabilityimpact of applicationserver request caching in this paper. Anumber of our analyses in Section 7 characterize user sessions . We define a session as a sequence ofrequests made by a single "source"duringa visitto the site [17]. For the system under study each session is associated witha unique identifier inorder to maintainstate (e.g., shopping cart contents) between requests. The first request of a session does not have a session identifier - we define it as a session id-less request. A Web server that

Arlitt, Krishnamurthy and Rolia Page 7 of 45

receives a session id-less request uses a load-balancingalgorithmto choose an application server. Itthen forwards the request to the applicationserver, whichassigns a session identifier. Subsequent requests in the session may go to any Web server but are always directed back towards the application server that issued the session identifier. In this paper we consider initialsession id-less requests to be part of their sessions . However itis not possible to positivelyidentifythe access logentry ofthe initialrequest ofalldistinct sessions . Althoughthe Web access logs do contain the IP address for the client that issued each request, there are a significant number ofproxies present whichmay represent any number of users. When characterizingsession lengths, we compensate for the initialsession id-less request by simplyadding one to allreported session lengths. We assume that the timebetween this initialrequest and the second request in the session (i.e., the initial"inter-request"time) is equal to the mean inter-request timeacross allsessions . Ananalysis determined that these start of session requests accounted for most of the session id-less requests. Finally, to conserve system resources, applicationservers time-out sessions (and reclaim their resources) after 15 minutes of inactivity. Allrequests associated withan expiredsession identifier receive a ‘time-out’response. Atthis point the user may return to the home page to obtain a new session identifier, or they may choose to depart.

Arlitt, Krishnamurthy and Rolia Page 8 of 45

Figure 1 Logical Diagram of the System under Study

Measurement Data

Arlitt, Krishnamurthy and Rolia Page 9 of 45

4 MEASUREMENTDATA

The measurement data for this study was collected from four different sources. Three of these sources were part ofthe site under study. The primary source ofworkloaddata were the access logs collected from each of the Web servers in the site. Additionalworkload informationwas providedby the access logs ofeach ofthe applicationservers. Supplemental performance data for servers was available fromMeasureWare^1 logs. These logs were available for all of the servers in the site. The fourth source ofdata was a test environmentthat was a replicaofthe actual site, albeit on a much smaller scale. This test environmentenabled us to further characterize the performance ofvarious requests. For example, itwas possible to obtainestimates for the mean CPU demands of important requests using exercisers (i.e., mini-benchmarks). Unless explicitly stated we do not use this data when reporting how the actual site was used. Measurement data was collected fromthe actual site on two separate occasions. The first measurement period was on March 9^{th}, 2000 (the March data set); the second measurement period lasted frommidnighton July 21^{st}, 2000 untilmidnighton July 25^{th}, 2000 (the Julydata set). There were no significant changes to either the software or hardware configurations of the system under study between the two measurement periods. The Web server access logs contain a single line of information for each HTTP request issued to the site. The recorded information includes: the IP address of the client that issued the request; the time the request was received (1 second resolution); the method

1. MeasureWare is also known as the Vantage Point Performance Agent [23].

Measurement Data

Arlitt, Krishnamurthy and Rolia Page 10 of 45

(e.g., GET)to be applied to the resource; the name of the resource (i.e., the URL);a session identifier (for sessions already in progress); the HTTPprotocolversion; and the HTTP response code. The Web server logs are used in the (HTTP-level) workload characterization described in Section 5 and the characterization of sessions presented in Section 7. The applicationserver access logs contain a single lineofinformationfor each request handled by the applicationserver. This information includes: the timestamp of the response completion;the elapsed time for completingthe response; a flag to indicate ifthe response was served from the application-level cache; and the (application-level) resource name. These logs are used to calculate CPU demands in Section 6. The MeasureWare logs providea widerange ofdata on server performance. For this study we primarilyutilized “global”metrics (aggregated over five minute intervals). The data we used includes:a timestamp for the start ofthe measurement interval; the mean CPUutilizationover allserver CPU; the peak diskutilizationacross alldisks; the physicalmemory utilization; and the number of packets sent and received on allnetwork interfaces. Information from these logs was used in Section 6 to compute CPU demands. Despite the vast amount ofdata collected,a lotofinterestinginformationis stillmissing. For example, the Web server logs do not contain any information on the size of request or response headers or bodies, nor do they includea measure ofthe timerequired to complete a response. In addition,the timestamps for request arrivals have onlya one second timestamp resolution,whichlimitsthe accuracy ofseveral ofour analyses. The applicationserver

Workload Characterization Resource Types

Arlitt, Krishnamurthy and Rolia Page 11 of 45

access logs do not includea session identifier that would allow us to match the requests in the Web server access logs to those in the application server access logs . The collecteddata contains informationthat can be used to evaluate the site’s effectiveness frommany different perspectives. In this paper our focus is on the performance and scalabilityofthe site. Other important perspectives, such as marketing and merchandising [14] are orthogonal to the issues that we pursue in this paper. In addition,we do not report any absolute values (e.g., the number ofrequests duringthe measurement period)that couldbe used to derive informationon the site’s effectiveness interms ofmarketing and merchandising(e.g., the number ofcustomers visitingthe site or the number ofpurchases made during the measurement period).

5 WORKLOADCHARACTERIZATION

Thissection presents the results ofour (HTTP-level)workloadcharacterization. Inour effort to identifymethods for improvingscalability, we focus on the most significant characteristics. Section 5.1 discusses the distribution of requests by resource type. Section 5.2 analyzes the usage ofthe site duringthe measurement periods. Section 5.3 looksat the resource referencing patterns. Section 5.4 describes client request behaviours.

5.1 Resour ce Types

Table 1 provides the breakdown of requests by the resource type. Two approaches are utilized to determine the resource type. One approach examines the extension of the resource. For example, resources ending in ‘.jpg’or ‘.gif’are placed in the Image cate-

Workload Characterization Usage Analysis

Arlitt, Krishnamurthy and Rolia Page 12 of 45

gory. The second approach searches for the presence of a parameter list (e.g., /exam-

ple.html?parameter_list). Allrequests containinga parameter listare placed in the

dynamic category. Table 1 reveals that almost all requests (over 95% in both data sets) were for dynamic resources. Even after accounting for the absence of graphics, this represents a significant difference between this e-commerce workload and ‘traditional’Web server workloads. As we willsee in Section 6, the on-demand creation of dynamic resources can have a significant impact on system scalability. In the remainder of the paper, when analyzing system workload, we consider only the requests for dynamic resources.

5.2 Usage Analysis

Our nextanalysis examines the usage ofthe site duringeach ofthe two measurement periods. Understanding site usage is important for numerous reasons, includingadministrating the site (e.g., scheduling backups or upgrades so that there is minimum impact on the customer experience). Monitoring site usage over time is important for planning capacity.

Table 1 Breakdown of Requests b y Resour ce Type Resour ce Type Mar ch 2000 (%) July 2000 (%) Dynamic 96.58 95.73 HTML 2.58 3.67 Image 0.37 0.16 Text 0.03 0.01 Other 0.44 0.43 Total 100.00 100.00

Workload Characterization Usage Analysis

Arlitt, Krishnamurthy and Rolia Page 13 of 45

Figure2 shows the usage of the site during each of the two measurement periods. The curve in each graph represents the request rate to the site during each minute of the measurement period. The request rate has been normalized by the mean request rate of the measurement period. Figure2(a) shows the site usage for a single day in March. This figure indicates that the workload follows a typicaltime-of-day pattern; i.e., the site is busiest during the day and least busy during the earlymorning. The peak request rate during this measurement periodis twicethe mean request rate, and almost nine times the lightestload, whichoccurred between 3am and 6am. Duringthis measurement periodthere were a number of occasions when the request rate appears to decrease rapidly for a short period of time. Allof these occurrences were followed by a sudden increase in the request rate. We do not know ifthis behaviourwas due to a problem withthe system or a problem withthe collection of the workload data. Figure2(b) shows the usage of the site during the July measurement period. This figure reveals that in addition to the time-of-day factors, the day of the week also affects the request rate to the site. For example, the site is busier on weekdays than on weekends. On weekdays the workload is busier during the day than the evening, whichis stillsignificantly busier than the earlymorning. On Saturday the request rate is quite consistent throughout the day and evening hours. On Sunday the evening hours are busier than the daytime hours. In all cases , the lightest loads occur in the earlymorning hours. In Figure2(b) the peak request rate is more than twice the mean request rate and nine times the minimum request rate. Whileboth of our data sets are quite consistent in terms of the peak to mean

Workload Characterization Usage Analysis

Arlitt, Krishnamurthy and Rolia Page 14 of 45

ratios, itis important to note that there were no special events duringeither ofthese periods that would have caused a “flash crowd”(i.e., a sudden and significant increase in the number ofuser arrivals). Examples offlash crowds can be seen inthe 1998 WorldCup Web site workload[3]. The flash crowds inthat data set were caused byuser interest inseveral ofthe key football(i.e., soccer) matches. Examples of special events that can affect e-commerce workloads are new advertising campaigns, special promotions (e.g., issuing coupons), or the approach of holidays such as Valentine’s Day, Easter, Mother’s Day, Father’s Day and Christmas.

As we have already described, the request rate duringthe two measurement periods varied by up to a factor of nine indicatingthat at times the system has excess capacity. This suggests that the system could be enhanced to provide more personalized service to the

Figure 2 Traffic Volume: (a) March 2000 (b) July 2000

(a) (b)

Workload Characterization Resource Referencing Behaviour

Arlitt, Krishnamurthy and Rolia Page 15 of 45

smallernumber ofcustomers visitingthe site duringthese periods. Thisadditionalcustomer service could be a feature for improving customer loyalty, and ultimately increasing profits.

5.3 Resour ce Referencing Beha viour

In this section we analyze the referencing behaviourto the unique resources (i.e., the distinct URLs, includingthe name of the resource and any parameters) requested during a given measurement period. In particular, we examine the popularity of resources for this site. Inseveral studies, the popularityofresources on the Web has been characterized by a Zipflike distribution[4][5][6][8].Adistributionis considered to be Zipf-like ifthe relative probabilityof a request for the i^{th} most popular resource is proportionalto 1/i^β [6]. The more concentrated the references are to a set ofpopularresources, the greater the value ofβ. To test if a distribution is Zipf-like, a log-transformed plot of the number of references for each resource as a functionof the rank of the resource is created. The most frequentlyreferenced resource is assigned a rank of 1; the N^{th} most frequently referenced resource is assigned a rank ofN. Ifthe distributionis Zipf-like, the plotshould appear linearwitha slope near -β [5]. Figure3(a) and (b) show the relative popularity of the most referenced resources in the March and Julydata sets respectively. These plots indicate that the most popular files do follow a Zipf-like distribution. The estimates of the slope are β=1.06 for the Marchdata set (Figure3(a)) and β=1.04 for the Julydata set (Figure3(b)). In both cases the coefficient of

Workload Characterization Resource Referencing Behaviour

Arlitt, Krishnamurthy and Rolia Page 16 of 45

determination(R^2) is 0.99, whichindicates a very good fit between the empirical and synthetic distributions.

These results suggest that even a small cache could significantly improve system performance, as a small number of resources account for a significant fraction of allrequests. In the case where a smallcache is utilized, an intelligentreplacement policyshould be used to maximize performance. Such a replacement policywould need to exploitworkload characteristics such as resource popularityinorder to achieve the best possible performance. For reasons explained in Section 8, we discuss utilizinga cache large enough to store all of a site’s responses; a side effect ofthis approach is that itnegates the need for a replacement policy. Asa result, we do not investigate other resource referencing characteristics(such as temporal locality) that could be useful in designing/selecting good replacement policies.

Figure 3 Concentration of Resource References (reference count vs. rank): (a) March 2000 (b) July 2000

(a) (b)

Workload Characterization Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 17 of 45

5.4 Client Request Beha viour

In this section we analyze the requests (or references) by the clientIP address, rather than by the name of the requested resource. Figure4 indicates the relative popularityof the clients based on the number of requests issued by each unique client. The results show that the popularityofclientsalso follows a Zipf-like distribution. Inthe Marchdata set the slope is estimated at β=0.66 (Figure4(a));inthe Julydata set (Figure4(b))the slope is estimated at β=0.78.

These results reveal that some clients issue significantlymore requests than others. Many of the more popular clients are actuallyproxy servers that forward requests on behalf of a number of customers. This verifies that caching at a small number of locations withinthe Internet wouldbe an effective enhancement for improvingthe scalabilityofthis system. We

Figure 4 Concentration of Requests from Clients (request count vs. rank): (a) March 2000 (b) July 2000

(a) (b)

Classes of Requests Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 18 of 45

discuss this issue inmore depth inSection 8. Asecond group ofpopularclientsare robots. We discuss robots and their impact on the system in more detail in Section 7.

6 CLASSES OF REQUESTS

Inthissection we characterize classes ofrequests based on the impactoftheirperformance on the system. We then discuss the impact of these request classes on system scalability. For the system under study, nearlyall requests are for dynamicresources (not HTMLfiles) and pass fromthe Web server tierto the applicationtierfor processing. Applicationservers in the system under study support many kinds of requests. However, there are essentially three classes of requests, distinguished by their significantly different resource demands. We partitionthe requests intothese classes to better support reasoning about the scalability of the system. The three classes of requests are cacheable, non-cacheable, and search. As examples, cacheable requests return responses that describe products for sale. Non-cacheable requests include such functionsas adding an item to a shopping cart and preparing order details. Search requests let users search for products by keyword. Non-cacheable and search requests always cause dynamic page generations^2. Cacheable requests, as the name implies, can have theirresponses stored inan applicationserver request cache. Subsequent requests for the same response can be ser ved from the cache.

2. The caching of search responses is not uncommon in these environments but was not exploited during this study.

Classes of Requests Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 19 of 45

Adrawback of a cached response is that it must not contain any personalized information. As discussed in the Introduction,personalization is desirable to boost repeat visits and increase revenue [21].Personalizationis therefore desirable for Web-based shopping sites. Requests for cacheable documents that are not inthe cache or that are personalized cause the dynamicgeneration of responses . We define these as request cache misses. They are different from uncacheable requests (e.g., requests in the non-cacheable and search classes) which are never cached. Table 2 lists the request classes and gives the relative mean CPU demand for each. CPU demand does not include the time spent waiting for input-outputoperations or any other remote access; itis timespent consumingCPUresources alone. These demand values are estimated based on the use of exercisers and MeasureWare CPU demand reports from withinthe testbed environment.The reported values were verified withrespect to elapsed time measurements for the system under study during low load conditions.

Table 2 Relative Mean CPU Demands f or Request Classes Request class name Ratio of CPU demand Cacheable (response can be cached) 1 (cache hit) Cacheable (response can be cached) 500 (cache miss) Non-Cacheable (response can not be cached) 100 Search 40

Classes of Requests Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 20 of 45

For the system under study, the application server CPUs presented a system bottleneck. The wide range of ratios shown in Table 2 suggest that the request mix has a significant impact on the average applicationserver CPU demand per request. For the system under study, generating a cacheable response dynamicallyrequires approximately500 times the applicationserver CPU demand of servinga response fromthe request cache. Thisis due to the use of interpreted scripts, and illustrates the performance cost of personalizationand other request cache misses. Mechanisms that integrate fragments of cached pages during personalizationare also possible and may have lower costs, but they were not exploitedby the system under study [7]. The remainder of this section characterizes the request classes for our data sets and demonstrates the sensitivityofsystem scalabilityto request class mixand request cache hitrate. Request class mixdefines the fraction oftotalrequests, over some timeinterval, that belong to each class. Table 3 gives a breakdown of requests by request class for the March and Julydata. The table shows that the request class mixremained relativelystable over the five month period. Table 3 Request Class Mix Request class name Mar ch 2000 (%) July 2000 (%) Cacheable (response can be cached) 73.30 70.53 Non-Cacheable (response can not be cached) 15.89 17.94 Search 10.81 11.94

Classes of Requests Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 21 of 45

Asimpleutilizationanalysis demonstrates the sensitivityofapplicationserver capacityto the mixofrequests for the three classes . Utilizationanalysis exploitsthe utilizationlaw[11]that states:

U = X D (EQ 1) where U is the utilizationofa resource, Xis the number ofcompletionsper timeunit,and D is the demand intimeunitsper completion. Since Uhas a maximum value of1 per resource the maximum value for Xis determinedbyD. AsD increases, the maximum number ofcompletions per time unit decreases . Conversely, as D decreases , the maximum number of completions per time unit increases. Calculatingthe ratio of demand for different planning scenarios quantifies the change in system capacity:

Change in capacity = D_{old} / D_{new} (EQ 2) As an example, suppose the system has the request class mixfor the Julydata in Table 3. Based on the productofthis mix(weights) and the ratios ofaverage applicationserver CPU demands (D) ofTable 2, the weighted average CPUdemand D per request is 23.4 times that of a cacheable request. Ifthe percentage of cacheable requests varies by �±5% withthe differences applied equally to non-cacheable and search then the average CPU demand per request for the workload varies from20.0 to 26.9 times that of a cacheable request. Therefore, depending on the perturbation in request class mix,the capacity of each application server varies by a factor of 1.17 to 0.87. Nextsuppose that the request cache is not large enough to cache allpossible responses or that the frequent personalization of responses is required. Suppose again we have the

Session Analysis Client Request Behaviour

Arlitt, Krishnamurthy and Rolia Page 22 of 45

workloadmixofthe Julydata fromTable 3. We perturb the workloadmixofTable 3 by consideringa 1%, 4% and 8% increase inresponse cache misses to reflect increased personalization. The weighted average CPUdemand Dper request for these perturbationcases are, respectively, 28.4, 43.4 and 63.3 times that of the average CPU demand of a request satisfied by the cache. For these cases the relative capacity per server decreases from1 (for no misses), to 0.82, 0.54, and 0.37, respectively. For large numbers ofusers an 8% request cache miss rate combinedwitha 5% decrease in cacheable requests leads to very high demand. Approximately2.7 times as many servers are required compared to the scenario ofno request cache misses. Thisis a concern when exploitinghorizontal scalability. Even small changes in the cache hit rate or the workload mixcan have a significant effect on the number of servers needed for horizontal scalability under high load conditions.

7 SESSION ANALYSIS

The previous section contained an analysis of individualrequests. This section presents a session-level characterizationof the system under study. Section 7.1 introduces issues that pertain to the two kinds of sources that make use of the system, namely users and robots. Section 7.2 discusses the session-level characteristics for the March and July data sets. Section 7.3 applies clustering techniques to categorize the individualsessions based on theirperformance impacton the system to support the evaluationofsystem scalability. The

Session Analysis Users and Robots

Arlitt, Krishnamurthy and Rolia Page 23 of 45

resulting clusters are used to create workload classes appropriate for multi-class queuing models.

7.1 Users and Robots

The primary source ofrequests for large Web-based systems (such as the one under study) are users. Robots are another source of requests. Common uses of robots includedetermininga site’s liveliness, measuring a site’s responsiveness , and collectinga site’s pricing information. It is important to distinguish these sources of requests from those of users when reporting on user behaviour and when assessing scalability. It is difficult to positively distinguishbetween robots and consumer sessions . Whileproper ‘netiquette’requires robots to access the resource ‘/robots.txt’to identifythemselves to the site as being a robot (and to learn about the site rules for robots) [13],our results suggest that most robots do not access this file. While some robot implementors/users may be unaware of this expected behaviour, we speculate that many choose not to access this resource because numerous sites refuse (further) service to positively identified robots. A few robots can be identified by the user-agent informationthey provide, whileothers can be identified fromtheirfullyqualified domain name. Unfortunately, these methods do not allow us to identifymany of the (suspected) robots. Thus, for this work, we utilize the overly-sim-ple assumption that robot sessions issue significantlymore requests than do typicalhuman users. Sessions consisting of more than 30 requests are deemed to be generated by a robot;shorter sessions are deemed to be human users. Adetailed analysis found that 9% of

Session Analysis Descriptive Statistics for Sessions

Arlitt, Krishnamurthy and Rolia Page 24 of 45

those sessions characterized as robots performed checkout operations. This offers a lower bound on false positives for our simple approach.

7.2 Descriptive Statistics f or Sessions

In this section we analyze two characteristics for both user and robot sessions using the Marchand Julydata sets. Section 7.2.1 examines the inter-request time distribution,while Section 7.2.2 analyzes the number ofrequests per session. These characteristicsare measures of the workload intensity. As mentioned inSection 4, the Web server (typically)records a unique session identifier for each request handled by the server. We utilize this unique identifier to reconstruct and analyze the distinctsessions . Sessions seen in the first or last hour of the (aggregated) Web server access log are discarded from our analyses to reduce the impact of end effects. We assume a session time-outlengthof15 minutes inour analyses. Thisis the same value that is used by the system under study. We used a time-outvalue inour analyses inorder to prevent a few, longinter-request times fromskewingour results (e.g., the mean inter-request time). Many ofthese longinter-request times are caused by robots that restart their"crawl" of the site. There are a number of sessions that get fragmented as a result of using this time-outvalue in our analyses. Typically, the fragmented portionof the session consists of only a single request because the application server issues a response requesting that users restart theirsessions (by clickingon a linkto the home page, thereby acquiringa new session identifier). Thus we ignore sessions of length one.

Session Analysis Descriptive Statistics for Sessions

Arlitt, Krishnamurthy and Rolia Page 25 of 45

7.2.1 Inter-Request Times within Sessions Inthissection we analyze the session inter-request times (i.e., the timebetween subsequent request arrivals withina session). The inter-request times for each unique session are measured, and the results are then agg regated for all user and all robot sessions, respectively. Figure5 shows the inter-request time distribution for both users and robots in March (Figure5(a)) and July(Figure5(b)). The x axis inFigure5 uses a logscale inorder to show the fullrange ofvalues for the inter-request times. Inboth measurement periods the results are quitesimilar. For example, inMarchthe mean inter-request timefor users was 53.9 seconds and the median (i.e., the 50th percentile) was 28 seconds. In July the values were slightlylower, witha mean of48.2 seconds and a median of26 seconds. The inter-request times for robots were typicallyshorter than for users. In Marchthe mean inter-request time for robots was 38.9 seconds, whilethe median was 22 seconds. In July the results were almost identical,witha mean of40.4 seconds and a median of22 seconds. Inallcases the maximum inter-request time was limited to 900 seconds.

Session Analysis Descriptive Statistics for Sessions

Arlitt, Krishnamurthy and Rolia Page 26 of 45

7.2.2 Number of Requests P er Session Figure6 shows the distribution of the number of requests per session for both users and robots. Inboth Figure6(a) (Marchdata set) and Figure6(b)(Julydata set) the x-axisuses a log scale in order to show the fullrange of values. The maximum number of requests in a user session is limited to 30 due to how we chose to distinguish between users and robots . Figure6 reveals that there are a few robot sessions with fewer than 30 requests. This occurs for the followingreasons. We began our analysis by dividingall of the unique sessions intotwo sets (users and robots) based on the number ofrequests that contained each distinctsession identifier. Sessions withmore than 30 requests were assigned to the set of robot sessions . We then analyzed the characteristics of allsessions in a particularset, this time utilizingthe 900 second limitationon time between subsequent requests in a session. Asa result ofthis approach, a single session can become fragmented. Witha well-behaved

Figure 5 Cumulative Distribution of Session Inter-Request Times: (a) March 2000 (b) July 2000

(a) (b)

Session Analysis Descriptive Statistics for Sessions

Arlitt, Krishnamurthy and Rolia Page 27 of 45

clientthe fragment willalways be of length one, as the response would direct the clientto restart the session and obtain a newidentifier. However, some robots are not wellbehaved, and instead continue to reuse an expired session identifier, even though the application server continuallyinforms the clientto restart the session and acquire a new session identifier. Thisis an example ofa robotconsumingresources at the site whilenot performingany useful service for the robot operator, as the response simplycontains informationon how to acquire a new session identifier. Figure6 shows that the number of requests per session for both users and robots is quite consistent across the Marchand Julymeasurement periods. InMarchthe average number ofrequests for a user session was 8.0 and the median 6.0, whileinJulythe mean was 7.14 and the median 6.0. For robotsessions the mean number ofrequests per session was 51.0 in Marchand 52.6 in July, whilethe median in both data sets was 42.0. In Marchthe maximum number of requests in a robot session was 473; in July it was 3,312 (recall that the measurement period in July was 4 times longer than in March).

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 28 of 45

7.3 Classes of User s and Robots

The previous section characterized user and robot sessions as a whole. In this section we use clusteringtechniques to describe classes ofusers and robots. The analyses presented inthissection employthe general approach described in[16]. For our study we are primarily interested in scalability. Thus we partitionthe sessions based on their performance impact on the system. For example, those sessions that cause more non-cacheable requests are distinguished fromthose that issue cacheable requests only, since they have much higher applicationserver resource demands. Clusteringtechniques [12][10]are used to determine a set of workload classes . Characterizing workload mix based on classes of users and robots enables precise capacity planning and scalability analysis exercises. Clustering [12] is a well-known technique. A basic clustering algorithm systematically merges clusters that begin withone observation each into other clusters, untilonlya small

Figure 6 Cumulative Distribution of the Number of Requests per Session: (a) March 2000 (b) July 2000

(a) (b)

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 29 of 45

number ofclusters remain. The mergingdecision is based on a distance metric that establishes the closeness between cluster pairs. The choice of distance metric and method for choosing a representative observation from a cluster for use withthe distance metric are decided based on the problem at hand. The space and computationcomplexityare O(N^2) where Nis the number ofobservations. For our study sessions are observations and resulting clusters are workload classes. The k-means clustering algorithm[10]is more efficient than the basic clustering algorithm. The k-means algorithmis practical for dealing withthe large numbers ofsessions (observations)typicalofe-commerce systems. Itis an iterative method that creates kclusters (workload classes), and has a space complexityofO(N)and a per-iterationtimecomplexityofO(k N). For a cluster to trulyrepresent its members, an appropriate value for k must be chosen. Observations withina cluster should indeed be similarto one another, while the clusters identified are as dissimilaras possible. β_{cv} is a measure of qualityfor a clustering exercise [16]. Itis defined as the ratio ofthe coefficient ofvariationofthe mean intra-cluster distance dividedby the coefficient ofvariationofthe mean inter-clusterdistance. The variationinthe mean intra-cluster distance should be small and the variationin the mean inter-clusterdis-tance should be large. Ingeneral we lookfor a small number ofclusters (k=2 or more) with a small β_{cv}. When reportingresults we provide the β_{cv} value for the chosen value of k and the minimum value when consideringk from three to twelve. To apply the clustering algorithm,a distance metric must also be chosen. Each session is mapped onto a vector that describes its use of system features. We use a Euclidean dis-

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 30 of 45

tance measure to determine the closeness between cluster pairs. Afirst approach towards defining a vector is to consider all different kinds of requests as entries in the vector. The number of requests for each kind gives the value of its corresponding entry in the vector. However, for the system under study, there were many kindsofrequests. Withsuch a broad characterization of sessions it is very difficult to assess similarity. Anotherway to simplify the problem is to treat groups of requests as being similar. Menascé et al. [16] group requests based on their functionalpurpose. Requests are categorized as either browse, search, shopping cart, order, select, or home requests. Atransition matrixgives the transitioncounts fromone group to another. Withsixgroups there are 36 attributes used to distinguish the clusters. In this way the transition matrix characterizes session length, navigationalbehaviour, and request mix withinsessions . A Euclidean distance metric is used to compute the distance between matrices for the clustering algorithm. The distance metric is as follows:

where n=6 is the number of groups and a and b are matrices. Aweighted average of matrices is used to form new clusters with number of observations per cluster giving the weights. The purpose of our study differs from [16]. Our purpose is primarily to characterize the impactofa request class mixon system performance and scalability. Asa result the classes

d a_{i j,( )} b_{i j,( )}– ( )^2 j 1= n ∑_{i 1=}^n∑^{= (EQ 3)}

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 31 of 45

of requests presented in Section 6, cacheable, non-cacheable, and search, are chosen as groups to support clustering exercises. These help distinguish workload classes with respect to the use of system features that have significantly different resource demands. Furthermore, for our analysis, the use ofcounts inthe distance metric(EQ3) and the use of a matrixhave two undesirable effects. These distinguishclasses based on session length and navigationalbehaviour, as well as on workload mix. These were desirable for [16]but are not for our study. For large systems, the characterized differences insession lengthand navigationalbehaviourare not likely to have a significant impact on overall system performance. As a result we use the following vector for describing each session:

The vector a has three attributes. Itdescribes the fraction(normalized counts) ofrequests in the session that belong to each ofthe three request classes; a_1 is the number ofcacheable requests; a_2 is the number ofnon-cacheable requests; a_3 is the number ofsearch requests; and n is the totalnumber ofrequests inthe session, i.e., the sum ofa_1, a_2, and a_3. The distance measure is as f ollows:

(EQ 4)

a = <a_1/n, a_2/n, a_3/n>

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 32 of 45

where a and b are vectors. We consider two clustering exercises. Section 7.3.1 and Section 7.3.2 provide a multi-class characterization of user and robot sessions , respectively. Based on the characterization, Section 7.3.3 gives parameters for a multi-classcapacity planningmodel.The modelcan be used to assess the scalability of the system based on w orkload intensity and mix.

7.3.1 Characterizing User Sessions This section characterizes user sessions from the July data set. We perform a clustering analysis using request class mix(withthree attributes) and give two examples of clustering withrespect to a single attribute. The single attribute cases consider the ratio of cacheable request counts to total request counts and search request counts to total request counts. The results of the clustering exercises are sho wn in Figure7 to Figure9. Figure7 shows four workloadclasses for users. 43% ofuser sessions are characterized as Heavy Cacheable, withan average 96% of requests being cacheable. These users do not rely on the search engine and cause littlebackend activity. They are "window shoppers." The mean inter-request timeis 40 seconds and the average number ofURLsper session is 7.5. We refer to the next two classes as Moderate Cacheable and Search. These classes represent 23% and 15% ofsessions , respectively. These sessions are less skewed towards

d a_i b_i–( )^2

i 1= n ∑^{= (EQ 5)}

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 33 of 45

any one kindofrequest. The last class is referred to as Non-Cacheable. Itrepresents 19% of sessions; 68% of these requests are not cacheable. The mean inter-request time is 75 seconds, which is significantly higher than for the other classes. Nextwe consider clusteringwithrespect to the ratio ofcacheable requests to totalrequests. From a capacity planning perspective, this distinguishes classes based on their use of the system’s caching infrastructure. Figure8 shows the characteristics of the resulting four classes . The classes range fromHighest cacheable with95% of requests being cacheable to Low with5% of requests cacheable. The results are similarto those of the characterization by request class mix,but there is a clear increase in mean inter-request time, as sessions make fewer cacheable requests, because those requests divide across Non- Cacheable and Search. From Figure7 we see that non-cacheable requests are associated withhigh inter-request times. The inter-request times in Figure8 range from40 to 59 seconds. Figure9 distinguishes classes based on the ratio of search requests to total requests. Six classes of user sessions are reported. The percentage of search requests per session are 91, 67, 48, 29, 14, and 0 percent, respectively. As the percentage of searches decreases the mean inter-request timeincreases, again due to more non-cacheable requests. 64% of sessions do virtuallyno searching at all. The remainingclasses have between 2 and 11% search requests .

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 34 of 45

7.3.2 Characterizing Robot Sessions This section presents a second set of clustering exercises. It characterizes and compares classes of robot sessions obtained using request class mixand a transition matrix (with3

Figure 7 Clustering based on Request Class Mix for Users, July Data (βcv @ k = 4 is 1.67 ) (Minβcv @ k = 7 is 1.12)

Figure 8 Clusteringbased on RatioofCacheable to Total Requests for Users, JulyData (βcv @ k = 4 is 0.46 ) (Min

β_{cv} @ k = 4 is 0.46 )

Figure 9 Clustering based on Ratio of Search to Total Requests for Users, July 24 Data (βcv @ k = 6 is 1.11 ) (Min

β_{cv} @ k = 10 is 0.89 )

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 35 of 45

rows/columns)based on counts. The latter example illustrates the advantages and disadvantages of using counts rather than normalized counts. The results for the July data set are given in Figure10 and Figure 11, respectively. Figure10 presents three classes ofrobotsessions . 59% ofrobotsessions have an average of92% cacheable requests. These robots are lookingat knownitems, most likelyobserving pricinginformation. For this reason we refer to them as "windowshopper robots."The average number ofURLsper session is 53. 10% ofrobotsessions have an average of91% noncacheable requests. We refer to these as Backend robots. The remaining30% ofrequests have a less skewed mix. Their behaviouris more user-like, witha request class mixand think time similar to the Moderate Cacheable and Search classes of Figure7. However, these sessions have an average of 50 URLsper session. Some of these sessions may be real users withparticularly long sessions; as noted earlierwe have at least 9% false positives for our simple robot identification technique. Future work includes a better characterization of long user sessions and their differences from positively identified robot sessions. Atransition matrixwithcounts, as in [16],confounds session length and request class mix. Thisapproach discovers four classes ofuser sessions as showninFigure11. The first class has an average ofover 1000 URLsper session. For presentation, itis showninthe figure as 150. The fraction of sessions in this class is small, but virtuallyallof these requests are for cacheable documents. Withthis approach, 82% of sessions appear as user-like sessions . The mixand mean inter-request times of this class are similarto the Moderate Cacheable class of Figure7. The mean number of URLsper session for the clusters are over 1000,

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 36 of 45

111, 102, and 44. The middleclasses differ because one class is biased towards search requests and the other towards non-cacheable requests. Menascé et al. [17]suggest that high session lengths combined withhighlyskewed access to a particularclass ofrequests is a good indicatorofrobotsessions . Thisis compatible with the data fromour study. We believe, however, that there is a very strong likelihoodof false positives and false negatives. Itwillalways be verydifficultto recognize robots that intentionally behave like users.

7.3.3 Capacity planning e xample This section demonstrates how the results of clustering exercises can be used to create multi-classqueuing models [11].Withoutloss ofgenerality, we consider a multi-classmodel for application server CPU resources.

Figure 10 Clustering based on Request Class Mix for Robots, July Data (βcv @ k = 3 is 1.11 ) (Minβcv @ k = 3 is 1.11 )

Figure 11 Clusteringbased on TransitionMatrixand Counts for Robots , JulyData (βcv @ k= 4 is 1.83 ) (Minβcv @ k = 10 is 1.55 )

Session Analysis Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 37 of 45

For the model,each class requires a demand value. Thispaper offers ratios ofdemand with respect to the CPUdemand ofa request cache hit. The productofa request class mix(from the clusters in Figure7 and Figure10) and the application server CPU demand ratios of Table 2 give a normalized per-class demand value for the applicationserver CPU resources for classes of users and robots, respectively. These values are given in Table 4 for the user classes and Table 5 for the robot classes . For example, Table 4 indicates that a heavy cacheable user session requires 365 times the resource demand of a single request cache hit.

The demand ratios of Table 4 and Table 5 support utilizationand queuing analyses. In Section 6, an example was given to show the sensitivityof cost-effective system scalabilityto request class mixand response personalization. The same method can be used to assess

Table 4 Per Class Session Demand V alue for User Classes Workload Class Ratio of Session Demand to Request Cache Hit Heavy Cacheable 365 Moderate Cacheable 2570 Search 4175 Non-Cacheable 7002

Table 5 Per Class Session Demand V alues for Robot Classes Workload Class Ratio of Session Demand to Request Cache Hit Window Shoppers 753 User-like 3795 Backend Robots 9347

Performance and Scalability Issues Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 38 of 45

the sensitivityof system performance and cost-effective scalabilityto the above workload classes . Each workload class imposes significantly different resource demands on the application servers. The classes offer insights into the impact of users and robots on system performance and scalability. The followingexamples illustrate why multi-classmodels are important for this system. A large increase in Search users per unit time willcause more than ten times the demand on applicationservers than a similarincrease in heavy cacheable users. Such insights can be used when recommending changes for site design or implementation.

The system should be sized for increases in user sessions per unittime, not the heavier robot sessions . Robot load is not likely to increase withpromotionsinthe same way as user load will.

8 PERFORMANCEANDSCALABILITYISSUES

The system under study had moderate changes in capacity requirements during the March and July measurement periods. During these periods the minimum to maximum capacity requirements differed by a factor of nine. The mean and maximum capacity requirements differed by a factor oftwo. Itis important to note, however, that there were no shopping promotionsinplace duringour measurement periods, and neither ofour measurement periods overlapped with traditional busy periods in consumer shopping (e.g., Valentine’s Day, Mother’s Day, Father’s Day, Easter, and Christmas). Thus we expect that the range in

Performance and Scalability Issues Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 39 of 45

capacity requirements could be (significantly)higher at times. Anecdotalevidence fromthe networkingcommunitysuggests bandwidthusage on busy Internet linkscan varybya factor of 15 over a 24 hour period. In the workload of the 1998 World Cup Web site, the average request rate during the busiest 15 minute interval was 19 times greater than the average request rate for the entire measurement period [3]. For the Web-based shopping system under study, the application servers were a system bottleneck because they performed all of the required response generations. As a result, much of our characterization and modeling focussed on the application server tier. We found that changes in request class mixof only±5% can affect capacity per application server by a range of 1.17 to 0.87. Request cache misses or personalization causing page generationup to 8% ofcacheable responses can decrease capacityper server bya factor of 2.7. Thissuggests that 2.7 times as much applicationserver infrastructure is needed to support a system with8% personalization of cacheable requests, as opposed to 0% personalization. This can be an issue for sites that target many users and have wide fluctuation in workload intensity. One approach for designing a scalable e-commerce system is to deploy an application server cache that is large enough to store all of a site’s responses (or static portions thereof). Withthis approach, a cache replacement policyis not necessar y. Thisstrategy is recommended due to the large difference in resources needed to serve a response from cache compared to generating a response on-demand (a difference of 500x for cache hits

Performance and Scalability Issues Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 40 of 45

and cache misses for the system under study, as shown in Table 2). Furthermore, this cache should be ’primed’(i.e., filledinadvance ofcustomer demand) to avoidthe riskofany additional response generations during intervals of peak capacity requirements. To summarize, Web-based shopping sites must have adequate capacity to support peak loads. This presents a planning challenge for large systems due to: the lack of control over how many users may arrive; the large number of servers that may be needed; the sensitivity of resource demands to workload mix; and the sensitivity of resource demands to features such as personaliz ed responses . Systems are often said to be scalable ifthey present mechanisms for adding capacity as load increases. The architectures for typicalWeb-based shopping sites support near linear scalabilityby enablingthe additionof servers as capacity requirements increase. However, linear scalabilityis not always adequate for these systems. The uncertainty of workloads and the fluctuation in capacity requirements can make linear scalabilityunattractive. Other mechanisms are also needed for managing capacity. We consider Qualityof Service (QoS) management techniques for dealingwithsystem overload and caching techniques to reduce the likelihood of such overload. For improvingthe servicea business provides, features such as personalizationofserviceto customers are important. However, such features come at a cost. Thus, there is a trade-off

Performance and Scalability Issues Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 41 of 45

to be considered. During periods when ample system resources are available, personalizationcan be offered for allcustomers. Assystem resources become scarce due to the arrival of additionalcustomers, the site could decide to offer fullpersonalization to only a select group of customers and reduced personalization (or none at all)to others. In the traditional retailingworld,customers expect better serviceduringnon-peak periods. Similarly, software systems for Web-based shopping environmentsshould provide for cost-effective scalability by employing QoS management techniques as descr ibed in the literature [1]. Efforts should be made to recognize robots. In most cases requests fromrobots should be considered as lower prioritytasks than requests fromallother customers. Thisis important -- the quality of service to customers should not be impacted by robots. Anotherapproach for further improvingthe scalabilityoflarge Web-based shopping systems is to extend caching technologies (e.g., content distribution networks) developed for static Web workloads [24]. Utilizingdistributed caching techniques is appealing for numerous reasons. As we discussed in Section 5.3, even a relatively small cache could have a positive impacton system performance, since many customer requests are for a smallpercentage of the site’s resources. In Section 5.4 we observed that many of the requests came from a smallnumber ofclients. Thissuggests that even a few caches located at strategic points in the network couldbe very effective for reducingthe load on the site’s servers. Pushing content closer to the edge of the network (where the customers are) can also improve the customer experience by reducing response latency.

Conclusions Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 42 of 45

Unfortunately, caching in an e-commerce environmentis more complicatedthan in a static Web environment. For example, session state management, privacy, security, personalization, information consistency (e.g., pricing and availability)and the abilityto monitor customer behaviourare all issues that must be addressed. Whilethese problems are difficult, theyare not impossible to solve. One approach is to separate the static portionofeach Web page fromthe personalized (i.e., dynamic)parts. The static portions couldthen be cached, reducing the amount of dynamic content that must be generated on demand. Techniques such as these were utilized to improve the performance of the 1998 OlympicGames Web site [7]. Arelated technologyis delta encoding, whichreduces the amount ofdata that must be retrieved when a static Web page has been modified [19]. Server-push based cache consistency mechanisms could also be used to give a business controlover what content gets cached, where itgets cached, and for how longitgets cached. Existingcache consistency mechanisms designed for static Web pages couldbe used or modified for use inan ecommerce environment [9][15][25][26].

9 CONCLUSIONS

For businesses intenton providingthe best possible serviceto theircustomers, system scalabilityfor Web-based shopping systems is an important issue. For such systems linearscalabilityis not always adequate. These systems are sensitive to many factors beyond a planner’s control. Asa result, application-and system-level QoS mechanisms are needed to properly manage overload conditions.

Conclusions Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 43 of 45

Web-based shopping systems often have significantlydifferent resource demands for application server request cache hits and misses. Replacement algorithms are not the primary issue for such caches. These (server-side) caches must be sized in an appropriate manner to avoid all misses, particularly during periods of significant customer demand. Effective network-based caching techniques enhance system scalabilityby limitingthe likelihood of system overload. The results of our workload analysis of a Web-based shopping system suggest that caching mechanisms developed for the scalable delivery of static Web content can be exploitedby e-commerce systems as well. Section 8 lists numerous challenges that must be addressed bef ore these techniques can be fully exploited. In this study, cluster analysis was used for the purpose of capacity planning. We employed an approach based on classes of requests with significantly different resource demands. This approach has the advantage of forming workload classes in terms of system features that affect performance most. Additionalworkload characterization studies are required for several reasons. First, our measurement data didnot contain allofthe informationofinterest to us. Thus, a number of interesting questions remain unanswered (e.g., what was the response size distribution for this workload?). Characterizingthe workloads ofadditionale-commerce systems is needed to validate the hypotheses we proposed based on the characterization of a single e-com-merce site. The characterizationof additionale-commerce sites may also provide insights into additionalstrategies that can help improve the performance and scalabilityof e-com-

References Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 44 of 45

merce sites. Performing workload characterization of a set of sites on an ongoing basis wouldallowus to understand trends ine-commerce workloads and to evaluate the impactof changes to systems. Finally, we believe that additionalstudy is needed inidentifyingrobots, so that these processes do not deg rade the experience of actual customers.

Acknowledgments

The authors are extremelygratefulto the administrators ofthe e-commerce site under study for providingus withthe workload data and information on the system architecture. The authors wouldalso like to thank DougGrumann for the informationhe providedon Measure- Ware, and the anonymous reviewers for their exceptionally constructive feedback.

10 REFERENCES

[1] T. Abdelzaher and N. Bhatti, “Web Server QoS Management by Adaptive Content Delivery”, Hewlett- Packard Laboratories Technical Report HPL-1999-161, December 1999.

[2] V. Almeida,R.Riedi,D. Menascé, W. Meira, F. Ribeiroand R.Fonseca, “Characterizingand ModelingRobot Workloadon E-Business Sites”,to appear as a poster at ACMSIGMETRICS2001, Cambridge, MA,June 2001.

[3] M. Arlitt and T. Jin, ‘‘Workload Characterization of the 1998 World Cup Web Site’’,IEEE Network, Vol. 14, No. 3, pp. 30-37, May/June 2000.

[4] M. Arlitt and C. Williamson, ‘‘Internet Web Servers: Workload Characterization and Performance Implications’’,IEEE/ACM Transactions on Networking, Vol. 5, No. 5, pp. 631-645, October 1997.

[5] P. Barford,A.Bestavros, A.Bradleyand M.Crovella,‘‘ChangesinWeb ClientAccess Patterns’’,WorldWide Web Journal Special Issue on Characterization and Performance Evaluation, Vol. 2, pp. 15-28,1999.

[6] L.Breslau, P. Cao, L.Fan, G. Phillipsand S. Shenker, “Web Caching and Zipf-Like Distributions:Evidence and Implications”,Proceedings of IEEE Infocom ‘99, New York, NY, March 1999.

[7] J. Challenger, A.Iyengar and P. Dantzig,“AScalableSystem forConsistentlyCachingDynamicWeb Data”, Proceedings of IEEE Infocom ‘99, New York, NY, March 1999.

[8] C. Cunha, A.Bestavros, and M.Crovella,‘‘CharacteristicsofWWWClient-BasedTraces’’,TechnicalReport TR-95-010, Boston University Department of Computer Science, April 1995.

References Classes of Users and Robots

Arlitt, Krishnamurthy and Rolia Page 45 of 45

[9] J. Dilley, M. Arlitt, S. Perret and T. Jin, “The Distributed Object Consistency Protocol Version 1.0”, Hewlett- Packard Laboratories Technical Report HPL-1999-109, September 1999.

[10] J. Hartigan, Clustering Algorithms, John Wiley & Sons, Inc., New York, NY, 1975. [11] R. Jain, The Art of Computer Systems Performance Analysis: Techniques for Experimental Design, Measurement, Simulation, and Modeling, John Wiley & Sons, Inc., New York, NY, 1991 [12] L. Kaufman and P. Rousseeuw, Finding Groups in Data, John Wiley & Sons Inc., New York, NY, 1990. [13]M. Koster, “A Standard for Robot Exclusion”, June 1994. [14] J. Lee and M. Podlaseck, “Visualization and Analysis of Clickstream Data of Online Stores for Understanding Web Merchandising”,Special Issue of the International Journal of Data Mining and Knowledge Discovery on E-Commerce and Data Mining, Kluwer Academic Publishers, 2000.

[15]C. Liuand P. Cao, “MaintainingStrongCache Consistencyinthe WorldWideWeb”,Proceedings ofthe 17^{th} IEEE International Conference on Distributed Computing Systems, May 1997.

[16] D. Menascé and V. Almeida,Scaling for E-Business, Prentice Hall PTR, Upper Saddle River, NJ, 2000. [17]D. Menascé, V. Almeida,R. Fonseca and M.Mendes, “AMethodologyfor WorkloadCharacterizationofE- Commerce Sites”,Proceedings of ACM Conference on Electronic Commerce, Denver, CO, Nov. 1999.

[18] D. Menascé, V. Almeida, R. Riedi, F. Ribeiro, R. Fonseca and W. Meria, “In Search of Invariants for E- Business Workloads”,Proceedings of ACM Conference on Electronic Commerce, Minneapolis, MN, Oct. 2000.

[19] J. Mogul, F. Douglis, A. Feldmann, and B. Krishnamurthy, “Potential Benefits of Delta Encoding and Data Compression for HTTP”,Proceedings of ACM SIGCOMM ‘97, Cannes, France, pp. 181-194, September 1997.

[20]V. Padmanabhan and L. Qui, “The Content and Access Dynamics of a Busy Web Site: Findings and Implications”, Proceedings of ACM SIGCOMM 2000, Stockholm, Sweden, pp. 111-123, August 2000.

[21] F. Reichheld and W. Sasser, “Zero Defections: Quality Comes to Services”, Harvard Business Review, September-October 1990.

[22] D. VanderMeer, K. Dutta, A. Datta, K. Ramamritham and S. Navathe, “Enabling Scalable Online Personalizationon the Web”,Proceedings ofACMConference on ElectronicCommerce, Minneapolis, MN, Oct. 2000.

[23] Vantage Point Performance Agent, http://www.openview.hp.com/products/vpperformance/ [24]J. Wang, “ASurveyofWeb CachingSchemes forthe Internet”,ComputerCommunicationReview, Vol.29, No. 5, pp. 36-46, October 1999.

[25] J. Yin, L. Alvisi, M. Dahlin and C. Lin, “Hierarchical Cache Consistency in WAN”, Proceedings of the 2^{nd} USENIX Symposium on Internet Technologies and Systems, Boulder, CO, pp. 13-24, October 1999.

[26]H.Yu,L.Breslauand S. Schenker, “AScalableWeb Cache ConsistencyArchitecture”,Proceedings ofACM SIGCOMM ‘99, Cambridge, MA, pp. 163-174, September 1999.