UDP Lite for RealTime MultimediaApplications

Lars-Åke Larzon 1 , Mikael Degermark 1 ,2 , Stephen Pink 1,2

1 Luleå University of Technology, Luleå

2 Swedish Institute of Computer Science, Stockholm

{ lln ,micke,steve}@ cdt.luth.se

Abstract

We introduce UDP Lite ˘ a lightweight version of UDP with increased flexibility in the formof a partial checksum. It allows senders to specify packets aspartially insensitive to errors . The coverage of the checksum is specified by the sending application on a per-packet basis. Because of itsclose relationship to UDP, UDP Lite is easily integrated into an existing UDP implementation.

UDP is a simple best-effort transport protocol that adds multiplexing and an optional checksumto IP. Unlike TCP,

UDP does not provide reliability, in-order delivery or congestion control, which hasmade it especially popular among delay-sensitive real-time applications.

Audio/video applications often prefer damaged packets over lost packets. One way for an application to allowdelivery of damaged packetsis to disable the UDP checksum. This would mean, however, that important application-specific headers might pass unverified. Also, in the next version of IP, IPv6, the

UDP checksumis mandatory since there is no header checksum in IPv6. These applicationscould benefit fromusing UDP Lite instead of UDP. By reflecting the UDP Lite policy with a partial checksumonto the link layer, the gain can be even higher.

1 Introduction

Thenumber of applications that aresensitivet o net work delay is increasing. Examples includereal-t ime communication bet ween two or mor ehosts, media on dema nd, net worked mult ipla yer games, strea ming applications, etc. Most of theseapplications usetheUser

DatagramProtocol (UDP)[5] as their transport protocol.

UDP has properties that makeit suitablefor thesekinds of applications:

· Thedata rateis defined by thesending application.

· Incoming packets aredeliver ed immediat ely to t he receiving application, even if t hey arriveout of order.

· Lost packets will not causeretransmissions by the transport layer.

· For validation purposes, theInt er net checksum[6] can verify t heUDP headers and thedata payload.

TheUDP protocol hea ders areshown in figure1.

Shaded fields arethefields of thepseudo hea der provided by theIP layer, and whit efields belong to t heUDP hea der. TheUDP checksumcovers theconceptual IP pseudo-hea der in order to protect against misrout ed packets.

If thechecksumis enabled and fails at thereceiving side, e.g., dueto a single-bit error, theentir epacket is discarded. Many real-time applications encode audio/video in a for mat that handles single-bit errors in thedata payload bett er than theloss of a full packet. A packet wit h a few bit errors will causea glitch in the experienced audio/video, whilea lost packet can causean

Source address

Destination address

UDP length

Proto

Zero

Source port Destination port

Length Checksum

IP pseudoheader UDP

Figure 1: The UDP he aders, fro m RFC 768 [5].

annoying pausefor audio or a not iceabledisturbancefor

video. Ther earecoding schemes for which a packet loss

can makesubsequent ly received packets unusablesince

they depend on data in thelost packet. In such cases it

would bebett er to avoid int erruptions by deliver ing

packets with acceptable errors to theapplication.

This is relatively easy to do when using IPv4 sincethe

UDP checksumis optional. 1 By turning thechecksumoff,

it is up to thereceiving application to det ect if ther eare

errors, and if they areacceptable. This will add extra

processing over head and complexit y at thereceiving side.

A bett er solution would beto moveparts of this

funct ionality away fromt heuser application int o the

transport layer. Moreover, disabling t hechecksum

complet ely is danger ous because errors in net work or

transport layer headers can causepackets to be

misdeliver ed; guarding against this kind of error is an

important funct ion of thetransport layer.

UDP Lit eis designed to providea partial checksumt hat

only covers as much of theuser data that thesending

application specifies as necessary. Errors in ther est of the

packet areignor ed becausethey areassumed to be

acceptablefor thedest ination application. This incr eased

flexibilit y is achieved whilemaintaining thesimplicit y of

UDP. UDP Lit ecan be easily int egrated int o or derived

from most existing UDP implementations.

Wit h a partial checksumsuch as theoneprovided by

UDP Lit e, it is undesirablethat link layers drop packets

dueto errors that areacceptableaccor ding to thesender.

Wehaveinvestigat ed t wo ways to reflect theUDP Lit e

policy onto t helink layer.

Thepaper is organized as follows. First, wepresent the

UDP Lit eprotocol in sect ion 2. In that sect ion wealso

present ways to reflect theUDP Litepolicy onto thelink

layer. A brief descript ion of measurements of UDP traffic

is present ed in section 3, toget her with comments on t he

results. A brief discussion of how differ ent applications

could benefit fromUDP Liteis present ed in section 4.

Finally, conclusions arepresent ed in section 5.

2 UDP Lite

2.1 B ASICDESIGN

When designing a network prot ocol, thereis a tradeoff

bet ween simplicity, flexibilit y and optima lit y. Onereason

for using UDP for delay-sensitiveapplications is thelow

protocol over head. Adding new funct iona lit y for in-order

delivery or error recover y would most likely increase

delay. Ther efor e, thedesign of UDP Lit eis focused on

1 In IPv6 [8] however, the UDP checksu m is mandatory since there is no IP

hea der check sum.

incr easing theflexibilit y of classic UDP whilepr eserving

its simplicit y.

The mot ivation behind UDP Lit eis thehypot hesis that

with an increasing number of real-t imeapplications that

useUDP, thenumber of packets dr opped dueto a few

single-bit errors that might beacceptablefor the

dest ination application will also increase. Applications

with r eal-time audio/video data transmissions oft en use

coding algorit hms wher esomebit errors in thedata are

preferred over a lost packet. Ther efor e, it would bebest if

t h edata validation mechanismdid not drop packets

becauseof a few acceptablebit errors. This requires that

packets aredivided into sensitive and insensitive parts.

Errors in thesensit ivepart of a packet should result in

dropped packets, while errors in theinsensit ivepart

should not.

By using a partial checksum that only covers the

sensitivepart of a packet, this policy can beachieved.

Sincet hereceiver will only calculatethechecksumover

thesensit ivedata, errors in theinsensitivepart will be

ignor ed. Thea mount of sensitivedata in a packet is

specified by thesending application in theUDP Lit e

hea der. To avoid complexit y, theprotocol requires that

thesensit ivedata in a packet start at thebeginning. With

this requirement, theonly new infor mation needed in the

hea der is how ma ny byt es at thebeginning of thepacket

aresensit ivet o errors. This new design has theeffect of

allowing thenext-level prot ocol aboveUDP, e.g., RTP,

theInt ernet Real TimeProtocol [7], to haveits header

checksummed wit hout having to checksumt heRTP user

data.

This means that theonly differ encebet ween classic

UDP and UDP Lit eis that theUDP Lit ehea der carries

infor mation about how many byt es fromthebeginning of

thepacket areincluded in thechecksumcalculation. As

shown in figur e1, ther eis redundant information about

thepacket lengt h in theUDP hea ders. TheUDP Lengt h

field in theIP pseudo-hea der is calculat ed by subtracting

thesizeof theIP hea der 2 fromthepacket lengt h field in

theIP header. TheLength field in theUDP header is the

lengt h of theUDP hea der plus theUDP payload. The

UDP Lengt h and theLength fields mismatch only when

ther eis padding after theUDP payload. 3 By replacing the

Lengt h field with a Coverage field, weobtain thehea ders

shown in figur e2.

TheCoveragefield specifies how many byt es, starting

fromthefirst byteof theUDP Lit ehea der, aresensit ive

2 For IPv6, the sizes of extension hea ders are also subtracted .

3 Our investigations show that pack ets with padding a fter the UDP payloa d

are rare. Such pa dding does not fill any purpose.

to errors. In addit ion to this, theUDP Lit ehea der and the

IP pseudo-hea der arealwa ys verified by thechecksum,

which mea ns that theleast acceptablevalueof the

coveragefield is eight (thenumber of byt es in theUDP

Lit ehea der). With a checksumcoveragevalueequal to

thepacket lengt h, UDP Lit epackets aretreated just as

classic UDP packets wit h thechecksumenabled.

2.2 T HE LINKLAYER

Thekey featureof UDP Lit eis thepartial checksum. It

allows senders to specify packets as partially insensitive

to errors. It can beargued, however, that thelink la yer

will alrea dy havedropped such packets befor ethey are

received by t heUDP Liteprotocol. A r esponseto this

argument is that Int ernet traffic studies haveshown t hat

ma ny errors aregenerated insidenodes rather than during

transmission.

An except ion to this reasoning is that somenet work

links arenaturally lossy; somewireless links cannot be

ma dereliableduet o dela y and spectrumefficiency

considerations. For thesekinds of links, theUDP Lit e

policy with a partial checksumca n makea differ enceto

theapplication. Wewill exa minetwo approaches to how

this can beachieved.

2.2.1 A PARTIAL LINK LAYER CHECKSUM

Themost straight-for ward solution would beto ha vea

partial checksumat thelink layer for each hop along the

path between t wo endpoints. This is clearly t he

archit ecturally clea nest alternative. However, as it

requir es replacement of, or changes to, several existing

standards for link layer framing it is not feasibleas a

short-ter msolution. Changing thelink-la yer standards

and deploying thesenew standards will takea long timeif

at all possible. Moreover, ther eis littlegain fromdoing

this over links wit h low error rates.

For links known t o causemany errors, nor mally

det ect ed by link layer protocols, oneshould design a new

link la yer protocol wher eframes carry a partial checksum. Such would bethecasefor wir eless LANs or

cellular radio net wor ks with a high ratio of real-time

flows. Coverageby thelink layer checksumcould be

det er mined by peeking at thechecksumcoveragefield in

theUDP Liteheader when sending a framecarrying a

UDP Lit epacket.

2.2.2 I GNORING LINK LAYER CHECKSUM ERRORS

Themost promising short-t ermapproach, wethink, is

not to havea partial checksumat thelink layer level, but

to modify t hedevicedriver to ignorechecksumerrors for

incoming frames carrying UDP Lit epackets. This

modified driver can beinstalled on arbitrary comput ers in

thenet wor k wit hout disturbing other nodes. If this

modification is implement ed in a gateway for a lossy

net work, errors will not causepackets to bedropped by

thegat eway. Inst ead, da maged packets will traversethe

net work to ther eceiving host, wher ethey aredr opped if

the errors wer ein thepart of thepackets specified as

sensitive. To usethis approach, theremust bea way for

thehardwareto ignor elink la yer checksumerrors.

Current ly, thereareseveral hardwaredevices for various

link la yer types that support this.

Webelievethat ignoring thelink layer checksumis the

best short-ter mapproach for reflect ing t heUDP Lite

policy onto t helink layer wit hout introducing new link-

layer framing. It can bedeployed at strategic places in the

net work wit hout requiring changes to other comput ers.

3 Measurements

To invest igat etheneed for UDP Lit e, weha ve

perfor med two types of tests: passive and active tests.

During thepassivet ests, UDP traffic was tapped out of a

shared net work segment by the tcpdump application. In

theactivet ests, well-known packet sequences wer esent

to a specific receiver. In both cases, thetraffic was stored

in tracefiles for later analysis.

3.1 P ASSIVE TESTS

Theanalysis of thepassivet ests shows how oft en UDP

packets will bedropped by thereceiving host duet o a

failing checksum. Ther ewer e3 passivet est sequences:

· 1,500,000 UDP packets that havetravelled at least 10

hops each.

· 3,500,000 UDP packets froma university subnet with

~350 connect ed comput ers.

· 10,000,000 UDP packets froma city net work with

about 200 home users connect ed through ADSL and

cablemodems.

Source address

Destination address

UDP Length

Proto

Zero

Source port Destination port

Coverage Checksum

Pseudo header

UDP Lite

Figure 2: The UDP Lite headers

Theresults fromanalysing theset est sequences show

that roughly 0.8%, or 1 out of 125, of theUDP packets

that reach thedest ination will bediscarded duet o a

failing checksum. A closer study of thetraces shows that

themajorit y of theUDP traffic in thefirst casecomes

fromstrea ming multimedia with its sourcein theUS. For

thelast two traces, most of the errors ˘ around 95% - are

relat ed to multiplayer ga mes. In bot h cases, the errors

det ect ed belong to a low number of flows ˘ typically less

than 3.

This is an indication of thefrequency of erroneous

packets that aredet ect ed by theInt er net checksumused in

UDP. Packets lost along thewa y arenot shown in this

analysis, nor arethe error patterns in thepackets. These

limitations arethemotivation for theactivet ests.

3.2 A CTIVE TESTS

Thetraffic sent in theset ests was generated by a random

traffic generator which given a seed valuegenerates a

sequenceof packets which vary in sizeand cont ent. For

each test sequence, 100,000 packets wit h a sizevarying

from120 to 640 bytes wer esent froma sender to a

receiver at a rateof 20 packets per second (50ms bet ween

thestart of each packet ). At thereceiving side, thetraces

wer ecompared to thepacket sequences generat ed. The

test sequences wer eas follows:

· Bet ween t wo comput ers on thesa meEther net segment

with no background traffic.

· Bet ween t wo comput ers int erconnect ed via ADSL

modems over a 1 kmcopper wire.

· Bet ween t wo comput ers on thesa mecablemodem

segment wit h no background traffic.

· Bet ween t wo comput ers connect ed to theInt ernet via

Ethernets. Ther eare6 routers bet ween t hetwo

comput ers.

· Sameas above, but wit h 13 routers between t het wo

comput ers.

Theresults fromtheset est sequences can be

summarized as follows. Thenumber of erroneous packets

deliver ed t o thereceiver does not incr easewit h distance.

Thefirst test sequencewit h two comput ers on thesame

Ethernet segment experienced 0.70% erroneous packets

whilet helast test sequencewit h 13 routers between t he

endpoints experienced 0.73% erroneous packets. The

number of lost packets on t heot her hand incr eased from 1

out of 12,500 to 1 out of 7,200. Reorder ing of packets

never occurred in any t est sequence. TheInt er net

checksumnever failed in det ect ing erroneous packets.

When errors occurred, ther eweremost ly single-bit errors.

At most, 4 consecut ivebits wer einvert ed. It never

happened t hat two consecutivepackets contained errors.

3.3 C OMMENTS TO THE RESULTS

It is not uncommon t hat thekind of applications

mentioned in section 3.1 havea sending rateof 25-30

packets per second. Given t hat 1 out of 125 packets are

erroneous, packets will bedropped every 4-5 seconds.

Sincediffer ent applications suffer differ ently frompacket

losses, a general statement about theharmcaused by this

kind of loss can not be easily made.

4 Usage of UDP Lite

Much research has goneint o providing application

reliability aboveUDP. Examples includenew coding

schemes, application-specific protocols, forward error

correct ion, statistical studies of UDP traffic and mor e.

UDP Lit eshould beadded to this list, but it takes a

differ ent approach. Instead of trying to compensat efor

packet loss dueto errors, weassumethat ma ny are

acceptablein rea l-time usagescenarios and inst ead add a

mechanismt o let thesending application specify which

part of a packet is sensitiveand which is not. In this

section, webriefly discuss how differ ent types of coding

schemes could benefit fromUDP Lit e.

4.1 P ROGRESSIVE CODINGSCHEMES

In progressivecoding schemes, data is divided int o

mult iplesegments. First a segment wit h a coarse

descript ion is transmitted, followed by segments with

incr eased level of detail. For video codings, you could

first transmit a blurry imageand then let thefollowing

data refineit until theent irepicturehas thecorrect

resolution. Audio codings can first transmit thea mplitude

for chosen key frequencies and then refinet hesound by

transmitt ing sidefr equencies. One exa mpleof an

application that uses this kind of coding scheme is the

popular RealPlayer [4] used for receiving streamed video

and/ or audio.

Wit h UDP Lit e, thesending application can chooseto

checksumthefirst coarsedescript ion whilelett ing the

following segments pass unverified. Errors at the

receiving sideappear as errored pixel segments in a video

pictureor sound glitches in audio transmissions. Wit hout

UDP Lit e, errors would most likely causea great er

amount of data to belost sincewholepackets are

discarded.

4.2 PCM AUDIO

PCM codings arepopular for audio confer encing and IP

telephony. A common configuration is a sample

frequency of 8 kHz wit h 40 ms sound clips. This will

generatepackets wit h a payload of 640 bytes, hea ders

excluded. Assuming that theRTP protocol [7] is used, an

extra 12-bytes hea der is used. With classic UDP, the

ent irepacket is verified which gives a total of 672 bytes.

Single-bit errors that result in dropped packets will be

handled in differ ent ways depending on theapplication.

Somereplacethelost sound clip with 40 ms silence,

whileot hers insert noiseor repeat thelast sample. For the

PCM case, thebest replacement for a damaged sound clip

is usually t heda maged sound clip itself. UDP Lit ecan be

used to ver ify only theprot ocol headers whileaccepting

errors in thesound data. Theheaders arein total 32 bytes,

which mea ns that only 4.7% of theent irepacket will be

validated by thechecksum. This reduces therisk of lost

packets significa ntly, especially in environments wit h

high error rates, such as somewir eless environments.

4.3 O THER EXAMPLES

MPEG video codings send data using threediffer ent

frametypes; I-, P- and B-frames. I-frames hold

infor mation about an ent irevideo frame, whileP- and B-

frames only includethediffer ences to other frames. Loss

of I- or P-frames will affect other frames as well. Usually,

it is bett er to deliver da ma ged P- and B-fra mes than

discarding them. UDP Lit ecan beused to implement this.

Ther eareof coursemany coding algorithms that do not

copewell wit h single-bit errors. For example, when the

data is heavily compr essed, single-bit errors arenor mally

harder to accept.

5 Conclusions

Wehavedescribed UDP Lit e, a new transport protocol

that is a moreflexibleversion of thecommonly used

UDP. Its main featureis its ability t o dividet hepacket

into t wo parts; onethat is moresensit iveto errors and one

that is less sensit ive. Using this mechanism, thesending

application can specify t hat errors areacceptablein part

of thedata payload in or der to reducet henumber of

unnecessarily discarded packets.

To avoid frames carrying UDP Lit epackets frombeing

discarded by thelink layer duet o errors in theinsensit ive

part of thepacket, wesuggest as a short-t ermsolut ion that

thereceiving net wor k int erfaceignor es link layer

checksumerrors for frames wit h UDP Lit epackets.

Damaged packets will bedeliver ed to UDP Lite, which then decides whet her thepacket should bediscarded or

not.

For links that can deliver a significant ratio of da maged

packets, it is important to reflect theUDP Lit epolicy of

sensitiveand insensitivedata onto thelink layer. Designs

for new link layer protocols for such links should allow

checksums to bepartial; theinsensit ivepart of the

payload should not becover ed by a checksum.

5.1 C URRENT ANDFUTURE WORK

In addition to theanalysis of thet est data, wehavet wo

independent ly implement ed protot ypes of theUDP Lit e

protocol, in NetBSD and FreeBSD respect ively. A

modified version of VAT [3] wit h UDP Litesupport has

also been implement ed. Aft er implementing modified

devicedrivers for various int erfaces, wehavea testbed

which will beused to evaluatetheend-user experience

within various net work envir onments.

Further, wepla n to investigat ewhet her theInt ernet

checksumused by UDP is thebest choicewit h a possibly

disabled link layer checksum. Wewill seeif ther eis a

checksumwith stronger error det ect ion properties tha n

theInt ernet checksumand small addit ional computational

overhea d.

References

[1] Fluckiger, F., Understanding Networked Multimedia ˘

Applications and Technology , Prentice-Hall 1995, ISBN

0-13-190992-4

[2] Goralski, W., ADSL and DSLTechnologies , McGraw-Hill

1998, ISBN 0-07-024679-3

[3] Jacobson, V., McCanne S., Vat ˘ X11-based audio

conferencing tool , Lawrence BerkeleyLaboratory,

Universityof California, Berkeley.

[4] RealNetworks homepage , URL: http://www.real.com/.

[5] Postel , J., User DatagramProtocol , Internet Request for

Comments RFC 768, August 1980.

[6] Braden , R., Borman , D., and Partridge, C., Computing the

Internet checksum , Internet Request for Comments RFC

1071, September 1988.

[7] Schulzrinne, H., Casner, S., Frederick, R., and Jacobson,

V., RTP: A transport protocol for Real-Time Applications ,

Internet Request for Comments RFC 1889, January1996.

[8] Deering, S., Hinden, B., Internet Protocol, version 6

(IPv6) Specification , Internet Request For Comments RFC

1883, December 1995.