September 23, 1999

1 of 90

Workload Characterization of the 1998 World Cup Web Site

Martin Arlitt Tai Jin

Hewlett-Packard Laboratories 1501 Page Mill Road Palo Alto, CA 94304

{arlitt, tai}@hpl.hp.com

This paper presents a detailed workload characterization study of the 1998 World Cup Web site. Measurements from this site were collected over a three month period. During this time the site received 1.35 billionrequests, making this the largest Web workload analyzed to date. By examining this extremely busy site and through comparison withexistingcharacterization studies we are able to determine how Web server workloads are evolving. We find that improvements in the caching architecture of the World-Wide Web are changing the workloads of Web servers, but that major improvements to that architecture are stillnecessar y. In particular, we uncover evidence that a better consistency mechanism is required for World-Wide Web caches .

Introduction

Arlitt and Jin Page 2 of 90

1 INTRODUCTION

The 16^{th} Federation Internationale de Football Association (FIFA) World Cup was held in France fromJune 10^{th} throughJuly12^{th}, 1998. France ’98,as the 16^{th} FIFAWorldCup was commonlycalled, was the most widelycovered media event in history [36]. An estimated cumulative television audience of 40 billionwatched the 64 matches of France ’98,more than twice the cumulative television audience of the 1996 Summer OlympicGames in Atlanta. The Web site for France ’98,www.france98.com, also proved to be very popular, receiving more than 1 billion client requests during the tournament. This paper presents a detailed workload characterizationof the France ’98Web site. This study provides insights on the current state of the World-WideWeb. By comparing the results of this study to earlier Web characterization studies we are able to determine how Web workloads are evolvingas the Web increases in popularityand utilizes new technologies. Some of the more significant characteristics that we observed in the World Cup workload, and the performance implications of these characteristics include: HTTP/1.1 clients are becoming more prevalent, accounting for 21% of all requests.

Widespread deployment of HTTP/1.1compliantclients and servers is necessar y for the functionality of HTTP/1.1 to be fully utilized.

88% of allrequests were for Image files; an additional10% were for HTMLfiles, indicating that most user interest was in static (i.e., cacheable) files.

Introduction

Arlitt and Jin Page 3 of 90

almost 19% ofallresponses were ‘NotModified’,indicatingthat cache consistency traffic had a greater impact in the World Cup workload than in previous Web server workloads [3] the workload was quite bursty although over longer time scale (e.g., hours or more) the arrival of these bursts was quite predictable for timeouts of 100 seconds or less, many users sessions contained only a single request and a single response. We believe that this characteristicis due to the improved Web caching architecture that nowexists. Thischaracteristichas (possible) implications on both server and protocol design during periods of peak user interest in the World Cup site the volume of cache consistency traffic increased dramatically. This indicates that the lack of an efficient consistency mechanism (eitherthe specification or utilizationofone) is preventing Web caches fromeliminatingflash crowds inthe network and at the servers, whichis supposed to be one of the main benefits of Web caching.

Workloadcharacterizationplays an important role in systems design. Itallows us to understand the current state of the system. Bycharacterizingthe system over timewe can learn what effects changes to the system have had. Workload characterizationis also crucial to the design of new system components. In this paper we focus on the characterizationof a Web server workload. We compare our results to those frompreviousstudies (e.g., [3][28]) to determine how Web server workloads have changed over time. Furthermore, the

The 1998 World Cup

Arlitt and Jin Page 4 of 90

extremelyheavy workload of the World Cup site allows us to predict what the workloads of future Web servers may look like, so that we may plan accordingly. Web server workload characterizationis onlyone of the necessar y steps for understanding the changes occurring in Web traffic. Research efforts on Web clientworkloads (e.g., [5]), Web proxyworkloads (e.g., [2][7][8][15][17][18][22][27][33]),network traffic characterizations ( e.g., [34])as well as HTTPanalyses (e.g., [4][21][23][30])are all required in order better understand the Web. The remainder ofthe paper is organized as follows. Section 2 provides backgroundinformation on the 1998 World Cup, focusing on the structure of the tournament. Section 3 introduces the World Cup Web site and describes the technology that it utilized. Section 4 discusses the collectionand reductionofthe data set used in the workloadcharacterization study. Section 5 presents the results ofour workloadcharacterizationstudy. Section 6 analyzes a particularly busy segment of the World Cup workload and compares the results to the overall study in Section 5. Section 7 describes in more detail the performance implications ofthe results fromSection 5 and Section 6. Section 8 summarizes the contributionsof our paper and lists areas of future work.

2 THE 1998 WORLDCUP

Inorder to better understand the nature ofthe workloadfromthe France ’98Web site knowledge of the tournament itselfis required. In this section we provide a briefoverview of the

The 1998 World Cup

Arlitt and Jin Page 5 of 90

World Cup, focusing on the France ’98tournament in particular. Additionalinformation on the World Cup and the France ’98 tournament is available on the FIFA Web site [20]. The FIFAWorldCup is a tournament that is held once everyfour years to determinethe best football(soccer) team in the world. This competitionis open to allteams that represent the FIFA affiliated national football association of their respective countries. Due to the large number of teams interested in participating,a qualifyinground is now used to select the teams that willplay in the World Cup tournament. The qualifyinground for France ’98was held fromMarch1996 untilNovember 1997. Ofthe 172 countries that entered the qualifying round 30 were selected to compete in France ’98,along withthe host country, France, and the reigning champions, Brazil. France ’98began on June 10^{th}, 1998 and ended on July12^{th}, 1998. The tournament consisted of several rounds of play. The opening round lasted fromJune 10^{th} untilJune 26^{th}. Duringthisround the 32 participatingteams were dividedintoeightgroups. Each team then played one match against each of the other teams in its group. The top two finishers from each group qualified for the second round, known as the ‘Roundof 16’. This round lasted from June 27^{th} through July 1^{st}. Beginning with this round the winner of each match advanced to the next round whilethe loser was eliminated. The remaining rounds of the tournament were: the Quarter Finals, held on July3^{rd} and 4^{th}; the Semi Finals, held on July 7^{th} and 8^{th}; and the Final, held on July12^{th}. Amatch to determine the thirdplace finisher was held on July 11^{th} for the losing teams of the Semi Final round.

The 1998 World Cup Web Site

Arlitt and Jin Page 6 of 90

During the opening round each match was 90 minutes in length and was played in two 45 minute halves. During all subsequent rounds each match required a winner, so several tie breaking measures were used. Ifthe match was tied after 90 minutes of regulationplay, a 30 minute overtimeperiodwas played, withthe first team to score declared the winner. Ifa winnerhad stillnot been determined, penalty kicks were used to decide whichteam would advance to the next round.

3 THE 1998 WORLDCUP WEB SITE

The Web site ofthe 1998 WorldCup, www.france98.com, providedInternet-savvyfootball fans around the world witha wide range of information. Besides being able to access the current scores of the footballmatches in real time, fans could also access previous match results, player statistics, player biographies, team histories, information on the stadiums, facts about localattractions and festivities, as wellas a widerange ofphotos and sound clips fromthe matches and interviews withplayers and coaches. Fans could also downloadfree software, such as WorldCup screensa vers and wallpapers fromthe France ’98Web site. All of the information on the site was available in English and French. The France ’98Web site went on-lineMay 6^{th}, 1997. The site was established through the cooperative efforts ofthe OfficialTechnologySuppliersto the WorldCup: EDS, France Telecom, Hewlett-Packard, and Sybase. In anticipationof significant interest fromthe Internet communityin this Web site, emphasis was put on deploying an available, reliable and low latency platform to power the Web site. During the tournament 30 servers were used, dis-

Collection and Reduction of Data

Arlitt and Jin Page 7 of 90

tributed across four locations: 4 servers inParis, France; 10 servers inHerndon, Virginia;10 servers inPlano, Texas; and 6 servers inSanta Clara, California. Allofthe Web pages were created and/or modified in France. New or updated pages were sent from France to the Plano site, whichthen distributed them to the other U.S. based locations. ACisco Distributed Directorwas used to distributed clientrequests across the four locations. Ateach location various load balancers were used to distribute the incoming requests among the available servers.

4 COLLECTIONANDREDUCTIONOF DATA

The data set used in this workload characterization study is composed of the access logs collected fromeach of the servers used in the World Cup Web site. The access logs from each server were archived on a dailybasis. For this study all of the access logs fromMay 1^{st}, 1998 until July 23^{rd}, 1998 were analyzed. Each access logis inthe CommonLogFormat [35].For every request received by the Web server, the following information is stored:

remotehost rfc931 authuser [date] "request" status bytes

These fields are defined as follows:

remotehost : the IP address of the client issuing the request rfc931: the remote loginame of the user authuser : the username as which the user has authenticated himself [date] : the date and time of the request

Collection and Reduction of Data

Arlitt and Jin Page 8 of 90

request : the request line exactly as it came from the client status : the HTTP response status code returned to the client bytes: the content length of the document transferred The request linefromthe clientincludes the method (e.g., GET, HEAD)to be applied to the requested resource, the name ofthe resource (e.g., /index.html),and the protocolversion in use (e.g., HTTP/1.0).

An example of a (fabricated) access log entry is:

192.168.0.1 - - [10/Jun/1998:00:00:01 +0200] “GET /index.html HTTP/1.0” 200 1000

Thisentrytellsus that on June 10^{th}, 1998, at one second past midnight,localtimeinFrance, the client192.168.0.1 asked thisserver for the file /index.html. The server was informed that the clientsupported HTTP/1.0. The server successfully responded to this request (this is indicatedby the status code of200) and transferred 1,000 bytes ofcontent data to the client.

Table 1 summarizes the access logs that we acquired fromthe WorldCup site. Intotalmore

than 1.35 billionrequests were received by the Web site during the collectionperiod, and

Table 1 Summar y of Access Log Characteristics (Ra w Data)

Duration May 1st - July 23, 1998 Total Requests 1,352,804,107 Avg Requests/Minute 10,796 Total Bytes Transferred (GB) 4,991 AvgBytes Transferred/Minute (MB) 40.8

Collection and Reduction of Data

Arlitt and Jin Page 9 of 90

almost 5 TB of data sent to clients. The site averaged nearly 11,000 requests per minute and 41 MB of data were transferred to clients per minute on average. Our first concern was withthe size of the raw access logs - 125 GB in total, 14 GB when compressed. Inorder to make our workloadanalyses more efficientwe chose to convert the logs to a more compact binary format. We reduced the storage requirements in two ways. One approach removed unnecessar y data. For example, we deleted the rfc931 and authuser fields as they were not used by the servers and thus provided no informationthat was ofinterest to us. The second tacticthat we used to reduce the size ofthe data set was to represent the remaining fields in more efficient ways when possible. For example, we mapped allof the URLsto unique integers. We also mapped each distinctIP address to a unique integer identifier. Finally, we collated the access logs of all the servers by request time. The resultingbinary logfile was 25 GBinsize, 9 GBwhen compressed. Furthermore, each request is now in a fixed size structure, whichalso helps to improve the efficiency of our analyses. Since all of the mappings we performed are reversible, we did not lose any (significant) information in the reduction process. There was some incorrectinformation in the raw access logs. For example, some of the status 304 replies included a non-zero response size. We leftthis incorrectinformationinthe reduced logincase itis ofinterest for other researchers; we ignored it in our analyses. Despite the vast amount ofdata that was collectedbyeach ofthe servers, a lotofinteresting informationis stillnot available. For example, the access logs do not appear to containinformation on the number of aborted connections that occurred. As a result, the number of

Workload Characterization

Arlitt and Jin Page 10 of 90

bytes transferred reported in Table 1 overestimates the actual data traffic. The access logs have no information on either request or response header sizes whichmakes it impossible to know the total HTTPtraffic for the site. Unfortunately the access logs have no precise information on when file modifications occurred. Whilethe logs do have a timestamp that records when the request was received by the server, ithas a one second resolutionwhich is too coarse-grained to be ofuse for numerous analyses (e.g., inter-request times). These are just a fewexamples ofusefulinformationthat couldbe added to a revised logfile format.

5 WORKLOADCHARACTERIZATION

This section presents the results of our workload characterization. Section 5.1 discusses various statistical characteristics of the data set, includingthe protocol version, method, response status code and file type distributions. Section 5.2 analyzes the usage of the World Cup site. Section 5.3 describes the file and transfer size distributions whileSection 5.4 looks at the file referencing patterns. Section 5.5 investigates the usage of embedded files on the Web pages ofthe WorldCup site. Section 5.6 presents an analysis ofuser sessions.

Arlitt and Jin Page 11 of 90

5.1 Statistical Characteristics

Our first analysis in this section looks at the version of the HyperText Transfer Protocol

(HTTP)supported by the clientissuing the request. Table 2 shows the results of this analysis. As expected, HTTP/1.0is stillthe protocolused by most of the clients. However, the results indicatethat a significant portionofthe traffic, over 20%, came fromclientsthat support HTTP/1.1. This indicates that browsers that support HTTP/1.1are slowlyreplacing browsers that do not. These results do not indicate what percentage of the requests to the World Cup site, ifany, actually used HTTP/1.1functionality. We did not find any requests fromclients that supported onlyHTTP/0.9. We did discover 270,561 requests (0.02%)that did not have a validHTTPversion entered in the access log. We chose to ignore this error as it will have no significant effect on our results. Ournextanalysis looked at the resource method includedinthe each clientrequest. Table 3 shows the distributionofrequests by the method. 99.88%ofallrequests contained the GET method, whichindicates that the stated URLis simplyto be retrieved [19]. Includedin this category are ‘conditionalGETs’(e.g., requests that include the If-Modified-Since header

Table 2 Breakdown of HTTP Version Suppor ted by Client HTTP Version % of Requests % of Content Data Transferred 0.9 0.00 0.00 1.0 78.66 79.83 1.1 21.32 20.09 x.x 0.02 0.08 Total 100.00 100.00

Arlitt and Jin Page 12 of 90

field) and ‘partialGETs’(e.g., requests that include the Range header field) [19]. Unfortunatelythere is insufficientinformationinthe logfiles to determinethe exact number ofconditionalGETs that were issued by clients. Thisvalue is ofinterest as itwouldgive us a better indicationof how much impact client, proxy and network caching is having on the server workload. The next two most common methods seen were HEADand POST. HEAD requests are issued when only the header of a file is desired and not the content. POST requests allowthe clientto send informationto a specified URLon the server. Asmallnumber ofother methods also appeared inthe access logs, but not insufficientnumbers to affect the distributions given in Table 3. Table 3 indicates that some of the responses to HEAD requests appeared to have includedcontent data whichis a violationofthe HTTPspecification [19]. However, we ignore this as it has no noticeable impact on our study, For the remainder of this paper we focus on analyzingthe GETrequests, as these account for almost all of the requests to the World Cup site. Since the primary purpose of this site was to provide information to people it is not surprising to see such a high percentage of requests includethe GETmethod (i.e., the percentage of GETand POST requests is basicallydefined by the content on the Web site). We would like to pointout that this willnot be the case for all Web sites. In studies where methods other than GET are common, we would recommend analyzing all of the frequently used methods.

Arlitt and Jin Page 13 of 90

Table 4 shows the breakdownofserver response codes. For a more complete descriptionof

possible response codes please refer to the HTTP/1.1specification [19]. In this section we focus on the most commonlyseen status codes inthe access logs. Table 4 reveals that the majorityof requests resulted in the Successful transfer of an object (response status 200). The Successful transfers account for almost allofthe content data (97.86%)that was transferred fromthe Web site back to clients. The majorityof the remainingcontent data traffic

Table 3 Breakdown of Resour ce Methods Method % of Requests % of Content Data Transferred GET 99.88 99.62 HEAD 0.10 0.30 POST 0.02 0.08 Total 100.00 100.00

Table 4 Breakdown of Server Response Codes Response Code % of Requests % of Content Data Transferred 200 (Successful) 80.52 97.86 206 (Partial Content) 0.09 2.08 304 (Not Modified) 18.75 0.00 4xx (Client Error) 0.64 0.06 5xx (Server Error) 0.00 0.00 Other Codes 0.00 0.00 Total 100.00 100.00

Arlitt and Jin Page 14 of 90

was sent instatus 206 (PartialContent) responses . The second most common status code was the NotModified (304)response whichaccounted for almost 19%ofallresponses to client requests. This represents a substantial increase over the percentage of Not Modified responses seen in earlierserver workloads [3]. The reason for this increase can be attributed to the improved caching architecture in the Web, includingpersistent caches in browsers, and more recently in proxies and networks (e.g., transparent caches). This type of response indicates that the clientissued a conditionalGETrequest to verifythat its cached copy of the file is consistent withthe version being served at the Web site. Since the Not Modified response is not the only possible response to a conditionalGET request we still cannot determine the exact volume of conditionalGETrequests, although we can establish a lower bound. Relatively few requests resulted in error responses . Mostof the errors that did occur were the result of incorrectURLswhichresulted in a status 404 (FileNotFound) response.

Arlitt and Jin Page 15 of 90

Table 5 shows the breakdownofresponse bythe type offile requested bythe client. The file

type was determined in several ways. For the majorityof the responses the file extension was used to categorize the file by type. For example, files ending with‘.jpg’or ‘.gif’were placed in the Images category, whilefiles ending in ‘.zip’were placed in the Compressed category. We considered any URLthat included ‘cgi-bin’in the string to be a dynamic response, as wellas anyfile that had a ‘.cgi’or ‘.pl’extension. Furthermore, anyURLthat contained a parameter list (e.g., /example.html?parameter_list) was considered to be a dynamic file. For all of the remaining(unique) requests we issued HEADrequests to the Web site and used the Content-type: response header to classify the file.

Table 5 reveals that almost all client requests (98.01%) were for either HTML(9.85%) or Image (88.16%)files. Asimilarcharacteristicwas observed inearlierWeb server workloads [3]. Many ofthe remainingrequests were for Java files. Few requests were made for multi-

Table 5 Breakdown by File Type File Type % of Requests % of Content Data Transferred HTML 9.85 38.60 Images 88.16 35.02 Audio 0.02 0.10 Video 0.00 0.82 Compressed 0.08 20.33 Java 0.82 0.83 Dynamic 0.02 0.38 Other Types 1.05 3.92 Total 100.00 100.00

Arlitt and Jin Page 16 of 90

media types such as audio and video. HTMLfiles had more impactthan image files on the volume of content data transferred from the Web site (38.60% for HTMLcompared with 35.02% for Images). Most Image requests were for small inlinegraphics whilethe HTML requests were for substantiallylarger files. Furthermore many requests for Image files were conditional GETs that resulted in Not Modified responses . Thus many of the Image responses contained no data. The Compressed files, whichaccounted for only0.08% ofall requests were responsible for over 20% ofthe content data traffic. Mostofthe Compressed requests were for downloadable software, in particular World Cup screensa vers for PCs. The huge discrepancy between the percentage of requests for Compressed files and the percentage ofcontent data transferred for the corresponding transfers is an indicationofthe effects that large files can have on the workload of a Web server and of the network. The percentage ofthe content data transferred for Audiofiles does not indicatethe actual impact on the network. Many of the Audio requests received at the Web site were for Real Audio files (i.e., streamed data). These requests were redirected to other servers. Noinformation on these ser vers is available.

Arlitt and Jin Page 17 of 90

Table 6 shows the percentage ofrequests handled byas wellas the content data transferred

by each ofthe locationsthat participatedinhosting the WorldCup Web site. Clientrequests to the WorldCup site were redirected to one ofthe four hosting locationsby a Cisco Distributed Director. The goal ofthe Distributed Directoris to transparently redirectclientrequests to the ‘‘closest’’server. Closeness may be determined by client-to-server topologicalproximityor client-to-server latency [14]. However, both ofthese metrics are difficultto estimate. Table 6 indicates that most of the requests were handled by servers in North America, with the Plano location receiving the bulk of the work (44.50% of requests, 45.03% of content data). The final analysis in this section examines the unique clients that accessed the World Cup Web site duringthe periodofstudy. Determiningan exact figure for the number ofclientsis virtuallyimpossible. The presence of proxycaches and shared workstations hides some of the unique clients from our analysis. The use of DHCP to assign IP addresses to client machines inflates the number ofunique clients seen in the log. Thus we can neither establish a lower nor an upper bound on the number of unique clients that issued requests.

Table 6 Breakdown by Location Location % of Requests % of Content Data Transferred Santa Clara, CA 16.60 16.89 Plano, TX 44.50 45.03 Herndon, VA 25.91 23.72 Paris, FR 12.99 14.36 Total 100.00 100.00

Arlitt and Jin Page 18 of 90

The access logs contain 2,770,108 unique IP addresses . We analyzed each unique IP address to determine the number of requests they made to the World Cup Web site, the number of content bytes they received from the site, and the number of hosting locations that theycommunicated withduringthe trace. Table 7 presents the results ofthisanalysis.

Arlitt and Jin Page 19 of 90

Table 7 is dividedintofour parts, witheach part providinginformation on the percentage of clients that communicated withservers at a particularlocationor number of locations. For example, the first section of Table 7 indicates the percentage of clients that communicated withservers at onlya single location. 61% ofallthe unique clientscommunicated withserv-

Table 7 Breakdown of Clients Location^a % of Unique Clients% of Requests % of Bytes Transferred Single Location SC only 10.49 2.75 2.67 PL only 27.95 8.20 8.23 HN only 14.23 3.98 3.60 PA only 8.33 2.10 2.29 Subtotal 61.00 17.03 16.79

Two Locations SC & PL 8.01 8.11 8.30 SC & HN 0.79 0.47 0.43 SC & PA 0.47 0.24 0.27 PL & HN 9.35 9.97 9.36 PL & PA 5.54 4.06 4.62 HN & PA 2.42 1.43 1.44 Subtotal 26.58 24.28 24.42

Three Locations SC, PL & HN 2.70 7.05 6.60 SC, PL & PA 1.51 2.77 2.99 SC, HN & PA 0.17 0.16 0.16 PL, HN & PA 5.28 11.61 11.57 Subtotal 9.66 21.59 21.32

Four Locations SC, PL, HN & PA 2.76 37.10 37.47 Total 100.00 100.00 100.00 a. Abbreviation definitions are given in Table 21, section 10 on page 87

Arlitt and Jin Page 20 of 90

ers at onlyone ofthe four hosting locations. These clients issued 17.03% ofallrequests to the World Cup Web site and received 16.79% of all content data transferred from the site. From Table 7 we can see that most ofthe unique clients (87.58%)accessed servers at only one or two ofthe hosting locations. Assumingthat the DistributedDirectoris able to redirect clients to the closest hosting locationthis is not an unexpected behaviour. However, these clients are responsible for only41.21% of allrequests. 2.76% of allclients issued requests to allfour hostinglocations. Since these clientsmade over 37% ofallrequests itis likelythat many of these clients are proxies. Althoughit seems counterintuitive that a client should communicate withservers fromeach location,particularlywiththe locations spread across two continents, we do not have sufficientinformationto properlyevaluate the performance of the DistributedDirector.

Workload Characterization Usage Analysis

Arlitt and Jin Page 21 of 90

5.2 Usage Analysis

Figure1 shows the dailytraffic volumehandled by the WorldCup Web site. Fromthe begin-

ning of May untilthe start of the World Cup on June 10^{th} the traffic volume is quite light althoughclearlybuildinginanticipationofthe start ofthe event. Beginningon June 10^{th} the volume oftraffic grows enormously. Thismarks the beginningofa prolonged “flash crowd”. That is, the site suddenly became very popular, remained popular for a lengthy period of time, and then just as quicklybecame relatively unpopular again. Althoughthe dailytraffic volume is quite bursty duringthe WorldCup, the traffic volume remains higherthan itwas at any timepriorto the start ofthe event. The busiest day for the site was June 30^{th} when over 73 millionrequests were handled by the France ’98site. AfterJune 30^{th} the dailytraffic volumes begin to slowlydiminishuntilthe end of the World Cup, at whichtime the volume of traffic quickly subsides.

Figure 1 Daily Traffic Volume to the World Cup Web Site

Workload Characterization Usage Analysis

Arlitt and Jin Page 22 of 90

In order to better understand the causes of this burstiness we analyzed the traffic in more detail. Figure2 shows the hourly traffic volume of the World Cup Web site.

Workload Characterization Usage Analysis

Arlitt and Jin Page 23 of 90

I

Figure 2 Hourly Traffic Volume to the World Cup Web Site

Workload Characterization Usage Analysis

Arlitt and Jin Page 24 of 90

Figure2 consists of six bar graphs, one for each week of the World Cup tournament. The solid black curve in each graph represents the hourly volume of requests (y-axis) for the given time (x-axis, normalized to local time in France). The scale of both the x and y-axes are kept constant across all bar graphs to facilitatecomparisons in traffic volume over time and byday-of-week. The dashed verticallinesindicatethe startingtimeofa WorldCup footballmatch. The teams involved ineach match are also listed(the abbreviationsare defined inTable 22 inSection 10). For example, at 5:30pm(inFrance) on Wednesday June 10^{th} the first match of the 1998 World Cup was played between Brazil (BRA)and Scotland (SCO). Approximatelysixmillionrequests per hour were received by the WorldCup Web site at this time. The bar graphs also indicate the days on whicheach round of the tournament began (e.g., the Round of16 began on SaturdayJune 27^{th}), as wellas those matches that required penalty kicks to decide a victor(e.g., on Tuesday July7th the match between Braziland the Netherlands was decided withpenalty kicks; this is indicatedby the (P) followingthe names of the teams). Figure2 reveals that there were many variables that affected the hourlytraffic volume at the World Cup Web site. For example, the volume of traffic increased when matches were in progress and decreased once they had finished. These bursts represent flash-crowds on a smaller scale. The traffic volume was also affected by the teams involved in the matches (e.g., traditionalfootballpowers like Braziland Germanyare ofinterest to footballfans everywhere and not just Brazilians and Germans), the number ofmatches in progress (e.g., from

Workload Characterization Usage Analysis

Arlitt and Jin Page 25 of 90

June 23rd through June 26th matches were played in parallel),and the playoffimplications of the match. One interesting observation to be made from Figure2 is that the volume of traffic to the World Cup Web site was quite low on weekends, even though a higher percentage of matches were played on Saturday and Sunday than on weekdays. The obvious reason for this reduction in traffic volume is that people preferred to watch the matches on television. When these fans were unable to watch the matches on television,such as when they were at work or school, or when certain matches were not televised in their area, they relied on the Web to provide them withprogress reports on the matches that they were interested in. Timezone differences also contributed to the usage ofthe WorldCup site. Since most ofthe matches were held inthe late afternoon or evening localtimethis enabled European fans to watch most of the matches on television. Because of this we would expect to see different usage patterns for European-based clients accessing the World Cup site (e.g., fewer requests whilematches are in progress). For fans in the Americas and (eastern) Asia this meant early morning or afternoon matches, whichwould often conflict withtheir dailyroutines. Aswe mentionedearlierthe busiest dayfor the WorldCup Web site was June 30^{th}. Figure2 provides us withan explanationof why this day was so popular. First of all, June 30^{th} was the last day of the Round of 16. Thus, the two victors on this day would advance to the Quarter Finals. Second, the match between Argentinaand England went intoovertime, and

Workload Characterization Size Distributions

Arlitt and Jin Page 26 of 90

eventually required penalty kicks to determine the winner. During this match the request rate peaked at almost 12 million per hour.

5.3 Size Distributions

In this section we analyze the distribution of sizes for all unique files requested from the World Cup Web site. We also examine the distribution of all transfer sizes from the site.

5.3.1 Size Distribution of Unique Files Ourfirst analysis looksat the sizes for each ofthe unique files that were requested and successfullytransferred at least once inthe access log. For the purpose ofthis study we utilize the initialnon-zero size recorded for each unique file. Since some ofthe unique files change over timeso too willthe results ofour analysis. However, we believe that the choice ofwhich size to use for a file willonlyaffect the parameters ofthe distributionand not the distribution itself. We have no informationon the files that were available on the Web site but were not requested during the collection period. Table 8 Unique File Size Information b y File Type All Files HTML Image Audio Video Java Compressed Dynamic Number 20,728 11,411 7,025 344 12 14 67 1,783 Mean (bytes) 15,524 7,311 8,961 24,117 1,418,329 4,571 1,537,833 20,896 Median (bytes) 4,674 4,670 4,490 133 1,367,199 4,808 39,046 18,960 Maximum (MB) 61.2 0.14 1.32 1.33 1.86 0.006 61.2 2.9 Total Size (MB) 307 80 60 8 16 0.01 98 36

Workload Characterization Size Distributions

Arlitt and Jin Page 27 of 90

Table 8 presents some overall statistics on the unique files that were requested from the World Cup Web site. These statistics were calculated for the complete set of unique files (columnentitled “AllFiles”)as well as for several different file types. Table 8 indicates that there were 20,728 unique files requested (and successfully transferred) fromthe WorldCup site during the measurement period. The total combined size of these files was 307 MB. The mean size of these files was 15,524 bytes, the median size 4,674 bytes, and the maximum size 61.2 MB. Mostofthe unique files (18,436 of20,728 or 89%)were ineither HTML or Image format. Anadditional9% of the unique files were considered to be dynamic(e.g., cgi-binfiles). The unique HTMLand Image files accounted for only46% (140 of307 MB)of the total size of the set of unique files. Muchof the total size was due to a few large files, such as Videoor Compressed. The Audio files were in general quite small. This occurred because many of the files in this category simplycontained a URLthat redirected the client to a Real Audio server. The few large Audio files were compressed sound clips (e.g., .wav files).

Figure 3 Size Distribution of Unique Files: (a) Frequency; (b) Cumulative Frequency; (c) Tail

(a) (b) (c)

Workload Characterization Size Distributions

Arlitt and Jin Page 28 of 90

Figure3 shows the analysis ofthe size distributionfor allunique files in the World Cup data set. Figure3(a) presents the frequencyhistogram whileFigure3(b)provides the cumulative frequency histogram of the unique file sizes. We have applied a logarithmictransformation to the file sizes to enable us to identifypatterns across the widerange ofvalues [32]. For a log_2 transformation, bin_i includes values in the range 2^i ≤ x < 2^{i+1}-1. Similarly, for a log_{10} transformation,bin_i includes values inthe range 10^i ≤ x < 10^{i+1}-1. Figure3(a) indicates that most unique files have sizes in the 256 byte to 64 KBrange (2^8 - 2^{16} bytes). In other Web workload characterizations the file size distribution has been found to be lognormal [2][5]. That is, after applyinga logarithmictransformation to the data, the data appears to be normallydistributed. We compare the unique file size distribution(the empiricaldata) to a syntheticlognormal distributionwithparameters μ=12.14 and σ =1.73. FromFigure3(a) we can see that the empiricaldata deviates quite substantiallyfromthe syntheticmodel. These differences are due to the distinctnature of the World Cup site. For example, in Figure3(a) about 10% of all unique files were around 4 KB(2^{12} bytes) in size. 65% of these files are HTMLobjects that provided profiles on the individualplayers who participatedin the World Cup tournament. Allof the other large spikes in Figure3(a) are also the result of groups of related objects having approximatelythe same size. On ‘typical’Web sites we would not expect to see such large clusters ofrelated objects that make up a substantial percentage of all files on the Web site. Despite the number of spikes seen in Figure3(a) the cumulative frequency histogram (shown in Figure3(b)) indicates that the lognormal distribution stillprovides a reasonable

Workload Characterization Size Distributions

Arlitt and Jin Page 29 of 90

estimate for the body ofthe unique file size distribution. Whileitis clearlynot exact, the lognormal distribution may be sufficiently accurate for most modeling purposes. Whilemost ofthe unique files are less than 64KBinsize a few are substantiallylarger. Our next analysis examined the tailof the unique file size distributionto determine ifitis heavytailed. A distribution is considered heavy-tailed if . This means that ifthe asymptotic shape of the distribution is hyperbolicit is heavy-tailed, regardless of the behaviour of the distributions for small values [12]. To determine if the unique file size distributionfromthe WorldCup Web site is heavy-tailedwe plottedthe complementary distribution (CD) functionon log-logaxes and examined the results for linear behaviouron the upper tail. Thismethod ofanalysis is described in[11]. The results ofthis analysis for the World Cup data are shown in Figure3(c). The tailof the distribution does exhibitsome linear behaviour which suggests that the distribution is indeed heavy-tailed. However, this linearitydoes not existthroughoutthe entire tail. Specifically, a spike exists in the 1-4 MBrange. Thisspike is caused bythe existence of44 files whose sizes are inthe 1- 4 MBrange. These files include13 uncompressed, highresolutionimages, 4 audio clips, 15 screen sa vers (i.e., downloadable software) and 12 video clips. To verifythat the unique file size distribution is indeed heavy-tailedwe utilized the scaling estimator tool aest created by Crovella and Taqqu [11]. This tool aggregates the data points in the distribution and then plots the complementary distribution of the aggregated data set. Ifthe distributionis heavy-tailedthen the tailsofeach successive aggregated data set will be approximately parallel with slope approximately -α [11].

P X x] x α– x ∞ 0 α 2< <,→,∼ > [

Workload Characterization Size Distributions

Arlitt and Jin Page 30 of 90

Figure4 presents the results ofthis test on the unique file size distributionfor the WorldCup Web site. The leftmostcurve on the graph is the complementary distributionfor the original, unaggregated data set. Each subsequent curve is the CDfunctionfor the data set that has been aggregated a factor of two more than the previous curve. The aggregation factors shown in Figure4 are 1 (raw data), 2, 4, 8, 16, 32, 64, 128, 256, 512 and 1024. The results in Figure4 indicate that the unique file size distribution is heavy-tailed,as the tailsofthe successive CDplots are roughlyparallelto one another. As the aggregation factor increases, the tails become linear throughoutthe tailof the distributionas the impact of the set offiles inthe 1-4 MBrange diminishes. The estimate for the α parameter for the tail of this distribution is 1.37. In summary, we believe that the unique file size distribution could be reasonably approximated using a hybridmodelthat combines a lognormaldistributionfor the bodyand a power

Figure 4 Size Distribution of Unique Files: Complementary Distribution Plots of Aggregated Data

Workload Characterization Size Distributions

Arlitt and Jin Page 31 of 90

lawdistributionfor the tail. Thisis the approach taken withSURGE,a Web workloadgenerator developed byBarford and Crovella[6]. Amore precise modelwouldneed to account for the clusters of related files found in the workload whichaffects both the body and tailof the distribution.

5.3.2 Size Distribution of Successful T ransfers Ournextanalysis focuses on the sizes ofallsuccessful transfers (i.e., status 200 responses) from the World Cup Web site.

Table 9 presents the overallstatistics on the successful transfers, for alltransfers and by file type. By comparing Table 8 and Table 9 we can see numerous differences between the unique file and successful transfer size distributions. For example, the median successful transfer size is 965 bytes, whichis significantly smaller than median of 4,674 bytes for the unique file size distribution. This difference indicates that the smaller files available at the site were requested significantlymore oftenthan the larger files. For HTMLfiles the median transfer size is larger than the median unique size. Thisoccurred in part because the more popular HTMLpages were quite large, and because some of the HTMLpages increased in

Table 9 Successful T ransfer Size Information b y File Type

All Transfers HTML Image Audio Video Java Compressed Dynamic Number 1,087,916,098 107,312,796 946,428,396 281,149 28,600 10,139,230 969,058 282,615 Mean (bytes) 4,802 18,693 1,965 19,370 1,464,641 4,367 1,018,305 72,323 Median (bytes) 965 12,624 914 131 1,367,199 4,406 1,272,120 6,122 Maximum (MB) 61.2 0.23 1.32 1.33 1.86 0.01 61.2 4.32 Bytes Transferred (GB) 4,856 1,868 1,732 5 39 41 918 19

Workload Characterization Size Distributions

Arlitt and Jin Page 32 of 90

size duringthe data collectionperiod. Evidence ofthese increases can be seen by comparing the maximum (initial)size for all HTMLfiles and the maximum transfer size seen for HTML files.

Figure5(a) shows the frequency histogram for the successful transfer size distribution. As was the case for the unique file size distribution,the frequencyhistogram contains a number oflarge spikes. Thischaracteristicis due to several ofthe more popularobjects havingvery similarsizes. The cumulative frequency histogram, shown in Figure5(b), reveals that the synthetically-generated lognormal distribution with parameters μ=10.13 and σ =2.19 is a much better model for the successful transfer size distribution than it is for the unique file size distribution. Figure5(c) presents the analysis of the tail of the successful transfer size distribution. In Figure5(c)we can see that the tailis affected bytransfers inthe 1-4 MBrange justas the tail of the unique file size distribution was affected by files in this range (Figure3(c)). For the Successful Transfer case the tailof the distribution is not affected by the number of files in

Figure 5 Size Distribution of Successful Transfers: (a) Body; (c) Tail

(a) (b) (c)

Workload Characterization Size Distributions

Arlitt and Jin Page 33 of 90

this size range but rather by the popularityof several of these large files [10]. For example, the five most popularfiles inthis set oflarge files were WorldCup screen savers that people coulddownloadand use on theirPCs. These five files were transferred over 600,000 times during the period of data collection.

5.3.3 Size Distribution of All Transfers In this section we examine the size distribution of all transfers from the World Cup Web site.

Figure6 presents the analysis of the body and tail of the size distribution for all transfers. Figure6(a) and Figure6(b) show the frequency and cumulative histograms respectively for the overalltransfer size distribution. The spike at 0 inthis graph corresponds to the highvolume of Not Modified responses seen in the workload (we placed all zero-sized transfers in the 2^0 binsince log_2 0 is undefined). The presence ofthis large quantifyofzero-sized transfers reduces the median transfer size to 828 bytes from965 bytes for the Successful trans-

Figure 6 Size Distribution of All Transfers: (a) Body; (b) Tail

(a) (b) (c)

Workload Characterization Size Distributions

Arlitt and Jin Page 34 of 90

fers. Thisspike is the main difference between the OverallTransfer size distributionand the Successful transfer size distribution.

5.3.4 Impact of Size Distributions

Figure7 indicates the effect of the size distributions on the storage requirements at the WorldCup Web site as wellas on network traffic. For example, files up to, but not including 1 KBin size (up to and including2^9 bytes) account for 10.4% of allfiles stored at the World Cup site but utilize only0.4% of the storage space at the site. 55.7% of all clientrequests were for files less than 1 KBin size. Responses to these requests generated only5.8% of the totalcontent data transferred fromthe Web site. Meanwhile, files 64 KBand larger (2^{16} bytes) made up only0.4% of the unique files but consumed 50.7% of the required storage space. Althoughthese files received only0.1% ofallclientrequests they accounted for 21% ofthe content data transferred. These numbers suggest that the impactthat these fewlarge

Figure 7 Impact of File Size Distributions on Servers and Network

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 35 of 90

files can have on the system is substantial. Thus it is important to accurately model the upper tails of both the unique file and transfer size distributions in order to make better assessments of the impact of a workload on a Web server [6].

5.4 File Referencing Beha viour

Inthis section we analyze the WorldCup workloadfor the presence oftwo important file referencing characteristics: temporal locality and concentration of references.

5.4.1 Temporal Locality Temporal localitymeans that a file that was recently referenced willlikely be referenced again inthe near future[1][3].To measure the temporal localitywe utilize the standard LRU (Least Recently Used) stack-depth analysis. This analysis works in the followingmanner. When a file is initiallyreferenced itis added to the top ofthe LRUstack (position1). Allfiles that are currentlyin the stack are pushed down by one position. When a file is referenced again its current depth (i.e., position)inthe stack is recorded and then the file is moved back to the top ofthe stack. The other files inthe stackare pushed downas necessar y. Once the entire log has been analyzed the record of the depths at which re-references occurred is examined. Logs whichexhibita high degree of temporal localitywillhave a small average (or median) stack depth. Conversely, logs witha low degree of temporal localitywillhave a large mean (or median) stack depth.

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 36 of 90

Table 10 shows the results ofthe stack depth analysis for the WorldCup workload. We performed the analysis for the site as a whole(i.e., consideringallrequests) and for each location independently. Similar mean stack depths in Table 10 indicate that the degree of temporal localityis quite consistent across the three North American locations. The degree oftemporal localityis noticeablyweaker at the Paris site. Thisdifference is due to the Paris site havingto serve both French and Englishpages on a regular basis. The US based locations typically received requests only (although not exclusively) for pages in English. InTable 10 we also providethe median stack depth. Across allsites the median stack depth is significantly smaller than the mean, indicatingthat the degree of temporal localityin the workloadis even stronger than is suggested by the mean depth. Thisobservation suggests that the stack depth distributionhas an extremelylong tail. Further evidence of this is provided by examiningthe 90th percentile. Across allof the server locations 90% of the refer-

Table 10 Temporal Locality Anal ysis All LocationsSanta Clara Plano Herndon Paris mean stack depth 290 272 261 261 414 standard deviation 721 637 621 639 1073 median stack depth 106 107 101 97 137 90th percentile 615 589 564 559 816 normalized mean stack depth 0.015 0.014 0.014 0.014 0.022 normalized median stack depth 0.0051 0.0052 0.0048 0.0047 0.0066

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 37 of 90

ences were at a depth of816 or less, whichis only4% ofthe maximum depth of20,728 (the number of unique files in the trace). Table 10 also includes the normalized mean and median stack depths. We calculated these values bydividingthe mean or median stackdepth bythe number ofunique files inthe trace. Bynormalizingthe stack depth we can compare the degree of temporal localityacross different access logs [5]. For example, Barford et. al. reported a normalized mean stack depth of 0.2340 and a normalized median stack depth of 0.0399 for a recent proxytrace [5]. The normalized mean and normalized median stack depths reported inTable 10 are significantly smallerthan the values reported by Barford indicating(as expected) that the temporal locality is much stronger in the Web site accesses .

Figure8(a) and Figure8(b) provide the frequency and cumulative frequency histograms for the stackdepth distributions. The results for the overallworkloadas wellas for each location are presented. These two figures clearly show that most of the references occurred near the top of the stack, indicatinga strong degree of temporal locality. In fact, 94% of allreferences occurred at a stack depth of less than 1000. These figures also show, as we indi-

Figure 8 Stack Depth Distribution: (a) Frequency; (b) Cumulative Frequency; (c) Log-Transformed Cumulative Freq.

(a) (b) (c)

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 38 of 90

cated earlier, that the stack depth distributions are quite consistent across the three North American locations but noticeablydifferent for the Paris location. In order to view the entire stack depth distributionwe applied a logarithmictransformationto the data. The results are shown in Figure8(c). The remaining 6% of references occurred in the bottom 95% of the stack (positions 2^{10} and greater).

5.4.2 Concentration of Ref erences The second file referencing characteristic that we focus on is concentration of references. Many studies, including[3] and [13], have found that a non-uniform referencing pattern exists for files on the World-WideWeb. This means that a small number of files on a Web site are extremelypopular and are responsible for most of the requests arrivingat the site. Most of the unique files on a Web site are unpopular and are seldomly requested.

Figure 9 Concentration of References (cumulative distribution)

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 39 of 90

Figure9 shows the distributionofallclientrequests across the set ofunique files available at the World Cup Web site. In this figure all of the unique files (x axis) have been sorted in decreasing order by the number of references that each received. The volume of content data that each of these files generated in network traffic along with each file’s storage requirements at the site were also computed. Figure9 clearlyshows that there is a concentration of references among a small subset of the unique files. For example, the top 10% (i.e., the most popular)unique files received 97% ofallrequests, generated 89% ofthe network traffic (i.e., content data) whileoccupying less than 7% of the storage space on the Web site. The top 1% of files received 75% of all requests, generated 46% of the network traffic and consumed a mere 0.12% of the required storage space . Whilea number of the files on the World Cup site were extremelypopular, many were relatively unpopular. In fact, 9.2% of the unique files were requested only a single time. We refer to these files as “one-timers”[3]. The combined size of these one-timers was 98 MB, or 31.8%ofthe combinedsize ofallunique files. Thischaracteristicis ofinterest because of its obvious effect on caching; even over a long period of time and with an exceptionally heavy workload, some files on a Web site willnot be referenced more than once. Thus, there is no benefit in caching these files. Several studies, including[3],[5],[7]and [13],have found that a Zipf(-like) distributioncan be used to characterize the popularityof files on the Web. A distribution is considered to be Zipf-like ifthe relative probabilityofa request for the i^{th} most popularobject is inversely proportional to 1/i^β [7].In Web proxy workloads, estimates of β typicallyrange from 0.5 to 1

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 40 of 90

[5][7][27][33].The more concentrated the references are to a set of popular objects, the higher the estimate of β. Since the concentration of references in Web server workloads is generallymuch stronger than what is found in Web proxyworkloads, the estimates of β are also higher. To test ifa distributionis Zipf-like a log-transformed plotof the number of requests for each file as a functionofthe file’s rank is created. The most frequentlyrequested file is assigned a rank of1 whilethe least frequentlyrequested file is assigned rank N (inthis case 20,728). If the distribution is Zipf-like the graph should appear linear with slope near -β [5].

Figure10(a) shows the relative popularity of the unique files in the World Cup workload. Thisgraph exhibitsthree distinctlinearregions; thus itdoes not appear to be Zipf-like when considering all unique files. The three distinct regions are (I) files 1-100, (II)files 100- 13,000, and (III)files 13,000 to 20,728. Figure10(a) also includes informationthat indicates

Figure 10 Concentration of References (reference count vs. rank): (a) All files; (b) HTML files only

(a) (b)

Workload Characterization File Referencing Behaviour

Arlitt and Jin Page 41 of 90

which files are HTMLand which are images. The two horizontal lines at the bottom of Figure10(a) indicateifthe file was an HTMLor an Image file. For example, these lines can be used to determinethat the most popularfile (rank 1) was an image whilethe second most popularfile (rank 2) was an HTMLfile. These lines also reveal that most ofthe top 500 files were images and onlya few were HTML.Unfortunatelythese lines are too dense to distinguish the types of the less popular files. We willnow examine each of the regions mentioned above in more detail. In region I the slope ofthe graph is nearlyhorizontal(slope is approximately-0.25),indicatingthat allofthe files have nearlyequivalent reference counts. These 100 files received 61% of allrequests to the WorldCup site and caused 37% ofallcontent data traffic. Ofthese 100 files sixwere HTMLand 93 were images. We speculate that the reason there are so many files with nearly equivalent reference counts is due to the number of embedded files in the popular HTMLfiles (58 ofthe 93 Image files were embedded inthe 6 HTMLfiles inregionI),and the use of the same images across many different pages on the World Cup site (the remaining Image files in region I were embedded in multiplepages; 13 of these Image files were utilized on 400 or more pages). Caching withinthe network (e.g., at clients and proxies) may have reduced the reference counts ofsome ofthe more popularfiles. The graph inregionII of Figure10(a) is linear with a slope estimated at -1.92. In region IIIthe graph drops off almost vertically(slope estimated at -14.7). We are unsure of the cause of this. One hypothesis is that the extreme popularityofthe WorldCup site and the relativelysmallset of unique files changes the beha viour of the distribution.

Workload Characterization Embedded Files

Arlitt and Jin Page 42 of 90

Since the popularitydistributionfor allunique files did not appear to be Zipf-like we decided to perform the same analyses just on the HTMLfiles. We chose to examine the HTMLfiles as this would provide us withan estimate of the popularityof the pages on the World Cup Web site (due to the use ofFrames on this site, a number ofpages actuallyconsist ofmultiple HTMLfiles). The results of this analysis can be seen in Figure10(b). Two distinctive regions can be seen in this graph. In region I (files 1 - 6,000) the popularityof HTMLfiles appear to followa Zipf-like distributionreasonablywell. We estimate the slope ofthisportion of the graph at approximately-1.16. In region II(files 6,000 - 11,411) the graph drops off almost vertically, witha slope estimated at -20.6. We are unsure ofthe cause ofthis change in the graph. One possibilityis that many of the HTMLfiles in region IIwere available (i.e., linked to other pages) for onlyshort periods of time, or perhaps not at all. Once a file is no longer linked to other files itcan onlybe accessed by directlyrequesting it(i.e., typinginthe URL of the file). This would significantly reduce the number of accesses to the file.

5.5 Embedded Files

In an updated version of the SURGE workload generator [6],Barford and Crovella define three classes of files [4]:

base files : HTML files which contain embedded files embed ded files : files which are referenced by base files (e.g., images, java) single files : files which are neither base nor embedded (e.g., compressed) For simplicitywe assume allHTMLfiles are base files, allimages and java files are embedded files, and all other types are single files.

Workload Characterization Embedded Files

Arlitt and Jin Page 43 of 90

Inthis section we focus on the embedded files. Inparticularwe want to determinethe distributionof total embedded files per base file, as well as the distributionof unique embedded files per base file. We also examine the use of individualembedded files across multiple base files. The totalnumber ofembedded files ina base page represents the upper limiton the number ofadditionalHTTPrequests that willbe generated whenever the base file is requested. Due to caching by the browser additionalHTTPrequests should onlybe needed for the unique embedded files referred to by the base file. Because some files may be embedded inmore than one base file the actual number of additional HTTP requests that are automatically generated when a particularbase file is requested should be less than the number ofunique embedded files contained in that base file. However, this distribution is affected by the cache size and consistency policy at the client and is therefore more difficult to quantify. We did not utilize information fromthe log files to determine the number of embedded files per base file. Instead we analyzed a copy of the World Cup site. We set up a local Web server to host the files from the site. We then utilized the remote control feature of the Netscape Navigatorbrowser [31]to request each base file. We used the browser to interpret the Javascriptin the base files and to request the appropriate embedded files (we took several steps to ensure that the browser would issue requests for all of the embedded files rather than files fromitscache). Thisstep was requiredas the number ofembedded objects per base file depended on the capabilitiesofthe client’s browser. Simplycountingthe number of embedded files in each HTMLfile would overestimate the number of embedded files

Workload Characterization Embedded Files

Arlitt and Jin Page 44 of 90

utilized for a particularbrowser (e.g., simplyscanning the HTMLfiles resulted ina maximum of 76 embedded files compared to a maximum of 61 using Netscape to generate the requests). The results we report are for Mozilla4.0 (i.e., Netscape 4.0) compliantbrowsers. We believe that fewer embedded files were utilized for older browsers although we have not analyzed this thoroughly. Finallywe analyzed the access log of our Web server to determine the embedded files for each base file.

Figure11(a) shows the distributions for the total embedded files per base file as wellas for the unique embedded files per base file for the World Cup Web site. 90% of the base files had a total of 19 or fewer embedded files. The median value was 13 total embedded files per base file. The maximum number ofembedded files on a single base file was 61. Since some embedded files are used more than once in a single base file we also analyzed the distinctembedded files per base file. When onlythe unique embedded files are considered

Figure 11 Analysis of Embedded Files: (a)Embedded Files per Base File; (b) Sharing of Embedded Files

(a) (b)

Workload Characterization User Session Analyses

Arlitt and Jin Page 45 of 90

the numbers are slightlysmaller; 90% ofthe base files included17 or fewer embedded files, while the median value was 11. The maximum number of unique embedded files was 58. Figure11(b) shows the number of base files that an individualembedded file is likely to be includedin. Mostofthe embedded files are includedin onlya few base files. For example, 90% of all embedded files are used in 15 or fewer base files. Included in this group of embedded files are the pictures of individualplayers. Many of these images appear in only a single base file, namely the biography page for the particularplayer. Whilemost embedded files appear inonlya fewbase files, a smallnumber ofembedded files are widelyused. The most popular embedded file, a small icon, appears on 7,969 of the 11,411 HTML files.

5.6 User Session Anal yses

In this section we investigate various characteristics of user sessions . For the purpose of these analyses we define a user session as all requests froma single client to the World Cup Web site, withthe time between requests fromthat IP address less than some threshold value. That is, if request r_{i+1} from client C arrives at the Web site x seconds after request r_i fromclientC, and x ≤ t (t is the timeoutvalue inseconds) then requests r_i and r_{i+1} are both considered to be part ofsession s_n for clientC. Ifx > t then request r_i is deemed to be the final request of session s_n for clientC, whilerequest r_{i+1} is the initialrequest of session s_{n+1} for clientC. We consider each unique IP address inthe access logto be a distinctclientor user. Clearly this is not true inallcases . For example, some ofthe IP addresses inthe access logbelong

Workload Characterization User Session Analyses

Arlitt and Jin Page 46 of 90

to proxies whichissue requests on behalf of multipleusers. The presence of proxies in the data set can reduce the estimates of the number of unique users of the site and alter the characteristicsofuser sessions . Itis also possible that some unique users utilize multipleIP addresses (e.g., using different computers to access the Web, or receiving a different IP address viaDHCPwhen connectingto the Internet). The maineffect ofthis is an inflationin the estimated number of unique users. Non-human users such as Web crawlers may also be present in the access logs. The behaviourof these type of clients is quite different from human users and willresult in different session characteristics. However, based on the results from Section 5.2 we believe that most of the traffic to this site was generated by human users. Thus we make no attempt to identifyor remove requests that may have been generated by agents such as Web crawlers. Also, we have no information on whether persistent connections were enabled on the World Cup servers. Althoughestimates of the number of unique users and the cumulative number of users that visitedthe World Cup Web site are of interest, our focus in this section is on user session characteristics and the possible implicationson HTTPbehaviour. In particularwe concentrate on evaluating (at a high level) the effectiveness of persistent connections in reducing the number of TCP connections required for client-server communicationon the Web. By reducing the number of TCP connections persistent connections reduce user latency by eliminatingunnecessar y round trips for the establishment of TCP connections. Persistent connections are also able to avoidlatencyassociated withTCP slowstart under certainconditions [4][30]. One disadvantage of persistent connections is the need for the server to

Workload Characterization User Session Analyses

Arlitt and Jin Page 47 of 90

maintaina much larger number ofopen TCP connections. We estimate this effect by monitoring the number of active sessions at the World Cup Web site. We consider a session to be active ifthe clienthas issued at least one request withinthe last t seconds (i.e., the session has not timed-outat the server). Since we are evaluating persistent connections at a highlevel we do not investigate the effects ofpipeliningrequests withina persistent connection. Our goal is to get an initialindicationofthe effectiveness reusing TCP connections for this workload. We realize that we willbe underestimating the number of connections that a server would have to keep state on, since a server must maintainstate for a period of time after the connection has been closed. This more precise analysis is left for future work. Inthe remainder ofthis section we examinethe effects ofvarious timeoutvalues on the total number of user sessions in the World Cup workload, the maximum number of active sessions, the length of sessions , the number of requests per session, and the time between sessions .

5.6.1 Total Sessions Our first analysis looks at the total number of sessions and the maximum number of active sessions that occur for a widerange of timeoutvalues. There are two extreme cases to be aware of. Ifno reuse of TCP connections happens (as is the case withHTTP/1.0,ignoring KeepAlive connections), 1,351,193,319 sessions wouldoccur, one for each GETrequest. In thiscase relativelyfewsessions wouldbe active simultaneously(duringthe busiest periodof the workload requests arrived at a rate of 3,600 per second). The other extreme happens when each clientreceives a persistent connectionthat is held open indefinitely. Inthis situa-

Workload Characterization User Session Analyses

Arlitt and Jin Page 48 of 90

tion2,770,108 sessions wouldoccur, one for each unique clientinthe access log. Thisrepresents only0.2% of the sessions that occur in the other extreme, although the site is now required to maintain state on three orders of magnitude more active sessions .

Figure12 shows the effects that different timeout values have on the total number of sessions and on the maximum number ofactive sessions seen inthe WorldCup workload. The results are quite similar to those reported by Mogul[30]. Figure12(a) shows the actual number of sessions that occur for a given timeout value. As the timeout values increase the total number of sessions drops rapidly. For example, witha timeoutvalue of 100 seconds, the number of observed sessions is 29,249,442 compared to 1.35 billionsessions when no reuse occurs. Once timeoutvalues larger than 100 seconds are used there is littlefurther reduction in the total number of sessions , even with substantial increases in the timeout value. However, the maximum number ofactive sessions grows quite rapidlywithincreases

Figure 12 Effect of Timeout Values on Total Number of Sessions

(a) (b)

Workload Characterization User Session Analyses

Arlitt and Jin Page 49 of 90

in the timeoutthreshold. Figure12(b) shows the results of this analysis as a fraction of the extreme case (i.e., one session per request). For example, witha 100 second timeoutonly 29 millionsessions , or 2.2% of the maximum 1.35 billionsessions occur. The maximum active sessions for this timeout value is 12,890, or 0.47% of the maximum of 2.8 million.

5.6.2 Active Sessions

In the previous subsection we discussed the maximum number of active sessions that occurred for various timeout values. In this section we analyze the number of active sessions over time. Figure13(a) shows the number of active sessions reported at the beginning of each one hour interval over the entire World Cup workload. In this graph a one second session timeoutis used. As expected the number of active sessions is very bursty, The spikes in Figure13(a) increase in size as the World Cup tournament progressed. The largest spikes correspond to the two semi final matches. The results change somewhat as

Figure 13 Active Sessions o ver Time: (a) 1 second Timeout; (b) 100,000 second Timeout (b) (a)

Workload Characterization User Session Analyses

Arlitt and Jin Page 50 of 90

larger timeout values are used. Figure13(b) shows the number of active sessions each hour when a 100,000 second timeoutis used (slightlymore than one day). Thisgraph is still bursty although much less so than withsmaller timeout values as many of the short sessions from clients who visited the site multipletimes have been merged into a few longer sessions . Perhaps the biggest difference though between Figure13(a) and Figure13(b) is the trend in the size of the spikes, whichare now decreasing in size over time. This suggests that the number of people visitingthe site decreased over time although those who remained visited more frequently and for shorter durations.

5.6.3 Session Length Our nextanalysis looksat the effect ofthe timeoutvalue on the length ofsessions . We calculate the session lengthas the timebetween the arrival ofthe first request and the arrival of the last request in the session. The session length does not include the timeout value. Excludingthe timeoutvalue allows us to see howlongthe clientsare using the sessions . To determine how long the server would need to maintainthe session simplyshifteach curve by the timeout value. Since the access logs do not include any information on the time needed for the server to complete the response our results willunderestimate the session lengths, particularly for the shorter timeout values.

Workload Characterization User Session Analyses

Arlitt and Jin Page 51 of 90

The results of this analysis are presented in Figure14. As expected the session lengths increase withlongertimeoutthresholds. For example, witha one second timeout85% ofthe sessions lasted onlya single second. When the timeoutvalue is increased to 100 seconds 81% of the sessions lasted longer than one second, with52% lasting longer than 64 seconds. As the timeout values increase beyond 1,000 seconds the bodies of the session lengthdistributionschange verylittle. However, the tailsofthese distributionsget longerand longer. We assume that this is caused by the presence of proxies in the access log. The 20% tailof the 100,000 second timeoutcurve is quite different fromall of the other curves. The cause of this is the group of clients, presumably diehard football fans, that retrieved information from the site on a daily basis. Once the timeout value exceeded the time between the daily sessions of these clients a few extremely long sessions were created. The longest session length calculated was 49 days.

Figure 14 Analysis of Session Lengths

Workload Characterization User Session Analyses

Arlitt and Jin Page 52 of 90

5.6.4 Sessions P er Client

Figure15 shows the distributionofthe number ofsessions that each clienthad for the range of timeout values examined. From Figure15 we can see that as the timeout value increases, the number of sessions per client drops substantially. For example, witha one second timeout 65% of clients had more than 16 sessions (2^4) during the course of the WorldCup. Asthe session timeoutincreases to 100 seconds, only40% ofclientshad more than 16 sessions . Increasing the session timeout value beyond 1,000 seconds decreases the number of sessions only slightly.

Figure 15 Analysis of the Number of Sessions Per Client

Workload Characterization User Session Analyses

Arlitt and Jin Page 53 of 90

5.6.5 Requests and Bytes T ransferred per Session

In this subsection we analyze the number of requests issued by each clientas well as the number of(content data) bytes transferred to each clientduringa session. Obviouslythese numbers willtend to increase as the timeoutvalue (and session length)grows. The results of this analysis are shown in Figure16. The right most curve in each graph indicates the distribution of requests or bytes transferred when exactly one session is used for each unique client. Thus this curve reveals the highest utilizationof persistent connections that could have occurred for this workload (i.e., this is the best case scenario;once a session is established itnever times out) The other curves on the graphs indicate the distributions for the various timeoutvalues that we examined. For timeoutvalues of1,000 seconds or more the distributions are becoming very close to the best utilization that we could expect to see.

Figure 16 Analysis of per Session Activity: (a) Requests; (b) Bytes Transferred

(a) (b)

Workload Characterization User Session Analyses

Arlitt and Jin Page 54 of 90

Figure16(a) indicates the number of requests per session for the different timeout values. One intriguingobservation fromthis graph is the percentage of sessions during whichthe clientissues onlya single request. Even though the percentage ofsessions that exhibitthis behaviourdecreases rapidlyas the timeoutvalue increases, 17% ofsessions (whenusing a 100 second timeout) sent only a single request to the World Cup site. To determine the cause ofthis phenomenon we analyzed these single request sessions more rigorously. We found that for the 100 second timeoutcase, 50% ofthese single requests were for base files (e.g., HTML),38% for embedded files (e.g., Image and Java), 6% for single files (e.g., Compressed) and 6% for non-cacheable responses (e.g., Dynamicrequests, error messages). This is vastly different fromthe overall file type distributionreported in Table 5. We believe that caching, either at the clientor withinthe network, is responsible for many ofthese short sessions . That is, many user requests are being served fromcaches so substantiallyfewer requests are reaching the Web site. Embedded files in particularare likely to be cached, whichis why we see such a change in the file type distribution. The popularityofthe World Cup site may have added to this phenomenon by increasing the probabilitythat its files wouldbe stored inshared caches throughoutthe Internet. However, we speculate that ifthe networkcaching architecturecontinues to growmore and more sessions mayconsist ofonly a single request (or a few requests). Wide spread adoption of Web cache consistency mechanisms, includingthose in HTTP/1.1[19],could also reduce the number of requests per session.

Workload Characterization User Session Analyses

Arlitt and Jin Page 55 of 90

Figure16(b) shows the distributionoftotalresponse content bytes sent fromthe World Cup site to the clientduringa session. Notonlydoes the rightmostcurve (Bytesper Client)indicate the best possible use of a session for this workload, italso reveals the amount of content data that each clientreceived for the entire monitoring period. For example, 15% of all clients received more than 1 MB(2^{20} bytes) of data. Lookingat Figure16(b) we can see that for smalltimeoutvalues (e.g., 1 or 10 seconds) about 10% ofallsessions transferred no content data. These sessions consisted primarilyof Not Modified responses , another indication of caching at work. With a 100 second timeout 50% of all sessions transferred between 64 KB and 1 MB of content (2^{16} - 2^{20} bytes).

5.6.6 Inter-Session Times Our next analysis of sessions studies the ‘off-times’between successive sessions fromthe same client. We calculate the off-timefromthe moment a session times out untilthe arrival of the first request in the client’s next session. By eliminatingthe timeout value from the inter-session time we can determine how long a server would have been required to maintain the session before receiving the next request fromthe client. The distribution for the timebetween the last request ofsession s_i and the first request ofsession s_{i+1} can be determined by shifting the curve to the right by the timeout value.

Workload Characterization User Session Analyses

Arlitt and Jin Page 56 of 90

The results of this analysis are shown in Figure17. For small timeout values the graph reveals that the sessions wouldhave been reused had the server maintainedthem for a few additionalseconds. For example, witha one second timeoutmore than halfofthe sessions could have been reused ifthe server had waited an additionaltwo seconds before closing them. As the timeoutvalues increase the server would need to maintainthe sessions for a significantlylonger periodoftimeinorder to see any further use. Assuminga 100,000 second timeoutonly22% of the sessions could have been reused ifthe server had maintained them for an additional day (2^{16} seconds).

Figure 17 Analysis of Inter-Session Times

Workload Characterization User Session Analyses

Arlitt and Jin Page 57 of 90

5.6.7 Intra-Session Times

Our final set of analyses in this section examine intra-session times. This information may be useful in developing more adaptive policies for managing TCP connections on a Web server. We conducted two separate analyses. One of these analyses measured the time between requests ineach distinctsession. Figure18 shows the cumulative frequencydistributionfor allof these inter-request times. Due to the coarse timestamp granularity, most of the interrequest times are either 0 or 1 second (over 60% for allsession timeoutvalues). This indicates that most ofthe requests ina user session are automaticallygenerated by the client - i.e., the browser automaticallyretrievingall of the embedded objects in the Web page that the user requested. Most of the remaining inter-request times are less than 64 seconds (2^6). These correspond to the time between the last automaticallygenerated request and the request for the next page that the user is interested in. In a few cases the inter-request time exceeds 64 seconds .

Figure 18 Analysis of Inter-Request Times in Individual User Sessions

Workload Characterization User Session Analyses

Arlitt and Jin Page 58 of 90

In order to get a better estimate of “userthinktimes”(i.e., the timebetween a user requesting Web page i and Web page i+1), we decided to monitorthe time between requests for HTMLobjects in each distinct session. As expected, the inter-request times for HTML objects (showninFigure19(b))are much longer than for allobject types (Figure18). There are fewer inter-request times of0 or 1 second when onlythe HTMLfiles are considered, due to fewer automaticallygenerated requests. Since many of the World Cup Web pages utilized frames (i.e., were composed ofseveral HTMLobjects) there are stilla significant number of automaticallygenerated requests. For the larger session timeouts (e.g., 1,000 to 100,000 seconds) approximately45% of the inter-HTMLrequest times are between 8 and 255 seconds (2^3 up to, but not including,2^8) in duration. For these session timeoutvalues Figure19(a) indicates that the most common “use think times”are in the 32-63 second range (2^5 seconds). Asthe session timeoutvalue increases we see a larger number oflong inter-request times for HTMLobjects. Whilesome of these are “user-thinktimes”,others result from the merging of multiple sessions into one logical session. In our analyses a session ends when it has been “idle”for more than a threshold value (t seconds). In other words the session willtimeoutwhen no request has been made by the clientin more than t seconds. Usingthis definitionno inter-request times greater than t will be seen. Thus, in Figure18 all of the curves are bounded by the session timeout value. However, it is possible for the time between subsequent requests for HTMLobjects to exceed t. For example, when HTMLobject i is requested, itis usuallyfollowed by a number ofautomaticallygenerated requests for the embedded objects (e.g., the inlineimages). This

Workload Characterization User Session Analyses

Arlitt and Jin Page 59 of 90

process may take several (e.g., x) seconds to complete, depending on the network connectivity, the server load, the number ofembedded objects, etc. Followingthis there is typically an idletime(e.g., y seconds) as the user reads the Web page. The idletimeends when the user selects a hyperlinkwhich results in the request of HTMLobject i+1. Ifthe idle time exceeds the timeoutthreshold (i.e., y �≥ t) then the existingsession ends and the request for the HTMLobject i+1 starts a new session. If the idle time does not exceed the timeout threshold (i.e., y < t) then the existingsession remains active and we calculate the inter HTMLrequest time (ihrt) for objects i and i+1 as ihrt=x+y. For example, ifx=8, y=7 and t=10, then ihrt=15; this satisfies both the properties ofy < t and ihrt > t. Thus, itis possible for interHTMLrequest times to exceed the session timeoutvalue. Therefore, the curves in Figure19 are not bounded by the session timeout value.

Figure 19 Analysis of Inter-Request Times for HTML Objects: (a) Frequency; (b) Cumulative Frequency

(a) (b)

Analysis of a Peak Workload Analysis Period

Arlitt and Jin Page 60 of 90

6 ANALYSISOF A PEAKWORKLOAD

In Section 5 we characterized the World Cup workload across the entire data collection period. In Section 5.2 we noted that much of the traffic came in large bursts that occurred whilefootballmatches were inprogress. Inthissection we analyze the workloadfromone of these large bursts and compare the results to those inSection 5. The purpose ofthis study is to determinewhat changes, ifany, occur to the workloadcharacteristicswhen the traffic is exceptionally heavy.

6.1 Analysis P eriod

For this analysis we chose the busiest 15 minute period fromthe overall World Cup workload. This period occurred from11:30pm until11:45pm, June 30^{th}, 1998. During this time penalty kicks were being used to determine the victorin a playoffmatch between Argentina and England. For the remainder of this paper we shall refer to this subset of the overall World Cup workload as the A-E workload.

Table 11 Summar y of Access Log Characteristics (A-E W orkload)

Duration 11:30pm-11:45pm, June 30^{th}, 1998 Total Requests 3,135,993 Avg Requests/Minute 209,066 Total Bytes Transferred (GB) 8.5 Avg Bytes Transferred/Minute (MB) 580

Analysis of a Peak Workload Statistical Characteristics

Arlitt and Jin Page 61 of 90

Table 11 reports some overall statistics on the A-Eworkload. Over three millionrequests were received by the World Cup site during the 15 minute period. The average number of requests received per minute was over 19 times the average rate for the overall workload (see Table 1 on page 8). The average rate of data transfer per minute for the A-Eworkload was 13 times that of the overall workload.

6.2 Statistical Characteristics

Table 12 reports the breakdownofHTTPversions supported by clientsinthe A-Eworkload. The results are quite similarto those for the overallworkload shown in Table 2 on page 11.

Table 12 Breakdown of HTTP Version (A-E Workload) HTTP Version % of Requests % of Content Data Transferred 0.9 0.00 0.00 1.0 78.30 82.36 1.1 21.67 17.54 x.x 0.03 0.10 Total 100.00 100.00

Table 13 Breakdown of Resour ce Methods (A-E Workload) Method % of Requests % of Content Data Transferred GET 99.99 99.97 HEAD 0.01 0.03 POST 0.00 0.00 Total 100.00 100.00

Analysis of a Peak Workload Statistical Characteristics

Arlitt and Jin Page 62 of 90

Table 13 liststhe breakdownofresource methods for allofthe requests inthe A-Eworkload. This breakdown is also quite similar to the overall results (Table 3 on page 13). For all remaining analyses we focus exclusively on the requests whichutilized the GET resource method.

Table 14 shows the breakdown of server response codes from the A-E workload. This breakdown is quite different from the overall distribution provided by Table 4 on page 13. The most significant change between the workloads is the percentage of Not Modified responses . Inthe A-EWorkloadover 37% ofallserver responses were NotModified. This is twicethe percentage seen inthe overallworkload. Thischaracteristicindicates that many of the clients are simplyperforming consistency checks to ensure that the World Cup files that they have stored intheircaches are stillup-to-date. Thisis likelythe result ofusers hitting the ‘reload’button on their browsers to check whether there has been a change in the status of the match.

Table 14 Breakdown of Server Response Codes (A-E W orkload) Response Code % of Requests % of Content Data Transferred 200 (Successful) 62.63 99.94 206 (Partial Content) 0.01 0.04 304 (Not Modified) 37.18 0.00 4xx (Client Error) 0.18 0.02 5xx (Server Error) 0.00 0.00 Other Codes 0.00 0.00 Total 100.00 100.00

Analysis of a Peak Workload Statistical Characteristics

Arlitt and Jin Page 63 of 90

Table 15 presents the breakdownofthe requests inthe A-Eworkloadby file type. There are

several differences between the file type distributionfor this workload and the overall workload reported in Table 5 on page 15. For example, in the A-EworkloadHTMLfiles are now the dominant source of the content data transferred. This occurs because the HTMLfiles are being modified to reflect changes in the status of the match and thus must be served in their entirety. Images, whichaccount for most of the requests, account for a much smaller percentage ofthe content data transferred as many responses are simplyacknowledgments that the file has not been modified and thus contain no content data. Since most users appear to be interested primarilyin the status of the match, the compressed files are even less popular than normal and therefore have less impact on the total content data transferred in the A-E workload than they did in the overall workload.

Table 15 Breakdown by File Type (A-E Workload) File Type % of Requests % of Content Data Transferred HTML 7.36 67.84 Images 90.96 26.08 Audio 0.00 0.09 Video 0.00 0.14 Compressed 0.00 1.13 Java 0.34 0.45 Dynamic 0.00 0.00 Other Types 1.34 4.27 Total 100.00 100.00

Analysis of a Peak Workload Statistical Characteristics

Arlitt and Jin Page 64 of 90

Table 16 shows how the requests in the A-E workload were distributed across the four

server locations. These results indicate that the Paris location received a substantially smaller percentage of the requests in the A-Eworkload compared to the overall workload (see Table 6 on page 17). Meanwhilethe Herndon site received a larger percentage of the requests. Assumingthat the clients were sent to a ‘geographicallyclose’location(whichis not always the case) we wouldexpect to see this behaviour, as most European users would likely be watching the match on television (recall that the match is in the late evening for European fans).

Table 16 Breakdown by Location (A-E Workload) Location % of Requests % of Content Data Transferred Santa Clara, CA 13.36 13.68 Plano, TX 46.99 45.53 Herndon, VA 34.61 36.11 Paris, FR 5.04 4.68 Total 100.00 100.00

Analysis of a Peak Workload Statistical Characteristics

Arlitt and Jin Page 65 of 90

Table 17 reports the breakdown of clients by the number of server locations that they contacted. A total of 20,531 unique clients were seen during the 15 minute A-E workload. Many of these clients (82.72%)contacted onlya single locationduring this time. These clients accounted for 67.81% of all requests in the A-E workload and 66.44% of the bytes

Table 17 Breakdown of Clients (A-E Workload) Location^a % of Unique Clients% of Requests % of Bytes Transferred Single Location SC only 10.69 7.65 7.67 PL only 35.61 32.62 30.96 HN only 29.38 24.02 24.56 PA only 7.04 3.52 3.25 Subtotal 82.72 67.81 66.44

Two Locations SC & PL 4.55 7.16 7.44 SC & HN 1.69 2.10 2.23 SC & PA 0.20 0.20 0.20 PL & HN 6.16 10.50 11.24 PL & PA 1.02 1.26 1.31 HN & PA 1.11 1.21 1.33 Subtotal 14.73 22.43 23.75

Three Locations SC, PL & HN 1.35 5.46 5.50 SC, PL & PA 0.22 0.77 0.76 SC, HN & PA 0.13 0.21 0.25 PL, HN & PA 0.55 1.55 1.57 Subtotal 2.25 7.99 8.08

Four Locations SC, PL, HN & PA 0.30 1.77 1.73 Total 100.00 100.00 100.00 a. Abbreviation definitions are given in Table 21 on page 87.

Analysis of a Peak Workload Usage

Arlitt and Jin Page 66 of 90

transferred. This should not be unexpected as the network dynamics should be relatively stable during this short period of time, although the ‘flash crowd’could affect this. There were stilla significant number of clients that contacted multiplelocations although the percentages were much smallerthan for the overallworkload(Table 7 on page 19). There were even a few clients(0.30%)that sent requests to each ofthe four server locationsduringthis 15 minute time frame. A lack of information prevents us from examining this in more depth.

6.3 Usage

Figure20 shows the request rate for the A-Eworkload. Figure20(a) reveals that throughout this 15 minute period the request rate is relatively stable, with an average rate of 3,484 requests per second and a peak rate of 3,816 requests per second. Figure20(b) indicates that on a per minute basis the request rate is even more stable, peaking at 215,241 requests per minute and averaging 209,066 requests per minute.

Figure 20 A-E Workload, Volume of Requests: (a) per second; (b) per minute (b) (a)

Analysis of a Peak Workload Size Distributions

Arlitt and Jin Page 67 of 90

6.4 Size Distributions

6.4.1 Size Distribution of Unique Files

Table 18 provides a breakdownofthe size distributionsbytype for the unique files requested in the A-Eworkload. There are a number of differences compared to the unique size distributionofthe overallworkload(refer to Table 8 on page 26). For example, fewer unique files were accessed in the A-Eworkload. This indicates the focus of the users on a particular subject. Also, the number ofunique HTMLfiles accessed was substantiallyless, again indicatingthat the users were interested ina smallerset ofthe pages available at the WorldCup site. Finally, fewer large files were accessed in the A-E workload. Figure21 presents the unique file size distribution for the A-Eworkload. The results show that the distributions are quite similarto those fromthe overall workload (see Figure 3 on page 27) except that no extremelylarge files (e.g., greater than 10 MB)were seen in the A- E workload.

Table 18 Unique File Size Information b y File Type (A-E Workload) All Files HTML Image Audio Video Java Compressed Dynamic Number 5,201 1,948 3,184 22 9 4 14 9 Mean (bytes) 15,238 11,418 6,054 375,163 1,458,673 4,043 1,139,356 33,510 Median (bytes) 4,850 6,066 3,876 139 1,367,199 4,406 1,419,393 25,596 Maximum (MB) 2.8 0.12 0.10 1.3 1.9 0.004 2.8 0.06 Total Size (MB) 75.6 21.2 18.4 7.9 12.5 0.02 15.2 0.29

Analysis of a Peak Workload Size Distributions

Arlitt and Jin Page 68 of 90

6.4.2 Size Distribution of Successful T ransfers

Table 19 breaks down the successful transfer size distribution by file type. The mean and median successful transfer sizes are quitesimilarto those reported inTable 9 on page 31 for the overallworkload. For example the median successful transfer size in the A-Eworkload is 933 bytes compared to 965 bytes for the overall workload. Perhaps the most significant difference is the changes in the mean and median transfer sizes for HTMLfiles. For example the median HTMLtransfer size nearlyquadrupled to 46,941 bytes in the A-Eworkload from 12,624 bytes in the overall workload.

Table 19 Successful T ransfer Size Information b y File Type (A-E Workload)

All Transfers HTML Image Audio Video Java Compressed Dynamic Number 1,963,850 183,207 1,735,079 139 9 9,755 136 20 Mean (bytes) 4,619 33,609 1,363 59,486 1,458,673 4,186 738,062 17,884 Median (bytes) 933 46,941 872 124 1,367,199 4,406 263,198 6,218 Maximum (MB) 2.8 0.12 0.10 1.3 1.9 0.004 2.8 0.06 Bytes Transferred (GB) 8.5 5.7 2.2 0.01 0.01 0.038 0.09 0.0003

Figure 21 Size Distribution of Unique Files, A-E Workload: (a) Frequency; (b) Cumulative Frequency; (c) Tail

(a) (b) (c)

Analysis of a Peak Workload Size Distributions

Arlitt and Jin Page 69 of 90

Figure22 shows the graphs of the body and tailof the successful transfer sizes in the A-E

workload. These distributionsare similarto those for the overallworkloadshowninFigure5 on page 32. The main difference is in the tail of the distributions, due to fewer large files being requested in the A-E workload.

6.4.3 Size Distribution of All Transfers Figure23 shows the size distribution for all transfers in the A-Eworkload. The increase in Not Modified responses in this workload adds significantly more 0-sized transfers to Figure23(a). The presence of these 0-sized responses lowers the median transfer size to 305 bytes compared to 828 bytes for the overallworkload(described inSection 5.3.3). The tail of the transfer size distribution for the A-E workload, shown in Figure23(b) is not as heavyas the overallworkload(see Figure6(b)),indicatinga lower probabilitythat large files will be requested.

Figure 22 Size Distribution of Successful Transfers, A-E Workload: (a) Frequency; (b) Cumulative Frequency; (c) Tail

(a) (b) (c)

Analysis of a Peak Workload Size Distributions

Arlitt and Jin Page 70 of 90

6.4.4 Impact of Size Distributions Figure24 relates the size ofthe unique files requested inthe A-Eworkloadto the number of requests and bytes transferred. As was the case in the overallworkload (Figure7 on page 34) most ofthe unique files are quite smallwhilemost ofthe storage space is consumed by a fewlarge files. Also, most ofthe requests to the site are for the extremelysmallfiles. The one significant difference between the workloads is that in the A-Eworkload files in the 16- 64 KBrange account for most of the bytes transferred; larger files have littleimpact on the network bandwidth. In the overall workload responses containing files larger than 64 KB accounted for 21% of all bytes transferred.

Figure 23 Size Distribution of All Transfers, A-E Workload: (a) Frequency; (b) Cumulative Frequency; (c) Tail

(a) (b) (c)

Analysis of a Peak Workload File Referencing Behaviour

Arlitt and Jin Page 71 of 90

6.5 File Referencing Beha viour

6.5.1 Temporal Locality Table 20 lists the results ofthe stack depth analysis for the A-Eworkload. Compared to the

results in Table 10 on page 36 for the overall workload, both the mean and median stack

Table 20 Temporal Locality Anal ysis (A-E Workload) All LocationsSanta Clara Plano Herndon Paris mean stack depth 75 62 71 73 85 standard deviation 147 72 123 111 123 median stack depth 52 49 51 53 59 90th percentile 121 111 116 125 154 normalized mean stack depth 0.014 0.012 0.014 0.014 0.016 normalize median stack depth 0.010 0.009 0.010 0.010 0.011

Figure 24 Impact of Size Distributions on Server and Network, A-E Workload

Analysis of a Peak Workload File Referencing Behaviour

Arlitt and Jin Page 72 of 90

depths are substantially shorter. This difference illustrates the interest in a smaller set of files at the World Cup site during the A-E workload. Figure25 provides the frequency, cumulative frequencyand log-transformed cumulative fre-

quency histograms for the stack depth distributionfor the A-Eworkload. These graphs indicate that the temporal localityis much stronger inthe A-Eworkloadthan itwas inthe overall workload. That is, the top of the stack received a much higher percentage of references in Figure25 than in Figure8 on page 37 (the overall workload).

6.5.2 Concentration of Ref erences Figure26 shows the distributionofallclientrequests across the unique files inthe A-Ework-load. The results inFigure26 showthat the references inthe A-Eworkloadwere even more concentrated than theywere inthe overallworkload(Figure9 on page 38). For example, the most popular 10% ofthe unique files inthe A-Eworkloadreceived 99% ofthe requests and accounted for 96% ofthe content data transferred whileoccupyingonly2% ofthe totalstor-

Figure 25 Stack Depth Distribution, A-E Workload: (a) Frequency; (b) Cumulative Frequency; (c) Log-Transformed CF

(a) (b) (c)

Analysis of a Peak Workload File Referencing Behaviour

Arlitt and Jin Page 73 of 90

age space. Inthe overallworkloadthe most popular10% offiles accounted for only97% of references and 89% of the bytes transferred. One-timersare much more prevalent inthe A-Eworkloadthan they were inthe overallworkload. 2,069 (39.8%)ofthe 5,201 unique files inthe A-Eworkloadwere accessed onlya single time. These files accounted for 59.0% of the total size of the unique files accessed duringthis collectionperiod. These observations indicatethat very fewpeople were “browsing”through the site during this period;the attention of most users was on a few extremely popular pages.

Figure27(a) shows the relative popularityofthe unique files referenced inthe A-Eworkload. As was the case withthe overall workload (Figure 10 on page 40) the popularity ranking does not appear to follow a Zipf-like distribution. In Figure27(a) two linear regions are evi-

Figure 26 Concentration of References, cumulative distribution, A-E Workload

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 74 of 90

dent; the first for files 1-100 and the second for files 100-5,201. Figure27(a) does not have the third linear region that is present in Figure10(a) for the overall workload.

Figure27(b) presents the relative popularityof the HTMLfiles referenced in the A-Ework-load. Two distinctregions can be seen inthisgraph. InregionI(files 1-20)the files are substantiallymore popular than the files in region II (files 20-1,948). In region II the graph is roughlylinearwithslope estimated at -1.5. Thus a Zipf-like distributionwouldnot accurately capture the concentrationofreferences to the most popularfiles. AZipf-like distributionmay still provide a reasonable approximation for some testing purposes.

6.6 User Session Anal yses

In this section we analyze the user sessions from the A-E workload using the approach described in Section 5.6. We then compare the results for this workload withthose for the overall workload.

Figure 27 Concentration of References, reference count vs. rank, A-E Workload: (a) All Files; (b) HTML files only

(a) (b)

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 75 of 90

6.6.1 Total Sessions Figure28 shows the analysis results for the number of user sessions calculated for various timeoutvalues. Since the A-Eworkloadis only900 seconds indurationwe onlytested three timeout values: 1, 10, and 100 seconds. Withthis workload the two extreme cases are 3,135,993 sessions when each HTTPrequest utilizes its own TCP connection, and 20,531 sessions when each unique clientinthe workloadreceives a persistent connectionto use for the duration of the analysis period.

Figure28(a) shows the total number of sessions seen for each of the timeoutvalues examined along withthe correspondingmaximum number ofactive sessions . For example, witha 10 second timeout,a total of 174,123 sessions occurred withat most 5,282 active at once. As expected, the total number of sessions decreases and the maximum number of active sessions increases as the timeout v alue increases.

Figure 28 Effect of Timeout Values on Total Number of Sessions (A-E Workload)

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 76 of 90

Figure28(b) compares the total number of sessions and the maximum number of active sessions to the extreme cases . For example, when a 10 second timeoutis used only5.6% ofthe totalsessions occur compared to when each HTTPrequest uses itsownTCPconnection. Atthe same time 25.7% of the unique clients have active sessions . The main difference between Figure28(b) and Figure12(b) in section 5.6.1 on page 47 is the fraction of clientsthat have an active session. There is also a slightlybetter reuse ofsessions inthe A- E workloadas indicatedbythe lower percentage oftotalsessions to GETrequests for equivalent timeout values.

6.6.2 Active Sessions Figure29 shows the number of active sessions measured at the start of each one second interval. Figure29(a) reports the results for a one second session timeoutvalue. Withthis timeout value the number of active sessions is quite variable. This variabilityis related to

sessions timingout at the server before the clientreturns to the site to recheck the status of

Figure 29 Active Sessions Over Time, A-E Workload: (a) 1 Second Timeout; (b) 100 Second Timeout

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 77 of 90

a match. When the client does return a new session must be created. Figure29(b) provides the results for a 100 second session timeoutvalue. Inthis graph the number ofactive sessions is quite stable. During the first two minutes we can see the growth in active sessions as more and more clients visitthis site. Thisgrowthis mainlyan artifact ofour analysis havingno knowledge ofthe active sessions priorto the start ofthe A-Eworkload. Once most of the unique clients (around 12,000) have established sessions with the site they appear to reuse their sessions within100 seconds. This behaviourmaintains their session for the duration of the workload.

6.6.3 Session Length Figure30 shows the length of sessions for the tested timeoutvalues. In the A-Eworkload sessions tended to last slightlylongerwhen short timeoutvalues were used (e.g., 1 second) but not as longwhen greater timeoutvalues were used (e.g., 100 seconds) compared to the overallworkload (Figure14 on page 51). Also, the session lengths in the A-Eworkload are constrained by the duration of the workload (15 minutes or 2^9 seconds).

Figure 30 Analysis of Session Lengths, A-E Workload

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 78 of 90

6.6.4 Sessions P er Client Figure31 shows the number of sessions per clientfor the A-Eworkload. Due to the short duration of this workload the reduced number of sessions per clientis to be expected when compared to the overall workload results (Figure15 on page 52). however, Figure31 indicates that many clients repeatedly visitedthe site during the 15 minute period that we analyzed. Thisbehaviouris consistent withthe reloadingofa page to check on the status ofthe match.

6.6.5 Requests and Bytes T ransferred P er Session Figure32 shows the number ofrequests made and the number ofcontent bytes transferred per session for the A-Eworkload. Comparing these results to Figure 16 on page 53 for the overallworkloadresults reveals that the distributions are quite similar. Figure32 shows that fewer sessions are sending onlya single request; that is, the sessions in the A-Eworkload

Figure 31 Analysis of the Number of Sessions Per Client, A-E Workload

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 79 of 90

were reused more often, particularlywiththe 100 second timeout. In Figure32(b) more of the sessions (short timeouts only)transferred no content. This is due to the increased volume of cache consistency traffic.

6.6.6 Inter-Session Times Figure33 shows the inter-session time distributions for the A-Eworkload. There are two main differences between these results and those fromthe overallworkloadreported inFigure 17 on page 56. The first difference is that the tails in Figure33 are much shorter. This characteristicis expected since the A-Eworkload is only15 minutes (2^9 seconds) in duration. The other difference is the inter-session time distribution for the 100 second timeout. In the A-Eworkload the inter-session times for this timeoutvalue are much shorter than in the overallworkload. For example, about 55% ofthe sessions (assuming a 100 second timeout) in the A-Eworkload were reestablished 32 seconds or less after the previous session

Figure 32 Analysis of Per Session Activity, A-E Workload: (a) Requests; (b) Bytes Transferred

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 80 of 90

timed-out. Inthe overallworkloadonly17%ofsessions were reestablishedinthisamount of time. Thischaracteristicof the A-Eworkloadindicates that many users were accessing the World Cup site about every two minutes (32 seconds + 100 seconds for the previous session to timeout) to check on the progress of the football match.

6.6.7 Intra-Session Times Our final analysis examines the intra-session times for the A-E workload. Figure34 provides the cumulative frequencyhistogram ofthe inter-request times collectedfromeach distinct session. This figure indicates that a higher percentage of requests appear to be machine-generated in the A-Eworkload than was the case in the overall workload (refer to Figure18 on page 57). Thisobservationis consistent withour hypothesis that most users in the A-E workload were simply reloading the same page again and again.

Figure 33 Analysis of Inter-Session Times, A-E Workload

Analysis of a Peak Workload User Session Analyses

Arlitt and Jin Page 81 of 90

Figure35 shows the inter-request timedistributionfor HTMLobjects. These results indicate that there were substantiallyfewer automaticallygenerated HTMLrequests (as indicatedby the 0-1 second spacing), whilemore ofthe inter-request spacings were inthe 4-127 second (2^2 upto, but not including2^7). These results seem consistent withusers reloading a page multiple times over the duration of the workload.

Figure 34 Analysis of Inter-Request Times in Individual User Sessions, A-E Workload

Figure 35 AnalysisofInter-Request Timesfor HTMLObjects, A-EWorkload:(a) Frequency; (b)Cumulative Frequency

(a) (b)

Performance Implications User Session Analyses

Arlitt and Jin Page 82 of 90

7 PERFORMANCEIMPLICATIONS

During our workload characterizationstudy (Section 5 and Section 6) we examined numerous characteristicsofthe WorldCup workload. Inthis section we discuss the implicationsof several of these characteristics on Web server performance. InSection 5.6.5 we discovered that a significant number ofuser sessions (17%when a 100 second timeoutwas used) contained onlya single request duringthe lifetime ofthe session. There is no benefit in maintaininga persistent connection for this type of session, particularly for the server that must reserve resources for the connection. This characteristic of user sessions suggests that a trivialfixed length timeoutpolicyfor closing idle connections on the server may be inadequate. A more appropriate, but stillrelatively simple approach wouldbe to utilize an adaptive timeoutscheme like the one suggested by Mogulfor dealing withproxies that do not support persistent connections [30]. Withthis approach the initial timeoutvalue is quite small, so that ifthe connection is not reused itwillquicklybe considered idleand be closed bythe server. Ifthe connectionis reused the timeoutvalue wouldbe increased to a more appropriate value. More adaptive TCP connection management policies for Web servers may also be useful. For example, a Web server could automatically adjust the idletimeoutvalue inorder to keep the number ofactive sessions withina specified range. Anumber of TCP connection management policiesfor persistent HTTPhave been examined by Cohen et. al. [9]. Our previous work on Web server workload characterization[3]analyzed access logs that predated the widespread use of browsers withpersistent (i.e., disk) caches, proxy caches,

Performance Implications User Session Analyses

Arlitt and Jin Page 83 of 90

and (transparent) network caches. Today, Web server workloads have changed due to the growth of a Web caching architecture. In particular, many Web server responses are ‘Not Modified’and contain no content data. The results of this workload characterizationstudy have identified several other ways inwhichcaching is alteringWeb server workloads. Inour analysis of user sessions in Section 5.6.5 we determined that caching, in some cases , is reducingthe number ofrequests that mightutilize a persistent connection. The implications ofthischaracteristicon server design are discussed at the beginningofthissection. Further research is required to determine iffewer requests per session is a growingtrend, and ifso, what are the implications on Web servers and on HTTP. Asecond observation regarding the effects of caching on Web server workloads was made in Section 6. From the perspective of Web server performance the main benefit of client, proxyand networkcaching is the reductioninworkloadat the server, particularlyduringperiods of extreme user interest. Our results in Section 6 indicate that the lack of an efficient consistency mechanism is preventing Web servers from fullybenefiting from caching. In other words when portions of the Web site’s content is extremelypopular the site’s servers are not seeing a substantial reductioninworkload. Instead ofresponding to a large number ofGETrequests, the servers must respond to a large number ofcache consistency requests (i.e., GET If Modified Since requests). Many ofthe requests for consistency informationinthe WorldCup workloadwere caused by the caching of static image files. Muchof this traffic could have been eliminatedifthe consistency functionalityof HTTP/1.1[19]had been utilized by the site and supported by the

Summary, Contributions and Future Work User Session Analyses

Arlitt and Jin Page 84 of 90

caches. However, the consistency mechanisms in HTTP/1.1are not adequate in all situations (e.g., the modification patterns ofsome files are unpredictable, like the score ofa football match that is in progress). Furthermore, it remains to be seen whether this functionality of HTTP/1.1willmeet the needs of content providers or whether a new, more automated system willbe required. Several research efforts have looked at alternative cache consistency mechanisms [16][25][26]. If a new system is indeed required it should include a method ofpropagatingonlythe changes to the cache storingthe oldversion ofa file, as suggested by Mogulet. al. [29]. During the World Cup tournament an estimated 13 millioncumulative users visited the France ’98Web site. Duringthissame periodan estimated cumulative audience of40 billion watched the matches on television. Whilethe gap between Internet users and television audiences is partiallydue to restricted Internet access insome countries the main reason is clear - the audiences preferred live (highquality)video to stillimages and text descriptions. This suggests the integration of video and the Web may be necessar y to reach a much greater portionofthe world’s population. Addinghighqualityvideoto a Web site wouldhave significant performance implications.

8 SUMMARY, CONTRIBUTIONSANDFUTUREWORK

Thispaper has presented a detailed workloadcharacterizationstudy ofthe 1998 WorldCup Web site. The data set analyzed in this study contained 1.35 billionrequests collectedover a three month period, making this the largest Web server characterization study to date.

Summary, Contributions and Future Work User Session Analyses

Arlitt and Jin Page 85 of 90

Throughoutthe paper emphasis was placed on comparing the characteristics of the World Cup workload to those observed in other Web server workloads. The results ofour study revealed that caching at Web clients, proxies and withinthe network is changing the workloads seen by Web servers. The lack of an efficient, supported and widelyadopted cache consistency mechanism is the main cause of these changes and the primary reason why Web caches are failingto significantly reduce Web server workloads during times of extreme user interest in the content on those servers. This paper presented preliminary results on many different facets on the workload of the WorldCup Web site. Further, more in-depthanalyses are needed on manyofthe topicsdiscussed in this paper. For example, more precise modelingof sessions is required to evaluate the effects of longer sessions on server resource utilization. Other future work in this area includes developing new or reconfiguring existingWeb server benchmarks to reflect current workloads. Such benchmarks are needed to more accurately estimate the performance of a particularserver configuration. Additionalworkload characterizationis needed, particularlyof sites on an ongoingbasis, to determine ifthe characteristics observed in this data set are present in others and to understand how these characteristics change over time. Inorder to perform more accurate analyses inthe future, more precise measurements of (server) workloads are needed. This may involve changing the data collected in access logs (e.g., store finer-grained timestamps) or utilizingalternative methods of data collection (e.g., system instrumentation). Finally, as we alludedto earlierinthis paper, a more efficient

Acknowledgments User Session Analyses

Arlitt and Jin Page 86 of 90

cache consistency mechanism, preferably one that requires little human intervention, is needed to further the scalability of the Web.

9 ACKNOWLEDGMENTS

The authors wouldlike to thank allofthe people whomade this work possible. The authors are particularlygrateful to the people at EDS who provided the World Cup access logs; to Christian Hostelet, HP Technical Directorof the World Cup as well as Joel Dubedat and Jean Le Saint for providinginformation on the World Cup Web site architecture; to Katey Kennedy and Robert Slinnfor providingstatistics on the televisionaudiences for the World Cup; to Mark Crovella of Boston University, for his assistance withthe statistical analyses; and to Paul Barford ofBoston University, Jim PitkowofXerox PARC, and Sharad Singaland Gary Herman of HP Labs for their constructive comments on the paper.

Appendix A User Session Analyses

Arlitt and Jin Page 87 of 90

10 APPENDIXA

Table 21 Abbreviations for Hosting Locations Abbreviation Location SC Santa Clara, CA PL Plano, TX HN Herndon, VA PA Paris, France

Table 22 Abbreviations for Team Names Abbreviation Team Abbreviation Team

ARG Argentina ITA Italy AUT Austria JAM Jamaica BEL Belgium JPN Japan BGR Bulgaria KOR South Korea BRA Brazil KSA Saudi Arabia CHI Chile MEX Mexico CMR Cameroon MOR Morocco COL Columbia NGA Nigeria DEN Denmark NOR Norway ENG England PAR Paraguay ESP Spain ROM Romania FRA France RSA South Africa GER Germany SCO Scotland HOL The Netherlands TUN Tunisia HRV Croatia USA United States IRN Iran YUG Yugoslavia

References User Session Analyses

Arlitt and Jin Page 88 of 90

11 REFERENCES

[1] V. Almeida,A.Bestavros, M.Crovellaand A.de Oliveira, ‘‘CharacterizingReference Localityinthe WWW’’, Proceedings of1996 InternationalConference on Paralleland Distributed InformationSystems (PDIS‘96), pp. 92-103, December 1996.

[2] M. Arlitt, R. Friedrich and T. Jin, ‘‘Workload Characterization of a Web Proxy in a Cable Modem Environment’,ACMSIGMETRICSPerformance EvaluationReview, Vol.27, No. 2, pp. 25-36,August 1999.

[3] M. Arlitt and C. Williamson, ‘‘Internet Web Servers: Workload Characterization and Performance Implications’’,IEEE/ACM Transactions on Networking, Vol. 5, No. 5, pp. 631-645, October 1997.

[4] P. Barford and M. Crovella, ‘‘A Performance Evaluation of HyperText Transfer Protocols’’,Proceedings of ACM SIGMETRICS ‘99, Atlanta, GA, pp. 188-197, May 1999.

[5] P. Barford, A.Bestavros, A.Bradley and M.Crovella, ‘‘ChangesinWeb ClientAccess Patterns’’,to appear inWorld Wide Web Journal, Special Issue on Characterization and Performance Evaluation, 1999.

[6] P. Barford and M. Crovella, ‘‘Generating Representative Web Workloads for Network and Server Performance Evaluation’,Proceedings of ACM SIGMETRICS ’98, Madison, WI, pp. 151-160, June 1998.

[7] L.Breslau, P. Cao, L.Fan, G. Phillipsand S. Shenker, “Web Caching and Zipf-Like Distributions:Evidence and Implications”,Proceedings of IEEE Infocom ‘99, New York, NY, March 1999.

[8] P. Cao and S. Irani, ‘‘Cost-Aware Proxy Caching Algorithms’,Proceedings of USENIX Symposium on Internet Technologies and Systems (USITS), Monterey, CA, pp. 193-206, December 1997.

[9] E. Cohen, H.Kaplanand J. Oldham,“ManagingTCPConnectionsunder Persistent HTTP”,Proceedings of the Eighth International World Wide Web Conference, Toronto, Canada, May 1999.

[10]M. Crovella, personal communication (email), January 1999. [11]M. Crovella and M. Taqqu, ‘‘Estimating the Heavy Tail index from Scaling Properties’’, to appear in Methodology and Computing in Applied Probability, Vol. 1, November 1, 1999.

[12]M.Crovellaand A.Bestavros, ‘‘Self-SimilarityinWorldWideWeb Traffic: Evidence and Possible Causes’’, IEEE/ACM Transactions on Networking, Vol. 5, No. 6, pp. 835-846, December 1997.

[13]C. Cunha, A.Bestavros, and M.Crovella,‘‘CharacteristicsofWWWClient-BasedTraces’’,TechnicalReport TR-95-010, Boston University Department of Computer Science, April 1995.

[14]K. Delgadillo, ‘‘Cisco DistributedDirector’, Cisco White Paper, 1997. Available at www.cisco.com. [15]J. Dilley, “The Effect of Consistency on Cache Response Time”, Hewlett-Packard Laboratories Technical Report HPL-1999-XXX, September 1999.

[16]J. Dilley, M. Arlitt, S. Perret and T. Jin, “The Distributed Object Consistency Protocol”, Hewlett-Packard Laboratories Technical Report HPL-1999-XXX, September 1999.

[17]B. Duska, D. Marwood and M. Feeley, ‘‘The Measured Access Characteristics of World-Wide Web Client Proxy Caches’’,Proceedings of USENIX Symposium of Internet Technologies and Systems (USITS), Monterey, CA, pp. 23-35, December 1997.

References User Session Analyses

Arlitt and Jin Page 89 of 90

[18]A.Feldmann, R. Caceres, F. Douglis, G. Glass and M.Rabinovich,‘‘Performance ofWeb ProxyCachingin Heterogeneous BandwidthEnvironments’,Proceedings ofIEEEInfocomm‘99,NewYork,NY, pp.107-116, March 1999.

[19]R. Fielding,J. Gettys, J. Mogul,H.Frystyk-Nielsen,L.Masinter, P. Leach, and T. Berners-Lee, ‘‘RFC2616 - Hypertext Transfer Protocol - - HTTP/1.1’’, June 1999.

[20]FIFA Web site, http://www.fifa.com/ [21]H. Frystyk-Nielsen, J. Gettys, A. Baird-Smith, E. Prud’hommeaux, H. Wium-Lie and C. Lilley, ‘‘Network Performance Effects ofHTTP/1.1,CSS1 and PNG’’,Proceedings ofACMSIGCOMM‘97, Cannes, France, September 1997.

[22]S. Gribble and E. Brewer, ‘‘System Design Issues for Internet Middleware Services: Deductions from a Large ClientTrace’’,Proceedings ofUSENIXSymposiumon Internet Technologies and Systems (USITS), Monterey, CA, pp. 207-218, December 1997.

[23]B. Krishnamurthy and M. Arlitt, “PROCOW: Protocol Compliance on the Web”, Hewlett-Packard Laboratories Technical Report HPL-1999-99, September 1999.

[24]B.Krishnamurthy,J.Moguland D.Kristol,‘‘KeyDifferences between HTTP/1.0and HTTP/1.1’,Proceedings of the Eighth International World Wide Web Conference, Toronto, Canada, May 1999.

[25]B. Krishnamurthy and C. Wills, “StudyofPiggyback Cache Validationfor ProxyCaches inthe World-Wide Web”,Proceedings ofUSENIXSymposiumon Internet Technologies and Systems (USITS),Monterey, CA, pp. 1-12, December 1997.

[26]C. Liu and P. Cao, “Maintaining Strong Cache Consistency in the World-Wide Web”, Proceedings of the 17^{th} IEEE International Conference on Distributed Computing Systems, May 1997.

[27]A. Mahanti and C. Williamson, “Web Proxy Workload Characterization”, Technical Report, Department of Computer Science, University of Saskatchewan, February 1999.

[28]S. Manley and M. Seltzer, ‘‘Web Facts and Fantasy’’,Proceedings of USENIX Symposium on Internet Technologies and Systems (USITS), Monterey, CA, pp. 125-133, December 1997.

[29]J. Mogul, F. Douglis, A. Feldmann, and B. Krishnamurthy, “Potential Benefits of Delta Encoding and Data Compression for HTTP”,Proceedings of ACM SIGCOMM ‘97, Cannes, France, pp. 181-194, September 1997.

[30]J. Mogul, ‘‘The Case for Persistent-Connection HTTP’’,Proceedings of ACM SIGCOMM ‘95, Cambridge, MA, pp. 299-313, 1995.

[31]Netscape NavigatorRemote Control,http://home.netscape.com/newsref/std/x-remote.html. [32]V. Paxson, ‘‘Empirically-Derived AnalyticModelsofWide-AreaTCPConnections’’,IEEE/ACMTransactions on Networking, Vol. 2, No. 4, pp. 316-336, August 1994.

[33]C. Roadknight, I. Marshall and D. Vearer, “File Popularity Characterisation”,Proceedings of the 2^{nd} Workshop on Internet Server Performance (WISP ‘99), Atlanta, GA, May 1999.

[34]K. Thompson, G. Miller and R. Wilder, ‘‘Wide-Area Internet Traffic Patterns and Characteristics’’,IEEE Network, Vol. 11, pp. 10-23, November/December 1997.

References User Session Analyses

Arlitt and Jin Page 90 of 90

[35]W3C Web page, ‘‘Logging in W3C httpd’’,http://www.w3.org/Daemon/User/Config/

Logging.html

[36]World Cup Press Literature Kit.