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Abstract M

Pangaea is a wide-area file system that enables ad-hoc collabo-
ration in multi-national corporations or in distributed groups of 8
users. This paper describes Pangaea'’s approach for keeping the ‘
file-system’s name space consistent and proves its correctness. L
Maintaining the name space is a simple matter in traditional a y

file systems that store the entire volume in a single node. It 0 a
is not so in Pangaea, because of the two key techniques it em- @
ploys to improve performance and availability in a wide area— d ‘
pervasive replicatiothat lets each file be replicated on its own " ‘4 )

set of nodes on demand from users, aptimistic replication

that lets updates be issued on any replicas at any time. A naive |
implementation may leave some files unreachable in the name

space or some directory entries pointing to non-existent files. 'group/foo /group/bar

To detect conflicting updates and inform all affected repli- _ )
cas about the resolution outcome reliably, Pangaea emb&#@ure 1: An example of the Pangaea file system. Replicas

in each file, a data structure callbdckpointerthat authorita- aré added dynamically for each file or directory as users access
tively defines the file’s location in the file-system’s name spadefrom various sites. Thus, different files or directories are
Conflicting directory operations are detected by a replica of tigPlicated on different sets of sites.

(child) file as a discrepancy in the value of the backpointer. Thel ~Overview of Pangaea

replica can then unilaterally resolve conflicts and disseminate

the conflict resolution outcome to the the parent directories.Pangaea federates computers provided by the users to build a
single fllesysterﬁ] To achieve high performance and availabil-

ity in a wide area, Pangaea deploys two strategies not found
in traditional replicated file systempervasive replicatioand

1 Introduction optimistic replication

Pangaea aggressively creates a replica of a file or dirE]:tory

Pangaea is a wide-area file system that serves storage néé&@giever and wherever it is accessed. Pres/asive replica-

of multi-national corporations or distributed groups of users— ,

This paper describes Pangaea’s protocols for maintaining theWe currently assume that servers trust each other; relaxing the trust rela-
. . . tionship is future work.

hierarchical filesystem name space. A more comprehensiVepangaea treats a directory as a file with special contents. We sometimes

description of Pangaea appears in a separate paper [11]. use the term “file” for both a regular file and a directory.




tion policy improves performance by serving data from a nodel. File /foo and directoriegalice  and/bob are
close to the point of access, improves availability by naturally initially replicated on replica sefA, B}, {A, C}, and
keeping many copies of popular data and letting each server {B, D}, respectively.
contain its working set. Figuig 1 shows a sample file syst
This policy brings challenges as well: the set of nodes that
replicate a file (called theeplica sej can become different 3 Simultaneously, Bob on node B does
from that of its parent directory or siblings. Such situatigns MV /foo /bob/foo2
complicate detecting and resolving conflicting directory oper-
ations, as we discuss further in Secfion 1.2.

A distributed service faces two conflicting challenges: highg conflict-resolution results to replicas that fail to detect con-
availability and strong data consistency[[4] 16]. Pangaea aifiigis.
at maximizin_g availability and sacrifices strong ConSiSFenCyRemoving a directoryrtndir ) poses another challenge: a
when unavoidable. It lets any user update any replicaggl ynder a removed directory may be updated by another node
any time, propagates the updates among replicas in the bagffjcurrently. Consider Examplé 2. A naive implementation
ground, and detects and resolves conflicts after they hapRgsyid removefoo  but leave filgfoo/bar  without a name.
Pangaea thus supports “eventual” consistency, guarantegiﬂgther implementation would just deletio/bar ~ when
that changes made by a user are seen by another user onjibll s deleted, which at least keeps the file system consis-

some unspecified future. More specifically, assuming that @l ¢ loses Alice’s data. In this situation, the system must
nodes can exchange updates with one another, and users 6eagge” directory/foo  if a live file is found underneath.
to issue updates for a long enough period, Pangaea ensures the

following properties:

B Alice on node A doesav /foo /alice/fool

o0

Example 1: Example of rename-rename conflict.

1. An empty directoryfoo is replicated on nodefA, B}.

1. For everyfile, the state of all its replicas will become ide n-2. Alice on node A creates filfoo/bar

tical.

2. Every file has valid pathname(s). 3. Bob on node B doesndir /foo

3. No directory entry refers to a non-existent file. Example 2: Example of rmdir-update conflict.

Sectior{ ¥ defines these properties more formally and shows
that our protocol actually satisfies them.

1.2 Challenges of replica management in Pan-1 3 overview of Pangaea’s replica management
gaea protocol

Optimistic replication itself is not a new idea. The first op-

timistically replicated file system, Locus, was developed ifhis section overviews Pangaea’s four key strategies for ad-
early '80s [9/[15]. The combination of pervasive replicatiotressing the aforementioned challenges. Essentially, a dis-
and optimistic replication, however, adds a unique complexitjbuted file system like Pangaea can ensure eventual consis-
to name-space management, because the system must maiiady when (1) there is always at least one node that detects any
the integrity of the namespace across multiple files or directanflicting pair of operations, (2) a conflict-resolution decision

ries replicated on different sets of nodes. is reliably propagated to all files affected by the conflict, and
Consider Examplg]1. When the dust settles, we want f{8) replicas of each file make the same decision regarding con-
foo to appear either atlice/fool or at/bob/foo2 , flictresolution. The first property is ensured using a data struc-

but not both. However, suppose that node A, on behalf of Alwe calledbackpointer described in Sectign 1.3.1. The sec-
ice, adds an entry fdool to/alice and sends the changend property is ensured by two techniques, called name-space
to the replica on node C. If the final result is to mofeo  containment and directory resurrection, described in Sections
to /bob/foo2 , node C must undo the change, even thou@lB.2 and 1.3]3. The final property is ensured by the use of
node C never receives Bob’s update and cannot detect the eonniform timestamp-based conflict detection and resolution
flict in the first place. We thus need a mechanism for forwand#e, described in Secti¢n 1.3.4.



1.3.1 Localizing conflict-resolution decisions using back- disconnected from the rest of the system—i.e., it naturally of-

pointers fers the benefits of island-based replicatioh [5]. On the other
R ] hand, it increases the storage overhead of the system and adds

Pangaea lets the “child” file have the final say on the resolutigijitterent sort of complexity to the protocol: every update to

of a confhct.mvolv,lng directory opergtlov@.For.m:?tance, IN a replica potentially involves replicating its parent directories.

Example[1, if Bob’s operation is to win over Alice's, a replicgye gescribe our solution for maintaining the name-space con-

of file foq tell; the replicas o;fallce- to undo their change. (inment property in Sectidii 4.3 and study the storage over-

For this policy to work, each file must be able to detefead in Sectiof]9.
mine its location in the f'ilesystem. name space, gnlike otherA node must discover and replicate the root directory when
file systems that let a directory dictate the location of chili,(ing the Pangaea service for the first time. The locations

dren files. Pangaea achieves this by storing a special attribyigne oot replicas are maintained using a gossip-based dis-
calledbackpointersin each replica (a file usually has only ongipyteq membership servide [11].

backpointer, unless it is hard-linked). A backpointer contains
the ID of the parent directory and the file’s name within the
directory. We implement directory operations, suchres 1.3.3 Avoiding file losses by resurrecting directories

name andunlink , as a change to the file’'s backpointer(s?j ) .
In Example], operatiomv /foo /alice/foo changes ~angaea addresses the problem of rmdir-update conflicts,

file /foo s backpointer from(fld/, "foo" > to <f|d alices shown in ExampIeDZ, by “resurrecting" deleted directories
“fool" ) (fid, is the ID of the filex). When a replica re- when necessary. When a node receives a request to create a

ceives a change to its backpointer, it also reflects the changEegjica for file F” for which its parent directory, sap, does

its parents by creating, deleting, or modifying the corresporftt €xist (because it is “rmdir"ed by another concurrent up-
ing entries. date), the node schedules a special procedure to be calléﬂ later.

Similarly, the node schedules the procedure to be called when
it deletes directoryD with an entry to a live fileF. This pro-
1.3.2 Name-space containment cedure, when executed, checkdifis still live and D is still

. . . . . ead; if so, it recreateB and addd’s entry toD.
Conflict resolution using backpointers requires that each fi . .
. . To resurrect a dead directory, when a node is requested to
can perform a (local or remote) update to a replica of the di- SR - X
. elete areplica, it removes the replica’s contents but retains the
rectory that the backpointer refers to. One approach, adopte . . - .
. o ; . . ast backpointer the replica has had. This “dead backpointer
in our earlier implementation, is to embed pointers to (some . C ) )
. . : etermines the location in the namespace the directory is to be
of) the replicas of the parent directory in the backpoﬁ}ute’rd resurrected
modify the parent directory using remote procedure calls. This_ . ' . .
his procedure potentially works recursively all the way up

design turned out to be unwieldy: the backpointer is used toth ¢ ting directori | th For inst
initiate a change in the directory, but its directory links mustls €100t, resurrecting directories along the way. Forinstance,

changed when the directory’s replica set changes. Becaust ?k; on rr:o?ae/Sd/(;esn ol /E_i/b/ft anld AtI;]ce 0(;1_ nO(iIe A
this circular control structure, we could not easily keep the i pestouc c/too simuftaneously, then directories
b, anda are resurrected in order to create a place for file

formation of the backpointer and the parent directory propeﬁa'/

synchronized. 0
Our current implementation trivializes this problem by re-

quiring that, for every replica of a file, its parent directories be3.4  Uniform conflict resolution using last-writer-wins

also replicated on the same node. We call this propsatye- policy and full-state transfer

space containmenbecause all intermediate path-name com-

ponents of every replica are all replicated on the same nodé?chieving eventual consistency requires that all replicas of a
Th|s po“cy improves Pangaea’s ava"ab'“ty and eases mrticular f||e make the same deCiSion When Confronted W|th

ministration by allowing accesses to every replica on a nodéonflict. For the contents of a regular file, we use a version

using ordinary file-access system calls, even when the nod¥&stor [9] to detect conflicts and let the user fix the conflict
manually [11].

3Resolution is “localized” to a specific file, but not to a specific node; con-

flicts are still resolved by any replica of the file. 5The wait is needed, because it is quite likely that the node will receive
4In practice, we embedded the gold-replica set of the parent directory; aeequest to remové in the near future. We discuss this issue further in
Sectiorﬂ?. Sectior@.



Conflicts regarding the structure or attribute of the file sysproc UpdateReplica
tem, such as backpointers or access permissions, are amen q@;ﬁ;‘t’i'}fni // New replica contents.
to automatic resolution because of their well-defined seman- v pfid,fname): r.bptrs e pfid € dom(DISK)
tics. We use the combination of the “last writer wins” and IsLive(rp) = IsLive(DISK(pfid))
rule [6,[14] and full state transfer to resolve such conflicts. °StC°”di“°”5:<3>
high-level file system operation—e.gvrite  or unlink r2.bptr 7 £}
is assigned a unique timestamp by the issuing node. When...
a replica discovers two conflicting updates, it picks the one
with the newer timestamp and overwrites the older one (if the
old update was already applied). With full state transfer, each
update completely overwrites the contents and attributes dhant at-least-once remote procedure calls (RPCs) for direc-
replical| By applying the update with the newest timestamfry operation. DiFFS does not support replication. [S4 [13]
replicas will eventually converge to common state. is a file system with a security auditing capability. It keeps a
A timestamp is generated using the node’s real-time clo&@ckpointer-like data structure to reconstruct a file’s full path
Thus, using the last-writer-wins policy, the clocks of nodé¥®me from its inode number and chooses a security policy
must at least be loosely synchronized to respect the userstipsed on the path name. S4’s backpointers are used only for
tuitive sense of update ordering. This is usually not a probletiditing and not for replication.
as modern protocols (e.g., NTP [8]) can synchronize clocks
within about 100 milliseconds even over a wide-area network.5 Notational conventions

Listing 1: Example of algorithm description

Listing [ shows an example of algorithm descriptioklp-
1.4 Related work dateReplica is the name of the procedure with one parameter,

Many file systems replicate at a volume granularity and bufig- L@P€! ‘preconditions: ” shows the c.o.nditi'on”that must be
a unified name space by mounting a volume underneath &Rsured by the caller, and labgidstconditions: " shows the
other (e.g., LOCUS15], Codal[7], and Roam][10]). Becau_§8nd't'°n that this procedure ensures on return. A code block

these systems need not support cross-volume directory opk gemarcated by indentation, as in Occam or Python. Label

tions, a single replica can locally detect and resolve conflictin%j is a marker used to refer to the algorithm in the paper.

updates. Pangaea, in contrast, replicates at a file or directory/® USe several primitive functions without showing their im-

granularity to support wide-area ad-hoc collaboration. PangRignentations. FunctioNewtimestamp generates a globally

must run a distributed protocol for name-space maintenafftidue timestamp. A timestamp is a tupiidock, nodeid),

because every directory operation in Pangaea crosses a réfifreclock is the value of the real-time clock, anddeid is
cation boundary. the node that generated the timestamp. The latter value is used

Several file systems replicate data at a finer granularf@ly t0 break ties. FunctioNewfileid generates a globally

FARSITE [1] replicates at the unit of a “directory group,,quue File IdZ] FunctionDeepcopy creates an object that is

which resembles a volume, but with a dynamically deﬁnéguct.urally identicgl to the oId.c.:bject but does not share mem-
boundary. It supports file renaming across directory group¥ with the old object. In addition, we use _several mathemat-
using a Byzantine-fault-tolerant consensus protocol that cot§@l Symbols borrowed from the Z notatian [12]:
dinates nodes in a lock-step manner. Slide [2] replicates files‘ “
and directories independently over a cluster of servers and uses
two-phase commits to coordinate nodes. Pangaea, in contrat, I’ type” represents a (possibly empty) set tyfpe.
coordinates nodes optimistically to improve availability and “P1 type” represents a nonempty set ofype.
performance in a wide area, but it must detect and resolve con- “Key ~— Val” represents a one-to-many mapping from
flicting updates. typeKey to Val.

Data structures similar to backpointers are used in severad “dom(F)” returns the domain of function (or mapping)
file systems. DiFFS [17] places files and directories indepen- and “ran)” returns the range of'. For instance,
dently on a cluster of servers. It uses backpointers to imple-

(val, ..., val,)” represents a tuple of values.

dom{1—3,2—84—3}) = {1,2/4},

8In practice, full-state transfer happens only during conflict resolution
Pangaea uses “deltas” to reduce update propagation overhead in the absentia practice, Pangaea currently uses a timestamp as a file ID. Neus,
of conflicts [11]. fileid is an alias foNewtimestamp .




ran{1—32—84~—3}) = {38} (1) The globally unique ID of the file that the replica repre-
. . sents. The file ID is fixed once a replica is created.
e “X @Y” substitutes a part of mapping X by Y. E.g., . ]
(@ Graph edges to some bronze replicas of thelfilé [11].
1—32—1}&{1—53—4} (@ The set of gold replicas of the file. The replica is gold if
={1—52—13—4}. the node that stores the replica isgpeers; otherwise,

e “X «gY” means function-domain restriction. E.g., the replica is bronze.

@ This field is either null, or it records the last backpointer

{2}<{1—32—84—6}={1—34— 6} the replica has had just before the file was deleted (Sec-
e “Vvar: set eexpr” means thaexpr holds forvar in set. tion[1.3.3). Sectiop 4]2.
E.g., (6) Shows the freshness of the replica (Secfion 1.3.4). The

attributes in the replica, includingpeers andbptrs, are

Vn:{11,1317} e ISPrimen,). serialized by this timestamp.

e “O expr” means thaexpr holds eventually. @ The contents of a regular file.
o “{var: set eexpr}” means set comprehension. E.g.,  (g) Directory entries. An entry is identified by paffileid,
(2:{1,2,3) e xz} — {1,4,9). filename. That is, Pangaea allows duplicate filenames as

far as they refer to different files. This design simplifies

handling of the situation in which two users create two
2 Structure of the Pangaea file system files with the same name. Sectjon|8.1 discusses a strategy

for presenting a more natural user interface on top of this
Pangaea creates replicas of a file whenever and wherever re- design.

quested. It distinguishes two types of replicagold and Shows whether this entry is live. In Pangaea, deleted
pronze They can both be' reaq and written by users at any  entries are not removed from the directory immediately.
time, and they both run an identical update-propagation proto- They are just marked invalid using this field and kept in
col. Gold replicas, however, play an additional role in main-  he girectory to disambiguate update/delete conflicts (i.e.,

taining the hierarchical name space. First, gold replicas act as jalid entries are used as death certificatés 131.)
starting points during path-name traversal (i.e., in UNIX ker-

nel procedureramei ). Their locations are thus registered i

file's parent directory. Second, gold replicas perform several ' >

tasks that are hard to do in a completely distributed way, such fi€lds inDentry .

as maintaining a minimum replication factor for a file. Cu@ Points to the gold replicas of the child file.

rently, Pangaea designates replicas created during initial file

creation as gold and fixes their locations unless some of thenthe values of attributedid, gpeers, ts, bptrs, and

fail permanently. deadBptr will be the same on all replicas of a file in the ab-
Bronze replicas are created in response to user demandssefe of outstanding updates, but the valupedrs differs

manage them cheaply and without a single point of failutgetween replicas, as it is used to construct the file’s graph.

Pangaea builds a distributed graph of replicas independentlffwo key attributes connect a file and its parent directories.

for each file; a newly created replica joins the system by spditribute gpeers in the parent directory entry point to the

ning edges to a few existing (gold or bronze) replicas. Thef#e’s gold-replica sef3). The backpointers of the fil@) point

edges are used both to discover the replica and propagatebagk to the parent directories. These attributes reciprocally link

dates to the file. Pangaea provides reliable protocols for keepeh other in the absence outstanding updates. Higure 2 illus-

ing the graph strongly connected and broadcasting updategretes the relationships between the replica’s attributes.

ficiently over graph edges. These protocols are described ihisting [ shows persistent variables kept on each node.

more detail in[[11]. This paper focuses on the maintenardtSK stores the set of replica€LOG records the set of repli-

of the gold-replica set and links between directories and thedrs whose state may be inconsistent with other replicas of the

Shows the last time eithdaptrs or gpeers of the child
file has changed. This timestamp is used to serialize other

children. same file. A replica stays i€@LOG until all the neighboring
Listing[Z shows the structure of a replica. The descriptiorsplicas in the graph acknowledge its updateOG stores the
of the attributes follow. set of files whose backpointers have changed but whose parent



fid=50 M F

ts=22:M

ts=32:E
eers={M,N,O
fﬁts: { } gpeers={D,E,F}
‘ G ents=
<55, f00.>+ ‘ <55,7bar”> —
valid=True, .
ts=20:B valid=True,
Dlicas- ts=25:B

replicas={A,B,C} replicas={A,B,C}

fid=55
gpeers={A,B,C}
ts=27:A
bptrs=
<50, “foo”>
<53, “bar”>
contents=...

/bob/foo

Figure 2: Example of a file system. Directorigze and/bob have the FileIDs of 50 and 53, respectively. A file with the

ID of 55 is hard-linked to the two directories, one/gse/bar  and the other athob/foo . Attribute “ts=22:M” of /joe

shows that this directory’s timestamp is 22:M, i.e., it is issued by node M at time 22 (timestamps are in fact generated using the
node’s real-time clock, but we clock values as small integers for brevity.). A circle around a letter indicates a gold replica. For
instance, directorfjoe has three gold replicas, on nodes M, O, and N. Arrows denote edges created through afpibertes
andpeers. Bronze replicas are not shown in this picture, but the thin arrows emanating from the gold replicas indicate links to
them.



type Replica = record Listing[§ shows how a file’s contents can be updated (say, by
fid® :<2F§”-61:»DN . write ). Unlink does not delete the replica object even after
peers® ;¥ Node its backpointers become empty. Attributes suchsapeers,

eerst® : P, NodelD , ) :
ggtrs<4> P Blackptr andgpeers are kept on disk so that it can reject stale updates

deadBptr'® : Backptr that arrive in the future (e.g., because of message reordering)

ts® : Timestamp _ and resurrect the directory, if needed, to maintain the name
type RegularReplica inherits Replica = space’s consistency (Sectipn 1]3.3). We call a replica without

coments - bata a backpointer a “death certificaté”| [3]. Death certificates are

—lIsLive(r) = contents = {} removed by a background garbage-collection process that runs

type DirReplica inherits Replica = nightly, as described in Secti@w 6.

ents® : (FilelD,String ) ~— DEntry

Invariants:

proc Create
d: DirReplica / The local replica of the parent directory.
fname: string /# The name of the new file id
gpeers: P; NodelD // The placement of the replicas of the file.
preconditions:
IsLive(d) 13

-lsLive(r) = ents = {}
type Backptr = (FilelD, String )
type Dentry = record

valid® : bool

ts1® : Timestamp

gpeers!¥ : P, NodelD
proc IsLive(r)

r — Newreplica()

return r is the rootor r.bptrs # {} rfid — Newileid()
L . r.gpeers < gpeers
Listing 2: Structure of a replica r.ts «— Newtimestamp)()
. . . . r.peers
directories have not received the change. It maps a file ID to rlﬁptrs :{%_ﬁd, fname)}
the set of backpointers deleted from the redﬂca. r.contents — None

UpdateReplica(r)

DISK: FileID — Replica
CLOG: FilelD — P; NodelD L . .
ULOG: FilelD — P Backptr Listing 4: File creation procedure.
Invariants: :
// Updates are only for existing replicas.
dom(CLOG) U dom(ULOG) C dom(DISK) (12

proc Unlink
L. . f: Replica // The file to be unlinked.
Listing 3: Persistent data structures kept at each node. d: DirReplica / The directory the file belongs to.
fname: string // f's name ind.
preconditions:
IsLive(d)
. . f is a directo fents =
3 High-level name-space operations e e e = U

This section describes the implementation of high-level namg- f < Deepcopy(f) -
. - S L f.bptrs — f.bptrs \ {(d.fid,fname)}

space operations. Listifd 4 shows how a flle_ is created. TO if tpptrs = {} then
create a file, a node must already store a replica of the parent f'.deadBptr — (d.fid,fname)
directory (). Otherwise, the node must create a new bronze fts < Newtimestamp()

. . . . UpdateReplica(f’)
replica of the directory by calling the procedures described
Sectior{ 4.B. This requirement applies to every directory oper-
ation described in this section. Proced@eate itself only Listing 5: Unlink and rmdir.
creates a local replica of the file. A generic procedupe
dateReplica, described in Sectidr 4, actually adds an entry to

the parent directory and propagates the changes to other nodes.
Other name-space operations are implemented in a simflar Name-Space management and con-

fashion. Listing$ p| |6 and 7 implement removinmiink ), flict resolution
hard-linking (ink ), and renamingréname ), respectively.

8Backpointers added to the replica are not recordddLi®G, as they can ITis_ting [9 defines th_e Cem_ral pro_cedute_pdateReplica, for
are stored from the replicalsptr. fixing name-space inconsistencies. It is called by both local

D




proc Hardlink
f: RegularReplica // The replica of the file.
d: DirReplica / The directory to which will be linked to.
fname: string // The filename withird.
preconditions:
IsLive(d)

' — Deepcopy(f)

f'.bptrs « f.bptrs U {(d.fid, fname)}
f'.ts — Newtimestamp()
UpdateReplica(f’)

Listing 6: Hard linking.

proc Rename
f: Replica // The file to be moved.
dp: DirReplica // The origin dir.
dr: DirReplica / The destination dir.
fnamep: string / The filename ind g
fname 7: string / The filename ind
preconditions:
IsLive(dr) and IsLive(dr)
(dp.fid, fnamer) € f.bptrs

f' — Deepcopy(f)

f'.bptrs — f.bptrs \ {(dr.fid,fnameg)} U {(dr.fid,fnramer)}
f'.ts — Newtimestamp()

UpdateReplica(f’)

Listing 7: Renaming.

proc Write
f: RegularReplica
newcontents: Data

f' — Deepcopy(f)
f'.contents «— newcontents
f'.ts — Newtimestamp()
UpdateReplica(f’)

Listing 8: Updating contents of a regular file.

high-level directory operations (Sectiph 3) and remote update
requests (Listing J0). It takes new replica contens$, Copies

them to the local replica, changes the parent directory entry
if necessary, and schedules the update to be pushed to other
replicas.

4.1 Propagating updates

ProcedurdssueCupdate, shown in Listind 1D, propagates a
change to other replicas of the same file (“C” stands for “con-
tents”). This paper describes only the most basic propagation
mechanism that transfers the entire replica state, even when
just a byte is modified. A separate pager|[11] introduces two
techniquesdelta propagatiorandharbingers that drastically
reduce the update propagation overhead.

Updates are propagated to other replicas periodically in the
background byPropagateCupdate. Processing a remote up-
date is similar to applying a local update: the local replica is
updated, if needed, and the change is forwarded to the neigh-
boring replicas in the file’s graph. The only difference is that
the receiving site must ensure the name-space containment
property (Sectiof 1.3]2) before applying the update. The node
thus replicates all intermediate directories in the file’s path by
calling CreateReplica recursively, as described in Sectjon|4.3.

4.2 Repairing name-space inconsistencies

ProcedurdssueUupdate is called byUpdateReplica when a
file's backpointer is possibly inconsistent with the correspond-
ing directory (“U” stands for “uplink™). This procedure only
logs the request for later execution. ProcedarecessUup-
date actually updates the parent directory to match the file's
backpointer. On exit, this procedure guarantees that there is a
directory entry for every backpointer, and that there is no entry
in directories to which the file lacks backpointers.

We usually must wait before files added tbOG are treated
by ProcessUupdate, because executing it immediately will
waste both the disk and network bandwidth and sometimes
undo the update against the user’s expectation. Séctipn 8.2 dis-
cusses this problem in more detail and introduces a strategy for
choosing the waiting period.

4.3 Creating a bronze replica

Pangaea dynamically creates a bronze replica on two occa-
sions. First is when the user accesses a file on a node for the
first time (this operation is not described in the paper). Second
is when the node is asked to create a gold replica of a file, but it



proc UpdateReplica
ro: Replica // New replica contents.
preconditions:
// All parent directories are stored locally.
// Moreover, ifr; is live, then parent must also be live.
V (pfid,fname): r,.bptrs e pfid € dom(DISK)
and IsLive(r,) = IsLive(DISK(pfid)) (14

if rp.fid ¢ dom(DISK) then
// The replica isn’t locally stored yet.
DISK < DISK U { r2.fid —r2 }
IssueCupdate(rz)
return

r1 < DISK(r.fid)

if File is regular then

Do some application-specific stuff.

We can potentially use version vectors here.
else

// Union dir entries, taking ones with newer timestamps on conflict.

for (key — e) € rp.ents
if key ¢ dom(ry.ents) or ri.ents(key).ts < e.ts
ri.ents < ry.ents @ {key — e}
for each added or deleted entfid,fname) in ry.ents
// Entry (fid,fname) is potentially inconsistent. Fix up later.
if fid € dom(DISK) then
IssueUupdate (DISK(fid), {}){*9

if rp.ts > rq.ts then (16

// The file’s attributes are to be updated.

ri.ts « ra.ts

if ri.gpeers # ry.gpeers then
ri.gpeers < ra.gpeers
// When the replica’s gold-peer set changes, | must reflect the|
// change to the parent dir entry.
IssueUupdate(r, {})

// Resolve potential conflicts on back pointers

if r1.bptrs # ry.bptrs or ri.deadBptr # rp.deadBptr then
IssueUupdate(ry, r1.bptrs \ r.bptrs)1?
r1.bptrs < rp.bptrs
r1.deadBptr < rp.deadBptr

// If the last link to the replica is gone, erase the contents.
if = IsLive(r1) then
if ry is a regular filehen
ri.contents < None
else
for e € ry.ents e e.valid
IssueUupdate(DISK (e fid), {}){®
ri.ents « {}

if Any of rq’s attributes has changéden
IssueCupdate(r; )9

Listing 9: Applying updates to a replica.

proc IssueCupdate
r: Replica // The replica of the file being updated.

CLOG(r.fid) < r.gpeers U r.peers

proc PropagateCupdate // Runs periodically in the background

for (fid — targets) € CLOG
r — DISK(fid) 7/ See{1d).
// Send the location of the parent dirs so that the target can
// replicate them to ensure name-space containment.
pDirs « {p: r.bptrs e (p.fid, DISK(p.fid).gpeers)} // See(ld).
for n € targets
send (CUPDATE, r, pDirs) to n.
when receive (CUPDATE-REPLY, ts) from noden
if CLOG(fid).ts =ts
CLOG(fid) — CLOG(fid) \ {n}
Removefid from CLOG whenCLOG(fid) becomes empty

when receive (CUPDATE, r, pDirs)
r: Replica // New replica contents.
pDirs: P (FileID, P NodelD) // Name and location of parent dirs.

for (pfid, ppeers) € pDirs
CreateReplica(pfid, ppeers)
ResurrectDirectory(pfid)

UpdateReplica(r)

send (CUPDATE-REPLY, r.ts)

Listing 10: Issuing, propagating, and receiving an update.

proc IssueUupdate
r: Replica // The replica of the file
del: P (FilelD,String ) // Backpointers deleted from the replica.

if r.fid € dom(ULOG) then
del «— del U ULOG(r.fid)
ULOG « ULOG & {r.fid — del}

proc ProcessUupdate // Called periodically in the background.

for (fid — del) € ULOG
r — DISK(fid) // See{1?).
for pfid, fname € del U r.bptrs
ResurrectDirectory(pfid)
d — DISK(pfid)
valid = pfid € r.bptrs // Is this entry to be added?
new = ((fid,fname) — Dentry(valid, r.ts, r.gpeers)}
d.ents — ({(fid,fname) < d.ents) U new
if d.ents has changed
d.ts < Newtimestamp()
IssueCupdate(d)
ULOG « {}

Listing 11: Fixing name space inconsistencies.




lacks the replica of file's parent directories (Listjng 10). List-| proc ResurrectDirectory

ing [12 describes the algorithm for creating a bronze replica
ProcedureCreateReplica works recursively from the given
directory and ensures that all intermediate directories, up to
the root directory, are replicated locally. It does not, however,P°
guarantee that these files are live (i.e., has a non-empty back-

fid: FileID

preconditions:

fid € dom(DISK)
fid is a directory
stconditions:
IsLive(DISK(fid))

pointer) or that each directory has an entry that correctly points
to the child.ResurrectDirectory, described in Sectign 4.4, en-
sures these properties.

proc CreateReplica

fid: FileID // The ID of the file

peers: P; NodelD / The known set of gold peers of the file
postconditions:

fid € dom(DISK)

if fid € dom(DISK) then
return

r — DISK(fid)
if IsLive(r) then
return

ResurrectDirectory(r.deadBptr.pfid)
r.optrs — { r.deadBptr }

r.ts «— Newtimestamp()
IssueCupdate(r)

let (pfid, fname) = r.deadBptr

d « DISK((pfid)

d.ents((fid,fname)) < Dentry (true, r.ts, r.gpeers) 20

d.ts — Newtimestam
IssueCupdate(d)

p()

send (SEND-CONTENTS, fid) to random noden € peers
Wait until receive(CONTENTS, r, pDirs) from n
for (pfid, ppeers) € pDirs

CreateReplica(pfid, ppeers)

Listing 13: Filling missing name space components.

UpdateReplica(r)
Add edges betweemn and random existing replicas. A

fid, 5:A |entsH{fid .., “alice”, 12:A)}
fid gice |12:A |ents{*(fid,,, “bar”, 13:B)}

when receive  (SEND-CONTENTS, fid) from noden

Figure 3: Example of state descriptions.

r — DISK(fid) ) ) S S _
pDirs — {p: r.bptrs e (p.fid, DISK(p.fid).gpeers)} // See(14). of 5:Aﬂ and its entries contain directory “alice™f ,;;.., with
send (CONTENTS, r, pDirs) to n. timestamp 12:A. A directory entry marked “*" is invalid (i.e.,

ent.valid = false in Listing[2).

Listing 12: Creating a bronze replica. A more detailed descrip-

tion about the construction of the graph appearsin [11]. .1 Scenario: rename-rename conflict

Let us first revisit Examplg]1. We just show state transitions
on nodes A and B, as nodes C and D only passively receive

4.4 Resurrecting directories updates from nodes A and B.

Both c- and u-update processing (Listifig$ 10 fand 11) requires. Initially, the replicas are consistent.

that a file’s parent directories are live and with valid pathnames.
ProcedureResurrectDirectory, shown in Listind 1B, is used

in conjunction withCreateReplica to resurrect a dead direc-
tory and re-create an entry in its parent. This procedure is also
recursive—it ensures that all the intermediate directories also
are live and with valid pathnames.

5 Examples of conflict resolutions

This section describes how Pangaea resolves several common
types of conflicts. We use a tabular form, shown in Figiire 3, to
display the state of the system.

This example shows the state of two replicas stored on node
A. Labelfid , represents the file ID of the replica of the direc-

fid, 5:A |ents{(fid ,,, “f00",...) }
A |fid gice |6:A |ents{}

fids, |8:A |bptrs<fid , "foo”)

fid, 5:A |ents{(fid so,, “f00",...)}
B |fidy, |7:B |ents{}

fidfo |8:A |bptrs<fid, "foo”)

. Alice doesmv /foo

/alice/fool

fid, 10:A |entsg* (fid 4,,,“f00",...) }
A [fid giice |11:A |ents{(fid s,,, “fo01", 12:A)}
fidfo, |12:A |bptrs=(fid 4;ce, "fo01")
fid, 5:A  |ents(fid s,,, “f00",...)}
B |fidy, |7:B |ents{}
fidfo, |8:A |bptrs<fid,, "foo”)

tory initially located at “/”. Replicdid ; has the timestam@ 9
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3. Bob doeanv /foo /bob/foo2

fid 10:A |ents<{* (fid ;,,,"f00",...)}

A |fid gice |11:A |ents<{(fid s,,, “fO01”, 12:A)}
fid o |12:A |bptrs=(fid 4., "f001”")
fid, 9:B |entsH{*(fid to,, “f00",...) }

B |fidys |11:B |entsH(fid,,, “fo02", 12:B)}
fid . |12:B |bptrs=fid .y, "f002")

A

fid, |5:A |ents5(fidy,,, “foo”, 6:A)}
fid oo |6:A |bptrs<{(fid ;,,, “f00")}

B

fid, |5:A |ents<(fidy,,, “fo0", 6:A)}
fid o, |6:A |bptrs<{(fid s,,, “f00")}

2. Alice deletes fildfoo .

A

fid, |10:A |entsg*(fidy,,, “foo”, 11:A)}
fido, [11:A |bptrs={}

4. Letus assume node B's node ID is larger than Ass; thatis, | g

timestamps are ordered in the following manner:

Node B sends the update to ffid s,, to node A. Node A

12.B>12:A>11:B> 11:A

fid, |5:A |ents{(fid,, “fo0”, 6:A)}
fid oo |6:A  |bptrs={(fid 4,,, “f00")}

3. B edits file/foo .

A

fid, |10:A |entsg*(fid,,, “foo”, 11:A)}
fid oo |11:A |bptrs=<{}

first replicates directorfbob (by copying the state from B

node B) to ensure the name-space containment property
(Listing[1G). Node A then changes replifid ;,,'s back-

pointer and removes tHi ¢,,'s entry in/alice

fid, 10:A |ents={* (fid 4,,,“f00",...) }

A fid grice |14:A |ents<{*(fid s,,, “fo01", 12:B)}
fidyop |11:B |ents<{(fid s, “f002", 12:B)}
fidf, |12:B |bptrs=fid s, "f002”)
fid, 9:B |entsH*(fid f,,, “f00",...) }

B |fidss |11:B |ents<(fid,,, “f002", 12:B)}
fid s, |12:B |bptrs=fid ., "fo02")

fid, |5:A |ents{(fidy,,, “fo0”, 6:A)}
fid 1o |11:B |bptrs={(fid 4,,, “f00")}

Consider two cases, depending on whose update times-

tamp is larger.

Case 1: 11:B> 11:A: The update for fildid ,, is sent

5. Node A sends update to filed , to B. Node B applies
the change, but it actually leave the directory’s contents
intact. Node A also sends update to fiig;,, to B, but
B discards the update, because B already has applied this

update.

6. In the end, the filéfoo will move to/bob/foo2

state of the nodes looks like below:

fid 10:A |ents<{* (fid ;,,,"f00",...)}
fid gice |14:A |ents<{*(fid s,,, “f001", 12:B)}
A fidpop |11:B |ents<{(fids,,, “f002", 12:B)}
fid s, |12:B |bptrs=fid ., "f002")
fid 10:A |ents<{* (fid ,,, “f00",...) }
B [fidy, [11:B |ents(fid,,, “f002", 12:B)}
fid o |12:B |bptrs=fid .y, "f002")

5.2 Scenario: delete-update conflict

In this example, directory and file/foo are both initially
replicated on two nodes/A, B}. Alice on node A deletes

/foo , while Bob on node B edits and updatéso .

1. Initially, the replicas are consistent:

from node B to A. Node A revives filéid s, and

schedules proceduRrocessUupdate to be called.
This procedure will revivdid z,,’s entry in directory
fid,. The change tdid, is sent to node B, which
accepts it.

fid, |12:A |ents<{(fidy,,, “foo”, 11:B)}
fid o, |11:B |bptrs<{(fidf,,, “f00")}
fid, |12:A |ents<(fid,, “foo”, 11:B)}
fid o, |11:B |bptrs={(fid t,,, “f00" )}

A

B

Case 2: 11:A> 11:B. Node B’s update tdid ¢,, is sent

. The

to A, butis ignored. Node As update fidl 4, is sent
to B. Node B removefid,, and its entry irfid ;. B
sends its update to back to A. In the end, the state
of the nodes looks like below:

fid, |12:B |entsg*(fid,,, “fo0”, 11:A)}
fidfo, |11:A |bptrs={}

fid, |12:B |entsg*(fid,,, “foo”, 11:A)}
fid roo |11:A |bptrs<{}

A

B

5.3 Scenario: rmdir-update conflict

This section shows how Pangaea resolves Exanjple 2.

1. Initially, all the replicas are consistent:

A

fid, |5:A |ents5(fidy,,, “fo0", 6:A)}
fid s, |6:A |ents<}, bptrs<{(fid ,,“foo”)}

B

fid, |5:A |ents5(fid,,, “foo”, 6:A)}
fid o |6:A |ents<}, bptrs<{(fid ,,“foo”)}
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2. Alice creates fildfoo/bar

fid, |5:A |ents5{(fid,,, “fo0”, 6:A)}
A |fid s, [10:A |ents<{(fid y,,, “bar’, 11:A)},
bptrs<(fid ,“foo”) }
fidpor |11:A |bptrs={(fid s,,,"bar”) }
B fid, |5:A |ents<{(fid,,, “fo0”, 6:A)}
fid o [6:A |ents<}, bptrs<{(fid ,,“foo”)}

3. Bob removes directorfid s,

fid,
A [fid 1o,

5:A
10:A

fidpar [11:A

ents{(fid ,,, “f00”, 6:A)}
ents<{ (fid 4, “bar”, 11:A)},
bptrs={(fid ,“foo”) }

bptrs={ (fid 4., ,“bar”) }

fid,
fid 1,0

8:B

B 10:B

ents<{* (fid s,,, “fo0”, 10:B) }
ents<{}, bptrs<{}

Consider two cases, depending on whose update times-

tamp is larger.

Case 1: 11:B> 11:A > 10:B > 10:A.

(a) Updates tdid , andfid 4;- are sent from node B to A.
but notices that fildid ;,, has
become an orphan and puts iti.OG (Listing[11).

Node A deletegdir

8:B
10:B
11:A

fid,
A [fid g,
fid o0

ents<* (fid 4, “dir”, 10:B)}

ents<{}, bptrs={}
bptrs={ (fid 4;,,“fo0" )}

fid,
fid gir

8B

B 10:B

ents<* (fid 4;, “dir”, 10:B)}
ents< }, bptrs{}

(b) Update tofid 4;,- is sent from node A to B, but is

ignored by B.

(c) Later, node A run®rocessUupdate. A resurrects
directoryfid 4;,.. The update fofid 4. is sent to node
B, and B applies this update. The final state on bo&

the nodes will become like below:

fid,
A [fid g,
fid oo

12:A
13:A
11:A

ents< (fid 4;, “dir”, 13:A)}
ents{ (fid y,,, “fo0”, 11:A)}
bptrs={(fid 4.,"fo0” )}

fid,
fid qir

12:A

B 13:A

ents< (fid 4;, “dir”, 13:A)}
ents=(fid 4,,, “fo0”, 1L:A)}

Case 2: 11:A> 11:B > 10:A > 10:B.

(@) The update tdid , is sentto A, which accepts it. The
update tdid 4;,- is sent to A, which rejects it. Atthis 2.
moment, A will notice that directorfid 4;,- has an

orphan and putfd 4;,- in ULOG.

8:B
10:A

ents<{* (fid 4;,-, “dir”, 10:B)}
ents<{ (fid s,,, “f00”, 11:A)},
bptrs={(fid ,,“dir” ) }

bptrs<{ (fid 4,“fo0” ) }

fid, |8:B |entsg*(fid 4, “dir", 10:B)}

fid 4;- |10:B |ents{}, bptrs<{}

(b) The update tdid 4;,- is sent from node A to B, which
it accepts. Node B putfd 4, in ULOG, because
the directory entry corresponding fl 4;,.'s back-
pointer is missing.

fid,
A |fid g

fid 1o, |11:A

B

fid, |8:B |entsg*(fid 4, “dir", 10:B)}
A [fid 4, |10:A |ents<(fid,,, “fO0", 11:A)},
bptrs={(fid ,,"“dir” ) }
fid jo [11:A |bptrs<{(fid 4;-,"f00")}
B fid, |8:B |entsg*(fid 4, “dir", 10:B)}
fid g |10:A |ents{(fid s,,, “f00", 11:A)},
bptrs=(fid /,"dir” ) }

(c) Node A fixes the inconsistency betwefiah ;. and
fid,. A sends the update fa , to B.

fid, |13:A |ents{(fid 4, “dir", 10:A)}
A |fid g;r [10:A |ents{(fid s,,, “fO0", 11:A)},
bptrs={(fid ,,“dir” ) }
fid jo [11:A |bptrs<{(fid 4;,"f00")}
B fid, |13:A |ents{(fid 4, “dir", 10:A)}
fid g;r [10:A |ents<{(fid s,,, “fO0", 11:A)},
bptrs={ (fid ,,“dir" ) }

6 Periodic recovery and garbage collec-
tion

The protocol described so far never removes the replica object
even aftertUnlink—it removes the replica contents but keeps
ttributes, such as, gpeers, anddeadBptr, as death certifi-

tes. Death certificates must be removed eventually, or the
disk will become filled with junk. Pangaea runs a garbage-
collection module periodically (every three nights by default)
to improve the “health” of the system by culling old tomb-
stones and mending a file’s replica graph. Lis{ing 14 shows
the garbage collection algorithm. We assume a reliable failure
detection here. Specifically:

1. A node’s permanent death can accurately be detected. All
live nodes, within a fixed time period, agree on which
nodes have died permanently.

If, for any reason, a node declared permanently dead (by
other nodes) comes back, it must wipe the disk out, as-
sume a new node ID, and join the system from scratch.
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In practice, these conditions can easily be satisfied. Chat executing high-level operations (eldnlink) actually pro-
solution is simply to have the system administrator declar@laces the results expected by the user. Such a guarantee is ulti-
node’s decommissioning manually. Alternatively, we can usstely impossible when conflicts happen. Moreover, our pro-
standard heart-beat techniques with an extremely large timeogbl may undo amdir operation on rare occasions to main-
value, such as a month; the usual cause of inaccurate faikaia the consistency of name-space operations (Sgctiorj 1.3.3).
detection, such as network partitioning and slow nodes, canRahgaea does try to minimize the possibility of lost updates by
persist for a month in practice. The second condition can lb&ing nodes wait in certain situations, as we discuss in Sec-
maintained by node checking its clock on reboot and reinitizien[8.2.

izing itself if it has been down for longer than a month. Criterion (1) is ensured when all replicas of a file receive
every update and make identical decisions regarding conflicts.
// Called every third night for every replica on the node. That every replica receives every update is ensured by our
proc GarbageCollection _ ; ; [
LiveNodes: P, NodelD // Set of live nodes. update-flooding protocol descrlbe_:d in [11]. The us€aOG _
r: Replica // Replica to be inspected. guarantees that update propagation is fault tolerant. That repli-

EXPIRE: integer // Dead-replica expiration period, e.g., amonth.  cas make identical decisions is guaranteed by having a replica’s

// Remove old tombstones. Removing after EXPIRE seconds is safe state 'dent.'ﬁed b_y a globally unique timestarep, .and by hav-
// because we cannot receive any new update with timestamp older  ing all replicas pick the update with the largest tlmest@.

// than EXPIRE after removing In the following, recall that by “live” replica we mean that
i B:;';;"(e_(?r"’}% T ek mestamp - EXPIRE then it has a non-empty list of backpointers or that it is a replica of
return the root directory. By “a valid entry” we mean that the entry is

valid for long enough.

r" < Deepcopy(r) Criteria (2) and (3) can be proven using the following prop-

// Remove dead entries in the directory erties.
if r' is a directorythen
for (key — val): r'.ents e (i) If a file replica is live, then there is a live local replica of

if - val.valid and val.ts < Newtimestamp() - EXPIRE then

¢ ents « {key} < ents every d_|rectory referenced by_a a valid backpointer of the
if at least one entry has been removed from r’.énés file replica (namespace containment).

r'.ts — NewTimestamp() Vv f: ran(DISK) and IsLive(f) e

UpdateReplica(r) ( {d.fid, fname) ¢ f.bptrs

= d € dom(DISK) and IsLive(d) )
// If some gold peers are found dead, recreate one elsewhere

if me € r.gpeers and r.gpeers ¢ Livenodes then

newNodes «— Pick |r.gpeers \ Livenodes| random live nodes. (ii) If a directory points to a file and a replica of the file does
r.gpeers « r.gpeers \ Livenodes U newNodes not have a backpointer to the directory, then eventually
r'.ts «— NewTimestamp() the corres ding direct try i d
UpdateReplica(r) ponding airectory entry Is removed.
v d: ran(DISK) and IsLive(d) e

// If we find graph edges to dead nodes, re-span it. (f: ran(DISK) and IsLive(f) e

for n € r.peers \ Livenodes ((d.fid,fname)— ent) € d.ents and ent.valid
Add edges between r and a random replica. and (d.fid,fname) ¢ f.bptr
r.peers < r.peers N Livenodes = < (f.fid,fname)— ent) ¢ d.ents )

If a live directory replica contains a valid entry that points
to afile, then there exist live replicas of the file.

v d: ran(DISK) and IsLive(d) e
( (£.fid,fname)— ent) € d.ents and ent.valid
= f:ran(DISK’) and IsLive(f) )

Listing 14: Periodic recovery from permanent failures. Th(g')
failure detection service supplies the list of live nodes in vari-
ableLiveNodes.

7 Correctness The namespace containment property (property (i)) implies
that every file with live replicas has a valid path name—it is
We defined Pangaea’s consistency guarantee informally in Sa@ntually referenced by directories with replicas on the same
tion[L.1: (1) the state of all replicas of a file converges, (Bpdes as the file replicas. Thus, criterion (2) holds. Properties
every file has a valid path name, and (3) no directory enfiij) and (iii) state that directory antries and backpointers are
points to a non-existent file. Notice that we do not guaranteeentually mutually consistent—a directory entry exists if and
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only if there exist live replicas of a file that have back pointetise file replica that has a backpointer to the file and that back-
to the directory. Thus, criterion (3) also holds. pointer prevails any potential confilct resolutions. Eventually,
Proof of property (i) : A change to the backpointer is initiatedhe backpointer becomes valid in all replicas of the(file.
by high-level directory operations (Sectign 3) or by remote up-
date processing (Listirfg [LO).
The precondition of the user-initiated operations (e.g., cd8- Implementation considerations
dition in Listing[4) demands that the target directory be
locally stored and live. Thus, when a backpointer is createdgm Implementing directories
some replica by one of these operations, a local replica of the
directory already exists. Directory entries in Pangaea are identified by tufiéelD,
Remote update processing specifically creates all the gdename to simplify conflict resolution (Sectign| 2). This de-
ent directories of the new replica contents usi@ge- sign raises two issues. First, it would be slow if implemented
ateReplica and ResurrectDirectory before calling Up- naively, because most directory operations find files by names.
dateReplica. Thus, when the backpointer is created, a loc&kcond, it must let the user distinguish two different files with
replica of the directory already exidis. the same name.
Proof of property (ii) : Assume that filef is pointed to by a  The first problem is solved by implementing a directory as a
valid entry d.ents of directory d, but there is no backpointermapping from a string (filename) to a set of directory entries.
from a replica off back tod. In absence of conflicting updates, a single filename is mapped
This is possible when the backpointer is removed. There twea single entry, achieving the same level of efficiency as the
two cases where the backpointer is removed, while a directtnaditional file system’s.
entry still exists. The second problem is solved by converting filenames dur-
Case 1During anunlink  operation (or the unlink part ofing a directory-scanning requeseéddir ). When Pangaea
arename operation), the backpointer of the file replica is rdinds a filename with multiple entries duringaddir , it dis-
moved beforéJpdateReplica is called (listing §).IssueCup- ambiguates them by appending (a textual representation of)
date propagates the backpointer removal to the other replitheir file IDs. For example, when filenanfigo is shared by
of the file (I9). Criterion (1) guarantees that the corespontivo entries, one for a file with ID of 083267 and another with
ing update is disseminated to all file replicas. Any backpoint€ of 0xa3c28, the user will see two filenaméso@ @83267
changes are also recordedW.OG. ProcesUupdate even- andfoo@ @a3c28 Future file-related system calls, such as
tually processes every record 0LOG and any backpointer open andrename , will locate a unique entry from given one
removals are reflected on the local directory replica, i.e., toethese filenames. The separator between the original file-
corresponding entry is removed. The new directory entries amme and the suffix @ @ should be a string that usually does
propagated to the other directory replicas throlggueCup- not appear in a flename—otherwise, a user cannot create a file
date. Criterion (1) again guarantees that the coresponding with a name that contains the separator.
date is disseminated to all directory replicas.
Case 2:When a potential conflict with the backpointers is . ) )
detected and resolvef7). Similarly to case lssueUupdate 8.2 Choosing U-update timeout periods

records the resolved backpointer change (which may remaye . , : .
: . ; rocessUupdate is the central procedure that fixes inconsis-
a backpointer) ilJLOG.When theULOG is processed, ar]ytt%ncy between a file’s backpointer and the corresponding di-

:2rrric::\gesdo??;:p():glrl:zrsoiﬁnreflﬁrcet(zéjorci);lsremoved entries in recetory entry. For two reasons, it is a good idea to wait before
P X 9 ) fixing the inconsistency.

In any case where a backpointer is creatécéte |, Link |,
Rename CreateReplica), the backpointer is created before
the corresponding directory entry. Immediate execution often results in a storm of updates.
Proof of property (iii) : When name-space inconsistency is fouRdpcessUupdate

If there was no live replica of the file, that means that thewgll be scheduled on every node that replicates that file. If ex-
would be no backpointer corresponding to this directory eeecuted immediately, these nodes will broadcast the same reso-
try. Given property (i), the directory entry would have beetion result to one another, thereby wasting the disk and net-
evetnually removed from all directory replicas. Thus, for theork bandwidth. By adding a random delay, however, there
directory entry to remain valid, there must be at least one #&-a high chance that one replica resolves the problem and
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tells other replicas to accept the resolution. On all other regliat a distributed group of users stores the Redhat-7.3 files in
cas, wherProcessUupdate runs, it merely confirms that thePangaea servers. We measure the storage overhead by the per-

name-space is consistent and exits. centage of 512-bhyte disk blocks used by directories, averaged
For instance, suppose that fiffeo/bar  is replicated on over all nodes in the system. The storage overhead is deter-
nodes{A, B}, and Alice on node A deletes filkoo/bar . mined by four parameters:

Node A pushes the updatelbar to node B, and node B puts ] ]
the file’s replica inULOG. In this situation, node B should wait ® Number of gold replicas per filewhen a user creates a

for some period and let node A execeocessUupdate, up- file, a fixed number of gold replicas are placed on nodes
date/foo , and propagate the change to B. chosen semi-randomly. A node may therefore store a gold

replica without its local users never accessing it. For each
gold replica, all the intermediate directories in its path
must also be replicated on the same node. Having more
gold replicas will thus increase the space overhead. We
vary this parameter from two to four.

Immediate execution may undo an operation against the
user’'s expectation. IssueUupdate is called when a di-
rectory is removed, but some live files are found under it

(steps(15 and (18). For example, suppose that directory _ . _ _
/foo and file/foo/bar  are replicated on nodd#\,B}, and ~ ® Gold-replica placement policyWe experiment with two

Alice on node A doesm -rf /foo . The update tdfoo policies. Therandompolicy chooses gold-replica sets for
may arrive at node B before the updatebr , in which case each file or directory uniformly randomly. Thiér policy
node B will registerfoo in ULOG (because fildar is still chooses gold-replica sets uniformly randomly for a direc-
live). If node B execute®rocessUupdate before receiving tory, but for regular files in the directory, it chooses the
the update tdoo , it will end up undoing Alice’s change. set the same as the directory’s. This policy, similar to
Rather, node B should wait for awhile, in the hope that update Archipelago's[5] and Slice’s 2], helps directories to be
to bar will arrive during the wait. ﬁon(cjentrated on fewer nodes and lower the space over-
ead.

On the other hand, delaying executirghcessUupdate for .
too long will prolong the state of inconsistency. We thus set the
following guidelines for the waiting period.

Average number of bronze replicas per .figronze repli-

cas impose the same storage overhead as gold replicas.
Bronze replicas, however, are created only when the users
wants to access it, and we can expect some access local-
ity that improves the storage overhead. We discuss the

locality issue below. We change this parameter from 0 to

e For a change that happens as a direct result of local
filesystem operationsRProcessUupdate should be ex-
ecuted immediately, because the user expects that. In

particular, procedure€reate, Unlink, andRename all 100.

callsUpdateReplica, which in turn calllssueUupdate. e Degree of file-access localitin general, we expect some

In these situationd®rocessUupdate should be executed locality in the file-access pattern of a user. In other words,
immediately. when a user accesses a file, he or she will also access other

files in the same directory. We model this behavior via the
degree of file-access localitifor example, if the value of

this parameter is 10%, then 10% of files in a directory are
stored on the same node as bronze replicas. We change
this parameter from 10% to 100%.

e ForIssueUupdate called as a result of remote update,
ProcessUupdate should wait for fairly long, e.g., 3 min-
utes.

9 Assessmg Pangaea S storage over- The storage overhead is independent of the number of nodes

head due to name-space containmenbr users in the system, as an additional node will only increase
the size of directories and files proportionally. As it stands,
The name-space containment property increases the stoRgghat-7.3 stored on a local file system—i.e., the one-gold-
demand by forcing each node to store directories that it widlplica, zero-bronze-replica configuration—uses 0.3% of the
not actually use. This section evaluates the overhead of ttisk blocks for directories; this configuration sets the lower
requirement. bound.
Due to the lack of wide-area file system trace, we take aFigure[4 shows the result of analysis. Graph (a) shows the
Redhat Linux distribution (workstation version 7.3) and anatorage overhead with the “dir” placement policy. When the
lyze the storage overheads of the system statically, assumingber of bronze replicas is small, all the configurations have
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storage overhead of about 2%. The number of gold replicas Marvin Theimer, and Roger Wattenhofer. FARSITE: Federated,

plays little role here, because most of the directories will be available, and reliable storage for an incompletely trusted envi-

shared by files below them in the name-space. As the number ronment. In5th Symp. on Op. Sys. Design and Impl. (O$DI)

of bronze replicas grow with low access locality, the overhead Boston, MA, USA, December 2002.

grows, since that forces nodes to create a separate direct@ry Darrell C. Anderson, Jeffrey S. Chase, and Amin M. Vahdat.

hierarchy for each replica. Interposed Request Routing for Scalable Network Storage. In
Graph (b) shows storage overhead with the “random” place- 4th Symp. on Op. Sys. Design and Impl. (O5pdpes 259-272,

ment. Overall, the random placement shows higher overhead San Diego, CA, USA, October 2000.

than “dir” placement, since it forces replicating many directogs] Alan J. Demers, Daniel H. Greene, Carl Hauser, Wes Irish, and

ries used only to look up the replica of a single file. As more  John Larson. Epidemic algorithms for replicated database main-

bronze replicas are created, the overhead will be determined tenance. 1i6th Symp. on Princ. of Distr. Comp. (POD@ages

by their number and access locality, because the storage spacel-12, Vancouver, BC, Canada, August 1987.

will be dominated by bronze replicas. 4] Armando Fox and Eric A. Brewer. Harvest, yield, and scalable
Overall, the system uses at most 25% more space than the tolerant systems. I6th Workshop on Hot Topics in Operat-

optimal. Given that we already accepted using 2x to 4x more ing Systems (HOTOS-VPages 174-178, Rio Rico, AZ, USA,

space to replicate files, we believe that additional 25% of over- March 1999. |http://www.csd.uch.gr/ markatos/

head is reasonable. However, the system should try to consol- papers/hotos.ps

idate the placement of gold replicas from the same directorpé] M. Ji, E. Felten, R. Wang, and J. P. Singh. Archipelago: an

since it dramatically lowers storage overhead with no adver-  jsjand-based file system for highly available and scalable Inter-

sarial side effect. net services. IVSENIX Windows Systems SymposiAogust

2000.

[6] Paul R. Johnson and Robert H. Thomas. RFC677: The main-
tenance of duplicate databases. http://www.fags.org/rfcs% -

. . . /rfc677.html, January 1976.
This paper described Pangaea’s protocol for maintaining the y
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