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Abstract

The performabilityof a systemis usuallyevaluatedasthe meanof a performancenea-
sure,aggr@atedover all failure scenariogbothtoleratedandnot) througha Markov reward
process.This metric canglossover performancedeficienciesn importantportionsof the
failurescenarispaceandis alsoexpensie to computebecause¢he numberof possiblefail-
urescenarioganbeverylarge. We arguethata multi-partperformabilityspecificatiorbetter
representtherequirementsf systemdesignerandpresentafastalgorithmfor determining
whethera givensystemmeetssuchspecifications.

1 Intr oduction

Practicalcomputerand communicatiorsystemsypically incorporatesomelevel of fault toler
ance providedby redundantomponentshatmayfail independentlyBetweertheoccurrencef
failuresandthe subsequentepair the performancef the systemwill in generaliffer from that
of thefailure-freecase(in particular it candegradeto “no serviceatall” if thefailurescannotbe
gracefullytolerated).The conceptof performability[5] captureghe combinedperformancend
dependabilitycharacteristicef the systemj.e., how well it performsin the presencef failures
overatimeinterval.

Directmeasurementsf performabilityareonly possiblewhenafull-scaleworking prototype
exists. Beforethat point, systemdesignersnustrely on modelsof the candidateconfigurations.
Previous work on analytic performability estimationhasconcentrateadn Markov reward mod-
els[4]: Markov dependabilitymodels(the spaceof all possiblefailure scenarioswith perfor
manceevels(therewards)assignedo eachscenarid5b, 9]. Stochastiaceward Petrinetsprovide
a higherlevel abstractiorj1], but areultimately solved by translatingheminto Markov models.
Discrete-gentsimulatorsrelying on faultinjectionarealsopopular but oftenimply substantial
developmentfforts andrunningtimescanbe slow.

Markov revardmodelsfor realisticsystemsanbe computationallydifficult to solve because
of the combinatorialexplosionin the numberof scenarioghey contain,of numericalinstabil-
ity problemg[8], andof the potentiallyhigh costof computingreward levels for scenarioghat
contribute very little to the performabilitycalculation.Many solutionsexist to amelioratehese
problemg(e.g., [3, 6]), wherethefull spaces eitherfirst completelygeneratedif possibleatall
giventheavailableresourcesandthenautomaticallyprunedor generated condensedborm by
relying on domain-specifiknowledgeand/orhumanassistancéo lump scenariosogether The



main contritution of this paperis a novel operationatechniquefor determiningwhethera can-
didateconfigurationfor an arbitrary systemmeetsperformability requirements.Our algorithm
generatesnly theindispensablg@ortionof thefailurescenaricspaceby first examiningthe sce-
narioswith largestprobabilitiesof occurrenceandstoppingassoonasa decisioncanbe made.
This is not doneat the expenseof accurag; anexhaustve searchwould yield exactly the same
results.We decouplehe generatiorof failure scenariogrom the computatiorof a performance
level for eachscenariqsothey canbesolvedby independentnodels) andrely onheuristicgo do
aslittle aspossibleof both. Resultsshow thatour algorithmworksverywell for our casestudyof
aplanetary-scaleontentdelivery network: ontheaveragejt only took afew minutesof compu-
tationtime to determinevhethereachsamplesystemcanor cannotsatisfya givenperformability
requirement.

Many alternatve performabilitymetricscanbe evaluatedfor ary givensystem[7, 8, 9], but
themostcommononesfail to capturethe systemdesignels requirementsAnothercontrikution
of this paperis a natural,multi-partway of specifyingperformabilityrequirementsasa setof
performancéevelswith associatetime durations.

2 Specifyingperformability requirements

Weidentifiedsomedesirableropertieof performabilityspecificationsvhile studyingQoSguar
anteesn storagesystemd10, 11]. First, systemdesignersareaboutthe fractionof thetime in
which outagesoccur (i.e., when performancealeviatesfrom baselinegoals);but it is alsonec-
essaryto quantify the extentto which performancedegradesduring an outage,for arbitrarily
low performancemay not be acceptabl@luring mostof the time. Metricsthat characterizeéhe
distribution of rewardsover a periodof time cancapturethis level of information,whereasnet-
rics (suchasexpectedreward) thataggreaterewardsobsened during both outageandbaseline
intenvalsinto anaverageg[7] cannot.Secondspecificationshouldbe efficiently andaccurately
verifiableagainstandidateonfigurationsin particulay for mary aggrgatemeasures is neces-
saryto considerall possiblefailure scenariodeforedeterminingvhetherthe designers require-
mentsaremet. Giventheexponentiallylarge sizeof thescenarispacethisis clearlyimpractical
andwasteful.

We thereforebelieve thatdesignershouldadoptmulti-part performabilityspecificationshat
reflecttheindividual characteristicef eachperformancdevel usersareableto tolerate.A per
formability specificatiorconsistof n > 0 pairs(ry, f1), (2, f2), - - -, (Tn, fn), Wherer; = ry >
.=rpandl < f; < fo < ... < f, < 1. Eachr; denotes steady-statperformancéevel, and
the corresponding’; denoteghe fraction of the systems lifetime duringwhich its performance
r mustbe asgoodasr; or better(denotedasr; < r; we alsousethevariationsr; < r, r; = r,
r; = r). For example,if awebsenerhasaguaranteedateny of at most100msduring 60% or
moreof thetime andatmost500msduring95%or moreof thetime, thecorrespondingpecifica-
tionis (100ms,0.6),(500ms,0.95). multi-partperformabilityspecificatiorcanbethoughtof asa
boundon the cumulatve distribution function (CDF) of the performancemetric. Figurel showvs
aperformabilityspecificatiorcorrespondingo our exampleandthe CDFsof lateng distribution
for oneconformingandonenon-conformingconfiguration.

LetS = {S1,...,Su} bethesetof all failure scenarioghe systemcanbe in. Associated
with eachscenarioS; is OP(S;), its probability of occurrenceanda performancdevel U(S;),
the performancesxperiencedn that scenario.To verify whethera performability specification
is satisfiedwe needto determinewhetherthe sumof the probabilitiesof all scenariosn which
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performances r; or betteris atleastf;. A systemmeetsa performabilityrequirementf:
M
Y OP(S)L(U(S;) =rj) > fy,forallj=1,...,n (1)
=1

wheretheindicatorfunction1(e) is equalto oneif expressiore is trueandzerootherwise.

3 Verifying performability requirements

As stated evaluatingEquation(1) requiresusto examineall M failure scenariosywhereM can
be a very large number In this section,we presentour approachfor determiningwhetherthe
equationholds while heuristicallyminimizing the amountof work. This is accomplishedy
(a) generatingasfew scenariosaspossible,and (b) computingthe performancdevelsfor only
thescenarioshataregenerated.

Thearchitectureof the performabilityverifier consistsof threemodulesthatoperateon tex-
tual representationsf workloadand systemdescriptiond10]. In whatfollows, a systencon-
figuration is a descriptionof the systembeing studied: the typesof its componentsthe way
they areconfiguredandtheirinterconnectionsA failure scenariois a systemconfiguratiorplus
additionalinformationaboutthefailuresthathave occurredandhave notyet beenrepaired.
Performance predictor: Givenaworkloadspecificatioranda failure scenariojt returnsa pre-
diction of the performancehatwill be obseredwhenservicingtheinputworkloadwhile in the
inputfailurescenario.This modulecanbeimplementedn avarietyof ways(e.g., a simulator or
ananalyticalmodelsolver).

Failur e-scenariogenerator: This moduletakesasinput a systemconfigurationandgenerates
failure scenariosn orderof decreasingrobability The ability to generate¢he mostlikely sce-
nariosfirst is critical to verifying thatthe configurationmeetsperformabilityrequirementsvith
aminimumnumberof performanceredictionsandthusminimizing the computationatequire-
ments.If a systemhascomponent€’;, Cs, ..., C, which fail independentlypf eachotherwith
correspondingvailabilitiesay, as, . . ., a,, theoccurrencerobabilityof afailurescenariaS with
component€’;;, Cia, - . ., Cj;, failedis

o) = (1=~

A31Q42 * - - Qi

In generalgeneratinghefailurescenariosn orderof decreasingrobabilitycanbe shovn to

be NP-hard by reductionfrom the Subset-produgiroblem[2]. However, thefollowing heuristic
worksquitewell. Supposewithoutlossof generalitythata; < a, < --- < a,,. We generate¢he
failure scenariowith zerofailures,thenall scenarioswith onefailure, thenthosewith two, and
soon. Thescenariowith k failuresaregeneratedy picking & componentsvhich aremarked
asfailed;theremainingcomponentsreavailable.We generate¢hefailedcomponensetsin lex-
icographicorder: {C1,Cs, ..., Cy 1,Ci}, {C1,Ca, ..., Cr1,Cri1}, {C1,Coy ..., Cr1,Clia}
andsoon.
Performability evaluator: Thismoduleoperate®nasystenconfigurationaworkloaddescrip-
tion, anda performabilityrequiremenspecificationjt determinesvhetherthe systemmeetsthe
performabilityspecificatiorfor the input workload. The algorithmrunsonly aslong asa deci-
sioncannotbe made andis correctfor ary failure-scenarigieneratiororder Thisis a high-level
descriptionof thealgorithm:
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The conforming configurationhas a latengy CDF

higher than the performability specificationline in

the entirerangeof lateny values,while the latengy

CDF of the non-conformingconfigurationis below

theboundbetweerb00-550msNoticethatthemean
lateny of the failing configurationis, at 190ms,
lower than the bound prescribedby the performa-
bility specification(235ms). A verification based
on this commonaggregatemetric would have found
this configurationacceptableeventhoughit is non-
conformingin apartof therange.

Figurel: SampleperformabilityspecificatiorandperformanceCDFs.
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while adecisionhasnotbeenmade
obtains;, OP(S;)
computel/(S;)
it (¥ € [1,n])(Siey OP(SK)L(U(SK) = 15) > f;)
decidesystemmeetsrequirements”
if (3 € [1,n])(Th_y OP(S)L(U(SK) < 15) > (1 - f,))
decide'systemdoesnot meetrequirements”
1141

Thefailure-scenarigeneratoprovidesthenext (S;,0 P(S;)) pair, andtheperformanceredictor
computed/(S;). Theabove algorithmcomputegrogressiely tighter lower andupperbounds
on the latengy CDF of the given configuration;it reportsa conformingconfigurationwhenthe
lower boundis known to beabove the performabilityspecificatiorfor theentirerange,or anon-
conformingconfigurationrwhenthe upperboundfalls belav the specificationin any partof the
rangeasshowvn in Figurel.



4 Casestudy: Wide-areacontentprovider

We studya systemin which a numberof geographically-dispersesknersstoreanddeliver ob-
jectsto a numberof userlocations,also geographicallydispersed.Eachobjectsened (e.g., a
web page)consistsof several sub-objectqe.g., adwertisingbannersandthe pages text); each
sub-objecis replicatedon multiple differentseners. We assumehatnetwork latenciedbetween
senersandusersareknown in advance.To retrieve anobject,a usersendsonerequespersub-
object(all in parallel)to thelocationthathasminimum lateng to the user amongthe locations
thathave notcrashedndcontainareplicaof thatsub-objectThelatengy of theobjectsretrieval
is the maximumof the latencief retrieving the sub-objectsFor simplicity, we consideronly a
singleobjectanda singleuserlocation. We alsoassume failure modelwhereonly senerscan
fail andthey do soindependentlyandin afail-stopmanner

Thecontentprovider’'s network is specifiedby (1) anumberof seners,eachwith givenavail-
ability andlateng to the userlocation, (2) an object, constitutedof a setof sub-objectseach
with a givennumberof replicasandtheir locations,and(3) a performabilityrequirementor the
lateng of retrieving the object. We thenapply our performability verifier to determinewhich
configurationameetthe requirementsand reportthe numberof failure scenariosexaminedto
completeeachverification. We appliedour algorithmto threesuchnetworks, usingavailability
andlatengy valuesobtainedrom real-world planetary-scalaeetworksasfollows:

1. Sitesfrom Netcraft: Thisis a50-senrernetwork. We assigneavailabilitiesto theseners
basedon the uptimesof the 50 most-aailableISP sites,obtainedrom net craft . com
We useda downtime of 4 hours/uptimeo estimatetheir availabilities (the minimumavail-
ability was99.89%).

2. SitesfromUptimes: A 27-serernetwork with availability valuesobtainedromupt i nes.
We eliminatedsiteswhich reportedeither0% or 100%availabilitiesunlessthe polling pe-
riod wasover 500days.Availabilitiesfor thesesitesrangefrom 17.2%to 100%.

3. Self-reporting sites: We useda network of 32-randomlychosennternetsitesthatreport
their own availability statistics. The minimum reportedavailability in this samplewas
93.27%.

We assignedateny valuesto thesenersbasedn averageround-triplatenciesof arandomlyse-

net .

lected100routersspreadver5 continentsasreportecoywww. i nt ernettraf fi creport. com

We assumedhatevery objectconsistf 5 sub-objectsA randomuniformly-distritutednumber
of replicasof eachsub-objectrestoredatrandomly-choseseners.We verify eachsuchrandom
configurationagainstthree performability specificationsorrespondingo differentservicelev-
els, from mostto leaststringent:premium((100ms,0.96)(300ms,0.97)(400ms,0.98)(500ms,
0.99)),standad ((200ms,0.9)(300ms0.95),(500ms0.99)),andeconomy(200ms,0.1)(300ms,
0.5),(500ms0.8)).

Our resultsindicatethatthe algorithmproposedn this paperindeedworkswell in practice.
Table1 presentshe averagenumberof scenariogxaminedby our algorithmfor the casestudy
Runningtimesonasingleprocessoof anHP 9000-N400Generwereunderl minutein all cases
for the netcraft andthe selfreport datasets.The uptimesdatasetook an averageof 10 minutes
andamaximumof 35 minutes.Theaverageimeto examineasinglescenariovasapproximately
5msfor our simpleperformanceredictor;for morecomplex predictorswe would expectlonger
run times. We were ableto determinewhethera given performability specificationis satisfied
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Servicelevels Premium Standad Economy
Meanreplicacount Meanreplicacount Meanreplicacount
Dataset Scenarios| 5 10 15 5 10 15 5 10 15
netcaft | 1.12 x 1015 | 37 37 37 38 37 37 1 1 1
selfreport | 4.29 x 10° | 818 | 1546 | 1567 3727 2055 519 18 17 17
uptimes | 1.34 x 10® | 1226 | 87555| 346874| 177950| 260193| 260286 | 32944 | 48978| 108632

Table1: Numberof scenariosxaminedby our algorithmto validateeachperformabilityspec-
ification on eachof threesamplecontent-delrery networks, for threemeanreplicacounts. We
reportaveragedrom five differentexecutions.

by examining aslittle asone scenario;the maximumnumberof scenarioghat our algorithm
hadto examinewas 433,498,for the uptimesdataset.In contrast,the numberof scenariosn
thefull Markov rewardmodels(upto 1.12 x 10! scenariogor the netciaft datasetmpliesthat
exhaustve methodsarenotviablefor this casestudy

The heuristicembeddedhn the failure-scenarigeneratoimplicitly assumeshatcomponent
availabilities are high, hencescenarioswith fewer failuresare morelikely thanscenarioswith
morefailures.Thisis reflectedn our results:the performabilityguaranteefor configurationsn
which mostof the siteshave high availabilities canbe verified by examininga relatively small
numberof high-probabilityscenarios.This is mostevidentfor the caseof the netciaft dataset,
whereour algorithmwasableto verify thatthe economyequirementganbe metby examining
only onesinglescenario.This is dueto the factthatthe failure-freescenarian netcaft hasan
occurrencgrobabilitygreatethan94.6%andits performancevassufiicientto meettherequire-
mentsof theeconomyspecificationln contrastthe uptimesdatasetyhich containsseveralsites
with low availabilities, requiredexamininga large numberof scenariosaseachscenaricadded
only asmallincremenibf probability.

The casestudy also demonstratedhat performancespecificationswith either stringentre-
guirementge.g., the premiumspecification)or weakrequirementge.g., the economyspecifica-
tion) areeasierto verify thanthosewith medium-strengthequirementsThis is becauseonfig-
urationscanoften be shown to fail the stringentrequirementsery quickly, and,corversely to
passtheweakrequirementgjuickly. Verifying medium-strengtihequirement®ftenrequireshe
algorithmto examinea largernumberof scenarios.

5 Conclusions

Many traditionalperformabilitymetricsmeasuréhe systems averageperformanceluringatime
interval. We shavedthatthisfalls shortof theneed=f businessandmission-criticakystemsfor
it potentiallyhidestime periodsduringwhich performancaelegradego unacceptabljow levels.
Realisticmetricsneedto considerthetime-dependerdistribution of variousperformancdevels.
We presentec multi-partstyle of specifyingperformabilityrequirementsanda novel algo-
rithm thatdeterminesvhethera candidatesystemconfigurationrmeetsthe requirementsQOur al-
gorithmheuristicallyminimizesthe numberof failurescenariogvaluatedthussolvingthe prob-
lem very rapidly andwithout sacrificingary accurag. Our casestudyshows thatthis is indeed
the case—weexaminedseveral network configurationsusing datagatheredon real planetary-
scalesystems.All runsfinishedin 35 minutesor lessof computationtime and had very low



memoryrequirementsas only one failure scenarioils examinedat a time andthendiscarded.
Our techniquescaleswell to large real-world systemsandcomparegavorablyto otherexisting
model-solvingapproaches.
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