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Abstract

Theperformabilityof a systemis usuallyevaluatedasthemeanof a performancemea-
sure,aggregatedover all failurescenarios(bothtoleratedandnot) througha Markov reward
process.This metric canglossover performancedeficienciesin importantportionsof the
failurescenariospace,andis alsoexpensive to computebecausethenumberof possiblefail-
urescenarioscanbeverylarge.Wearguethatamulti-partperformabilityspecificationbetter
representstherequirementsof systemdesignersandpresenta fastalgorithmfor determining
whethera givensystemmeetssuchspecifications.

1 Intr oduction

Practicalcomputerandcommunicationsystemstypically incorporatesomelevel of fault toler-
ance,providedby redundantcomponentsthatmayfail independently. Betweentheoccurrenceof
failuresandthesubsequentrepair, theperformanceof thesystemwill in generaldiffer from that
of thefailure-freecase(in particular, it candegradeto “no serviceatall” if thefailurescannotbe
gracefullytolerated).Theconceptof performability[5] capturesthecombinedperformanceand
dependabilitycharacteristicsof thesystem,i.e., how well it performsin thepresenceof failures
overa time interval.

Directmeasurementsof performabilityareonly possiblewhenafull-scaleworkingprototype
exists. Beforethatpoint, systemdesignersmustrely on modelsof thecandidateconfigurations.
Previous work on analyticperformabilityestimationhasconcentratedon Markov reward mod-
els [4]: Markov dependabilitymodels(the spaceof all possiblefailure scenarios)with perfor-
mancelevels(therewards)assignedto eachscenario[5, 9]. StochasticrewardPetrinetsprovide
a higher-level abstraction[1], but areultimatelysolvedby translatingtheminto Markov models.
Discrete-eventsimulatorsrelying on fault injectionarealsopopular, but oftenimply substantial
developmenteffortsandrunningtimescanbeslow.

Markov rewardmodelsfor realisticsystemscanbecomputationallydifficult to solvebecause
of the combinatorialexplosionin the numberof scenariosthey contain,of numericalinstabil-
ity problems[8], andof the potentiallyhigh costof computingreward levels for scenariosthat
contributevery little to theperformabilitycalculation.Many solutionsexist to amelioratethese
problems(e.g., [3, 6]), wherethefull spaceis eitherfirst completelygenerated(if possibleat all
giventheavailableresources)andthenautomaticallypruned,or generatedin condensedform by
relying on domain-specificknowledgeand/orhumanassistanceto lump scenariostogether. The
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maincontribution of this paperis a novel operationaltechniquefor determiningwhethera can-
didateconfigurationfor an arbitrarysystemmeetsperformabilityrequirements.Our algorithm
generatesonly theindispensableportionof thefailurescenariospace,by first examiningthesce-
narioswith largestprobabilitiesof occurrenceandstoppingassoonasa decisioncanbemade.
This is not doneat theexpenseof accuracy; anexhaustive searchwould yield exactly thesame
results.We decouplethegenerationof failurescenariosfrom thecomputationof a performance
level for eachscenario(sothey canbesolvedby independentmodels),andrelyonheuristicsto do
aslittle aspossibleof both.Resultsshow thatouralgorithmworksverywell for ourcasestudyof
aplanetary-scalecontentdeliverynetwork: on theaverage,it only tooka few minutesof compu-
tationtimeto determinewhethereachsamplesystemcanor cannotsatisfyagivenperformability
requirement.

Many alternative performabilitymetricscanbeevaluatedfor any givensystem[7, 8, 9], but
themostcommononesfail to capturethesystemdesigner’s requirements.Anothercontribution
of this paperis a natural,multi-partway of specifyingperformabilityrequirements,asa setof
performancelevelswith associatedtimedurations.

2 Specifyingperformability requirements

Weidentifiedsomedesirablepropertiesof performabilityspecificationswhilestudyingQoSguar-
anteesin storagesystems[10, 11]. First, systemdesignerscareaboutthefractionof thetime in
which outagesoccur(i.e., whenperformancedeviatesfrom baselinegoals);but it is alsonec-
essaryto quantify the extent to which performancedegradesduring an outage,for arbitrarily
low performancemay not beacceptableduring mostof the time. Metrics that characterizethe
distributionof rewardsover a periodof time cancapturethis level of information,whereasmet-
rics (suchasexpectedreward)thataggregaterewardsobservedduringbothoutageandbaseline
intervals into anaverage[7] cannot.Second,specificationsshouldbeefficiently andaccurately
verifiableagainstcandidateconfigurations.In particular, for many aggregatemeasuresit is neces-
saryto considerall possiblefailurescenariosbeforedeterminingwhetherthedesigner’s require-
mentsaremet.Giventheexponentiallylargesizeof thescenariospace,this is clearlyimpractical
andwasteful.

Wethereforebelievethatdesignersshouldadoptmulti-partperformabilityspecificationsthat
reflectthe individual characteristicsof eachperformancelevel usersareableto tolerate.A per-
formability specificationconsistsof ����� pairs �
	���
�������
��
	���
�������
�������
��
	���
������ , where 	���� 	��!������"�#	�� and �%$#�&�'$(���)$������*$+���%$ , . Each	�- denotesasteady-stateperformancelevel, and
thecorresponding��- denotesthe fractionof thesystem’s lifetime duringwhich its performance	 mustbeasgoodas 	�- or better(denotedas 	�-/.0	 ; we alsousethevariations	�-210	 , 	�-/�0	 ,	�-43 	 ). For example,if a webserver hasa guaranteedlatency of at most100msduring60%or
moreof thetimeandatmost500msduring95%or moreof thetime,thecorrespondingspecifica-
tion is (100ms,0.6),(500ms,0.95).A multi-partperformabilityspecificationcanbethoughtof asa
boundon thecumulativedistribution function(CDF) of theperformancemetric.Figure1 shows
aperformabilityspecificationcorrespondingto ourexampleandtheCDFsof latency distribution
for oneconformingandonenon-conformingconfiguration.

Let 50687&59��
�������
�5;:=< be the setof all failure scenariosthe systemcanbe in. Associated
with eachscenario5>- is ?A@B�C5>-D� , its probabilityof occurrence,anda performancelevel EF�G5>-
� ,
the performanceexperiencedin that scenario.To verify whethera performabilityspecification
is satisfied,we needto determinewhetherthesumof theprobabilitiesof all scenariosin which
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performanceis 	�- or betteris at least��- . A systemmeetsa performabilityrequirementif::H -JIK� ?F@=�G5>-L��MK�NEF�C5>-C�O3#	�P��RQS��P�
 for all TU6V,W
�������
X� (1)

wheretheindicatorfunction MY�CZ&� is equalto oneif expressionZ is trueandzerootherwise.

3 Verifying performability requirements

As stated,evaluatingEquation(1) requiresusto examineall [ failurescenarios,where [ can
be a very large number. In this section,we presentour approachfor determiningwhetherthe
equationholds while heuristicallyminimizing the amountof work. This is accomplishedby
(a) generatingasfew scenariosaspossible,and(b) computingthe performancelevels for only
thescenariosthataregenerated.

Thearchitectureof theperformabilityverifier consistsof threemodules,thatoperateon tex-
tual representationsof workloadandsystemdescriptions[10]. In what follows, a systemcon-
figuration is a descriptionof the systembeingstudied: the typesof its components,the way
they areconfigured,andtheir interconnections.A failurescenariois asystemconfigurationplus
additionalinformationaboutthefailuresthathaveoccurredandhavenotyetbeenrepaired.
Performancepredictor: Givena workloadspecificationanda failurescenario,it returnsa pre-
diction of theperformancethatwill beobservedwhenservicingtheinput workloadwhile in the
input failurescenario.Thismodulecanbeimplementedin avarietyof ways(e.g., asimulator, or
ananalyticalmodelsolver).
Failur e-scenariogenerator: This moduletakesasinput a systemconfiguration,andgenerates
failurescenariosin orderof decreasingprobability. Theability to generatethemostlikely sce-
nariosfirst is critical to verifying that theconfigurationmeetsperformabilityrequirementswith
aminimumnumberof performancepredictions,andthusminimizingthecomputationalrequire-
ments.If a systemhascomponents\'� , \2� , ����� , \R� which fail independentlyof eachotherwith
correspondingavailabilities ]^� , ]_� , ����� , ]`� , theoccurrenceprobabilityof afailurescenario5 with
components\R-a� , \R-J� , ����� , \R-Jb failedis?F@=�G5O�c68d �e,/f�]_-g�����h,'fi]`-J���Yj�j�j��h,'f�]`-Jb��]`-a�X]`-J�kj�j�jh]_-lb m �nPXIK� ]�P

In general,generatingthefailurescenariosin orderof decreasingprobabilitycanbeshown to
beNP-hard,by reductionfrom theSubset-productproblem[2]. However, thefollowing heuristic
worksquitewell. Suppose,without lossof generality, that ]^�po(]_�qorj�j�jso(]`� . We generatethe
failurescenariowith zerofailures,thenall scenarioswith onefailure, thenthosewith two, and
soon. Thescenarioswith t failuresaregeneratedby picking t componentswhich aremarked
asfailed;theremainingcomponentsareavailable.Wegeneratethefailedcomponentsetsin lex-
icographicorder: 7�\'��
�\2��
�������
�\2b�u"��
�\2b�< , 7�\'��
�\2��
�������
�\2b�u"��
�\2b�vK��< , 7�\'��
�\2��
�������
�\2b�u"��
�\2b�v*��<
andsoon.
Performability evaluator: Thismoduleoperatesonasystemconfiguration,aworkloaddescrip-
tion, anda performabilityrequirementspecification;it determineswhetherthesystemmeetsthe
performabilityspecificationfor the input workload. Thealgorithmrunsonly aslong asa deci-
sioncannotbemade,andis correctfor any failure-scenariogenerationorder. This is ahigh-level
descriptionof thealgorithm:
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The conforming configurationhas a latency CDF
higher than the performability specificationline in
the entirerangeof latency values,while the latency
CDF of the non-conformingconfigurationis below
theboundbetween500–550ms.Noticethatthemean
latency of the failing configurationis, at 190ms,
lower than the boundprescribedby the performa-
bility specification(235ms). A verification based
on this commonaggregatemetricwould have found
this configurationacceptable,even thoughit is non-
conformingin apartof therange.

Figure1: SampleperformabilityspecificationandperformanceCDFs.£¥¤ ,
while adecisionhasnotbeenmade

obtain 5>- , ?A@B�C5>-L�
computeEF�G5>-C�
if �§¦"TB¨ª©J,W
��Y«D���G¬ -b�IK� ?F@=�G5­b���MY�NEF�C5­b��®3(	�P��OQS��P��

decide“systemmeetsrequirements”
if �C¯WTB¨ª©J,W
��Y«D���G¬ -b�IK� ?F@=�G5­b���MY�NEF�C5­b��®1(	�P��OQr�h,'f°��P��X�

decide“systemdoesnotmeetrequirements”£±¤²£Y³ ,
Thefailure-scenariogeneratorprovidesthenext ( 5>- , ?F@=�G5>-L� ) pair, andtheperformancepredictor
computesEF�C5>-C� . Theabove algorithmcomputesprogressively tighter lower andupperbounds
on the latency CDF of the givenconfiguration;it reportsa conformingconfigurationwhenthe
lowerboundis known to beabove theperformabilityspecificationfor theentirerange,or anon-
conformingconfigurationwhentheupperboundfalls below thespecificationin any partof the
range,asshown in Figure1.
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4 Casestudy: Wide-areacontentprovider

We studya systemin which a numberof geographically-dispersedserversstoreanddeliver ob-
jects to a numberof userlocations,alsogeographicallydispersed.Eachobjectserved (e.g., a
web page)consistsof several sub-objects(e.g., advertisingbannersandthe page’s text); each
sub-objectis replicatedonmultipledifferentservers.Weassumethatnetwork latenciesbetween
serversandusersareknown in advance.To retrieve anobject,a usersendsonerequestpersub-
object(all in parallel)to thelocationthathasminimumlatency to theuser, amongthelocations
thathavenotcrashedandcontainareplicaof thatsub-object.Thelatency of theobject’sretrieval
is themaximumof thelatenciesof retrieving thesub-objects.For simplicity, we consideronly a
singleobjectanda singleuserlocation.We alsoassumea failuremodelwhereonly serverscan
fail andthey dosoindependentlyandin a fail-stopmanner.

Thecontentprovider’snetwork is specifiedby (1) anumberof servers,eachwith givenavail-
ability andlatency to the userlocation,(2) an object,constitutedof a setof sub-objects,each
with a givennumberof replicasandtheir locations,and(3) a performabilityrequirementfor the
latency of retrieving the object. We thenapply our performabilityverifier to determinewhich
configurationsmeetthe requirements,andreport the numberof failure scenariosexaminedto
completeeachverification. We appliedour algorithmto threesuchnetworks,usingavailability
andlatency valuesobtainedfrom real-world planetary-scalenetworksasfollows:

1. Sitesfr om Netcraft: This is a50-servernetwork. Weassignedavailabilitiesto theservers
basedon theuptimesof the50 most-availableISPsites,obtainedfrom netcraft.com.
Weusedadowntimeof 4 hours/uptimeto estimatetheiravailabilities(theminimumavail-
ability was99.89%).

2. Sitesfr omUptimes: A 27-servernetworkwith availability valuesobtainedfromuptimes.net.
We eliminatedsiteswhich reportedeither0%or 100%availabilitiesunlessthepolling pe-
riod wasover500days.Availabilitiesfor thesesitesrangefrom 17.2%to 100%.

3. Self-reporting sites: We useda network of 32-randomlychoseninternetsitesthat report
their own availability statistics. The minimum reportedavailability in this samplewas
93.27%.

Weassignedlatency valuesto theserversbasedonaverageround-triplatenciesof arandomlyse-
lected100routersspreadover5continents,asreportedbywww.internettrafficreport.com.
Weassumedthateveryobjectconsistsof 5 sub-objects.A random,uniformly-distributednumber
of replicasof eachsub-objectarestoredatrandomly-chosenservers.Weverify eachsuchrandom
configurationagainstthreeperformabilityspecificationscorrespondingto differentservicelev-
els, from mostto leaststringent:premium((100ms,0.96),(300ms,0.97),(400ms,0.98),(500ms,
0.99)),standard ((200ms,0.9),(300ms,0.95),(500ms,0.99)),andeconomy((200ms,0.1),(300ms,
0.5),(500ms,0.8)).

Our resultsindicatethat thealgorithmproposedin this paperindeedworkswell in practice.
Table1 presentstheaveragenumberof scenariosexaminedby our algorithmfor thecasestudy.
Runningtimesonasingleprocessorof anHP9000-N4000serverwereunder1minutein all cases
for the netcraft andthe selfreportdatasets.Theuptimesdatasettook anaverageof 10 minutes
andamaximumof 35minutes.Theaveragetimeto examineasinglescenariowasapproximately
5msfor oursimpleperformancepredictor;for morecomplex predictors,wewouldexpectlonger
run times. We wereableto determinewhethera givenperformabilityspecificationis satisfied
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Servicelevels Premium Standard Economy
Meanreplicacount Meanreplicacount Meanreplicacount

Dataset Scenarios 5 10 15 5 10 15 5 10 15

netcraft ´�µg´�¶¸·¹´�º �C» 37 37 37 38 37 37 1 1 1
selfreport ¼`µ½¶�¾!·¹´�º�¿ 818 1546 1567 3727 2055 519 18 17 17
uptimes ´�µ½À�¼F·¹´�º�Á 1226 87555 346874 177950 260193 260286 32944 48978 108632

Table1: Numberof scenariosexaminedby our algorithmto validateeachperformabilityspec-
ification on eachof threesamplecontent-delivery networks, for threemeanreplicacounts.We
reportaveragesfrom fivedifferentexecutions.

by examiningas little asone scenario;the maximumnumberof scenariosthat our algorithm
hadto examinewas433,498,for the uptimesdataset.In contrast,the numberof scenariosin
thefull Markov rewardmodels(up to ,��Â,�ÃUÄi,�� �C» scenariosfor thenetcraft dataset)impliesthat
exhaustivemethodsarenotviablefor thiscasestudy.

Theheuristicembeddedin thefailure-scenariogeneratorimplicitly assumesthatcomponent
availabilities arehigh, hencescenarioswith fewer failuresaremorelikely thanscenarioswith
morefailures.This is reflectedin our results:theperformabilityguaranteesfor configurationsin
which mostof the siteshave high availabilitiescanbeverifiedby examininga relatively small
numberof high-probabilityscenarios.This is mostevident for the caseof the netcraft dataset,
whereour algorithmwasableto verify thattheeconomyrequirementscanbemetby examining
only onesinglescenario.This is dueto the fact that the failure-freescenarioin netcraft hasan
occurrenceprobabilitygreaterthan94.6%andits performancewassufficientto meettherequire-
mentsof theeconomyspecification.In contrast,theuptimesdataset,whichcontainsseveralsites
with low availabilities, requiredexamininga large numberof scenariosaseachscenarioadded
only asmallincrementof probability.

The casestudyalsodemonstratedthat performancespecificationswith eitherstringentre-
quirements(e.g., thepremiumspecification)or weakrequirements(e.g., theeconomyspecifica-
tion) areeasierto verify thanthosewith medium-strengthrequirements.This is becauseconfig-
urationscanoftenbe shown to fail the stringentrequirementsvery quickly, and,conversely, to
passtheweakrequirementsquickly. Verifying medium-strengthrequirementsoftenrequiresthe
algorithmto examinea largernumberof scenarios.

5 Conclusions

Many traditionalperformabilitymetricsmeasurethesystem’saverageperformanceduringatime
interval. Weshowedthatthisfallsshortof theneedsof business-andmission-criticalsystems,for
it potentiallyhidestime periodsduringwhichperformancedegradesto unacceptablylow levels.
Realisticmetricsneedto considerthetime-dependentdistributionof variousperformancelevels.

We presenteda multi-partstyleof specifyingperformabilityrequirements,anda novel algo-
rithm thatdetermineswhethera candidatesystemconfigurationmeetstherequirements.Our al-
gorithmheuristicallyminimizesthenumberof failurescenariosevaluated,thussolvingtheprob-
lem very rapidly andwithout sacrificingany accuracy. Our casestudyshows that this is indeed
the case—weexaminedseveral network configurationsusingdatagatheredon real planetary-
scalesystems.All runsfinishedin 35 minutesor lessof computationtime andhadvery low
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memoryrequirements,asonly onefailure scenariois examinedat a time andthendiscarded.
Our techniquescaleswell to largereal-world systems,andcomparesfavorablyto otherexisting
model-solvingapproaches.
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