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Abstract: This paper describes a system that controlsside our department use the source IP address of trans-
access to computer networks through publicly accessimissions to grant access. For example, some Internet
ble LANs, enabling network administrators to authorizeservices have been licensed for use at Stanford Univer-
users either on a permanent or occasional basis. Thsity and are made available to any host with a Stanford
system has been designed with minimal assumption®P address, and we are obligated to prevent abuse of
about the software and hardware required of users, andhese licenses. In general, we want to minimize the
requires very little specialized equipment within the netchances that someone will misuse the Internet from a
work infrastructure. We enumerate the requirements fo6tanford IP address, and if this misuse does occur, we
such a system, describe the design and implementatiomant to identify the perpetrator so that we can hold him
of the system, and note tradeoffs between security aratcountable. Perhaps less of a concern is that of band-
efficiency. width—we don’t want to allow unauthorized users to
degrade everyone else’s service in the building by using
network bandwidth to which they are not entitled. Since
physical security in the building is minimal, as it is in
In early 1996, Stanford University completed a newmany universitigs, libraries, .ar.1d public institutions, we
building to house its Computer Science Departmentr.1eed a mechqnlsm for restricting access through public
o . network ports if these ports are to be activated.
The new building includes Ethernet ports in every

office, as well as in various public spaces: meetingynce e have an access control mechanism in place, we
rooms, lobbies, and lounges. Unfortunately, 18 monthgap, gilow specifically authorized users to connect to the
after the building opened, concerns about “naUthor'Zeﬁigh-bandwidth wired network in the building from

users tapping into the department network have prés,piic ports without compromising network security.
vented the activation of network connections in publiclyt, provide this access control, we have constructed the
accessible areas (‘public ports’). ~Similar problemsgecyre puplic Internet Access Hand(8PINACH). In
plague many other buildings, especially on college camgp|NACH, a self-configuring router controls per-user
puses, where the desire for mobile connectivity is highy.cess from a public subnet to a private one, using Ker-
but physical security is lax. Even though buildingheros or a similar mechanism to authenticate users and
designers had the foresight to include network conneGsyide an audit path before users are granted access.
tions in many parts of these buildings, political andyith the exception of one custom software component
security considerations have led to a frustrating waste Qf, ihe router, SPINACH uses only standard protocols

potential network connectivity. Those who desire net-4 software and requires only minimal software (telnet
work connectivity in public parts of the building are 4.\ ap clients) on users’ machines.

forced to use wireless network connections, which are
often slow and expensive. The SPINACH system establishes a “prisonwall,” con-

) ) trolling the flow of packets between those hosts con-
There are several reasons Stanford University, and the, ted to public ports and the rest of the building

Computer Science Department in particulgr,_do not wantanvork.  As opposed to a firewall, which protects
to allow unknown users access to the building networkyachinesinside a particular network from malicious
Most importantly, we do not want to allow rogue users,sergytsidethe network [2][4], the prisonwall protects

to attgck o_ther computers connected to the building nekachinesoutsideone portion of a network by refusing
work in offices and labs. Although hackers can already, foryard packets that come from unauthorized hosts
attack department computers over the Internet, we d@inin - As users within the prisonwall authenticate
not want to make these attacks, as well as eavesdroppifismselves and thus activate network access for their

on network traffic, any easier by allowing them accesg,gis  SPINACH maintains an audit trail so that the
within our network. Also, some network services out-

1. Motivation



users can be held accountable for traffic they generate Kerberos Server

on the network.
7 e )
such, it does not provide as high a level of security as

@U
some access control systems; however, it provides a

useful level of security without requiring expensive net- Department Router
work equipment or custom client software, and thus | |

may be the most appropriate method of access control
for some networks.

SPINACH has been designed with minimal assumptions
regarding the network hardware available as well as the
software installed on users’ machines, so that it can be
installed in a wide variety of institutions and require lit-
tle ongoing oversight from network administrators. As

_ll—a OUTSIDE

s || | INSIDE

SPINACH Router DNS Server

In this paper, we describe the design and implementa-
tion of the SPINACH system. Section 2 outlines the
system requirements and policies. In Section 3, we
describe the interfaces through which network users and
administrators interact with SPINACH. Section 4 dis-
closes the details of how we implement these policies —|
and interfaces. The remainder of the paper describes the  guestt guest2

security tradeoffs in SPINACH, other systems with aims

similar to ours, some possible future improvements t FIGURE 1. Network and security arrangement of

; .. the SPINACH system. The gray line running
rSeZIel\;?\;H,and conclusions we have drawn through this through the SPINACH router illustrates the

prisonwall boundary, which separates the public
subnet (inside) from the network as a whole
(outside).

Public Subnet

2. System Requirements, Policies, and
Definitions

through a SPINACH router. The SPINACH router, an
The SPINACH system has two major functions: it con-IP-routing Unix host (fully described in Section 4.1),
trols the passage of network communications betweeforwards data packets between hosts on these public
public ports and the rest of the building network, and it_tANs and the outside networks. For routing purposes,
provides a mechanism for unknown users to provéiosts connected to the public ports are grouped into one
themselves as authorized so that they can have full near more IP subnets.
work access. Both functions are implemented on the
same network host, tH8PINACH router This section I our deployed SPINACH prototype (see Figure 1), the
describes the requirements that the SPINACH routepublic ports are Ethernet ports located in publicly acces-
must fulfill, and the facilities that must be present withinSible areas of our building. These Ethernet ports are
the network infrastructure and on hosts connected t6onnected by a VLAN switch, so that data flows
public ports in order to implement both functions. Pétween them as if they were on the same LAN seg-
SPINACH has been designed to require no special sofffent. Hosts connected to the public ports (labeled as
ware on computers that users connect to public portsguéstl” and “guest2” in Figure 1) are assigned
and to require as little as possible of the network infradddresses from one subnet, which we refer to as the

installation with minimal expenditure of time and the same VLAN so it can route packets between the

money. public subnet and the rest of the building network. In
other SPINACH installations, some type of LAN other
than Ethernet could be used, more than one LAN could
be used to connect the public ports, and hosts could be

The SPINACH system consists of a collection of publicarranged into more than one IP subnet, but for the pur-

network ports on one or more LANs. These LANs ard 0%€s of this paper we assume the arrangement of our
. : rototype system. Changing these parameters would
connected to the surrounding network infrastructur . . - . oo
require slight modifications to the routing and filtering

2.1 Network Arrangement



software on the SPINACH router, but the system wouldrhe SPINACH router forwards adlutgoingtraffic from
function in basically the same way. For example, even #hose hosts on the public subnet which a user has autho-
wireless LAN such as WaveLAN could be used for therized using the procedure described in Section 3.2. All
public subnet, so long as the SPINACH system softwareutgoing packets from unauthorized hosts are dropped,
were modified to accept WaveLAN, rather than Etherexcept packets addressed to the trusted DNS or Ker-
net, link-layer addresses. beros server; this traffic is necessary for hosts within the
public subnet to authorize themselves. Once a user has
Figure 1 also shows the department Domain Name Seguthorized a host on the public subnet, the SPINACH
vice (DNS) server and campus Kerberos server. Thgyuter forwards all outgoing traffic from that particular
Kerberos server provides authentication services fopost. An audit trail which records the identity of the

users affiliated with the University. Some other authenyser who authorized this host enables network adminis-
tication service could work as well, with modifications trators to hold the user accountable for any malicious

to the user-authorization software on the SPINACHraffic that originates from this host.

router; in this paper, we assume the use of Kerberos.

The DNS server is needed for hosts on the public subndhe SPINACH router forwards alhcoming traffic,

to find the IP address of the campus Kerberos server. because we are solely concerned with hosts inside the
prisonwall wreaking havoc upon the rest of the network,

Because all packets that travel between hosts on th@ther than the reverse. Information coming into the

public network ports (“inside the prisonwall”) and hostsprisonwall from outside is not considered a security

elsewhere (“outside the prisonwall”) must be forwardechreat, because it is assumed that any hosts inside the

through the SPINACH router, the SPINACH router canprisonwall that are trying to extract secret information

filter out all packets that are deemed dangerous. Thigom outside machines would have to initiate such trans-

SPINACH router creates a security boundary betweegctions from within the prisonwall, and unauthorized

the public Ethernet ports and all other networks. hosts are not allowed to send outgoing traffic in the first
place.

2.2 Security Polic
y y The SPINACH router exerts no control whatsoever over

Being a research institution, we do not want to Sque|C|i-|’1ternal traffic; these packets are carried directly from
the development or use of new network applications bne public port to another through the LAN which con-
instituting overly specific rules regarding exactly whatnN€cts them. Thus, any hosts that are connected inside
traffic is allowed on the public subnet [5]. Thus, ratherthe prisonwall must tolerate a hostile network environ-
than taking the typical firewall approach by allowing Mment.

only the use of certain prescribed protocols througq

proxies running at the security boundary, we filter traffic addition to policies regarding the awa_@ng of net_—
on a pemser basis. We restrict use of the network work access to users, there must be policies regarding

through public ports to those people whom we can hol e removal of net_work access. At present, the SPIN-
accountable for their actions. The SPINACH route C?H fOUIeE authorlzes_ne_twork a_ccess for four hours at
allows these trusted users unrestricted access to the ngt!'me; the length of this timeout is a parameter we plan

work and prevents untrusted users from accessing g experiment V.V'th’ as described in Section 7. If a user
network at all. wants to remain connected to the network for longer

than this period, he must re-authorize his connection

Traffic to and from hosts within the public subnet can bé!Sing the procedure described in Section 3.2.

divided into three typesOutgoingtraffic travels from

within the public subnet to hosts outsidacomingtraf- 2.3 Types of Users

fic comes from hosts outside the public subnet and is

destined for hosts within. Internal traffic moves In many SPINACH installations, it will be appropriate

between two hosts on the public subnet. The SPINACHo group users according to the access permissions that

router uses different packet-filtering policies for incom-should be granted to them, as well as the resources that

ing and outgoing traffic, following a particular set of are available to authenticate them. In our prototype

rules to determine whether a given packet will be forinstallation here in Stanford’s Computer Science

warded towards its destination or dropped. Internal trafbepartment, we have identified three such types of

fic is not affected by the SPINACH router at all. users: “Department Users,” “University Users,” and
“Guests.”



Department Users already have access to the buildir@.4 Hardware and Software Requirements
network in private offices and labs, but desire to connecgyf the Client
temporarily in another part of the building, for example,

to check e-mail while sitting in a conference room orgspecially because we have the various classes of users
lounge. Since they already have access to the buildingescribed above, it is important that we support many
network, but simply want to connect in a different phys-gitferent configurations of hosts with minimal assump-
ical location for convenience, we should have no SeCUions about the software present on these machines.
rity concerns about allowing them to connect throughgven University and Department users have a variety of
public ports. Also, Department Users already havelatforms: DOS, Windows 3.1, Windows 95, Macin-
authentication records in the campuswide SUID (Stantosh, and various flavors of Unix. We cannot foresee all
ford University Identification) database. platforms visitors from off-campus will use. Thus, writ-

. ) , ing and maintaining special network access software for
University Users already have access to Stanford’s comy;,-p, 4 large and growing number of platforms would be

puter netyvork in the public computer labs, and pefhap_a burden on our network administrators. Also, visiting
in the residence halls, but do not presently have the abifjsars would need to install this custom software on their
ity to connect to the network within the Computer SC"computers to use our system, and that could be a hassle

ence building. System administrators within the CSgor them. We would thus like to rely solely on client

Department are rightfully concerned about allowinggqfyare that most users will already have installed on
them unrestricted access to networks within our bu'ldtheir networked computers, or can easily obtain from

ing that they have not been able to use in the past. Likgner sources.
Department Users, University Users already have

entries in the SUID database. We canassume that the user’'s computer has some basic

) network software on it, since the user presumably has
Guests are not in the SUID database and thus do not Ciaen sing it to connect to some other network. Almost

rently have the ability to access Stanford's network aby| hetworked computers will have either a telnet client
all. Typically this group contains visitors from industry ;. o web browser: if a visitor's computer has neither of
and other universities who are in the CS Department tg,qe they can most likely obtain one easily from a
meet with professor_s_and st_udents_or attend symposig, mper of sources. (Our prototype system requires
Quite often these visitors bring their own laptop com-qers 1 run a telnet client; an alternative web interface
puters and would like to connect to their home network§s ¢y rrently under construction.) In addition, an increas-

through the Internet to access their e-mail or retriev%g number of networked computers have Dynamic

files. Before the implementation of the SPINACH sys-;¢¢ Configuration Protocol [3] (DHCP) and/or Ker-
tem, there was no established mechanism for allowingg oo [8] clients—for example, the widely-used Win-

these short-term visitors network resources, so guesliyws 95 operating system includes DHCP client
have been fqrced to use low-bandwidth, high-cost wireg g are I the design of our access restriction system,
less conn_ect|(_)ns or mfor_mally borron the use of a desky;q require only a telnet client on the visitor’s computer;
top machine in some willing person’s office. Becausét , pHcp or Kerberos client is present, we use it to

relationships with these outsiders are important to Star%'implify the configuration and authorization processes.
ford, we should provide a mechanism for them to utilize

our network resources in some reasonable way whilg .
they are visiting. .5 Requirements of the Network

Infrastructure
In general, different types of users may be extended dif-
ferent access rights on the network, at the discretion dgklthough it is less of a concern than the minimal soft-
the network administrator. In our case, due to the conwvare requirements on the client end, we also want to
cerns of department network administrators, Universityminimize the amount of maintenance overhead on the
Users are currently denied network access; Departme®PINACH router and elsewhere in the network. The
and authorized Guest users are allowed unrestricted ndess of a burden we place on network administrators, the
work access. less resistance we will encounter in deploying our sys-
tem both within our department and in other institutions.

We take advantage of the existing campuswide Kerberos
authentication service, as well as the departmental DNS
server, to simplify some users’ connection process as



described in Section 3.2. No modifications to these8.2 Connection Procedures

servers are required. The only modification required of

the network infrastructure beyond the SPINACH routerA user who is connecting his laptop to a public network
itself is that the Department Router (see Figure 1) mugtort within a SPINACH installation follows these steps:
be configured to forward all packets destined for th

public subnet through the SPINACH router. 8. The user connects his laptop to one of the public

Ethernet ports.

2. If the user’s laptop has DHCP client software, it
automatically retrieves network configuration infor-
mation from a DHCP server running on the SPIN-
ACH router and configures the laptop accordingly.
Since this exchange occurs between the laptop and
the SPINACH router—entirelwithin the public
subnet, rather thahroughthe prisonwall—packets
from the as-yet unauthorized laptop are not blocked.
If the user’s laptop doast have DHCP client soft-
3.1 Authentication Mechanisms ware, the user must configure the laptop’s network
software manually, entering the IP address and IP
To limit use of the public ports to those who are autho-  routing information marked on the Ethernet port so

rized, SPINACH must provide mechanisms for users to  that packets are properly routed through the SPIN-
authenticate themselves when connecting their hosts to ACH router.

the public subnet. Once the user’s identity has beep
proven, the SPINACH router can enforce the securityg'
policies listed in Section 2. Until the user authenticates
himself, he must be treated as an unauthorized user.

3. User Interfaces

Most users only see the client interface to SPINACH,
through which they enable network access across the
SPINACH router. Both this interface, and the interface
used by network administrators to maintain the SPIN-
ACH system, are described in this section.

If the user is permanently authorized—that is, a
Department or University User—and has Kerberos
client software on his laptop, he enters his personal
password into his Kerberos client software to obtain
Department and University users have permanent a_ticketfrom the tru_sted campus .Kerberos server (see
entries in the campuswide Kerberos authentication data- Figure 1). A special IP packet filter rule on the
base. By installing Kerberos client software on their ~SPINACH router allows unauthorized machines to
laptops, these users may authenticate themselves with COmmunicate with only the trusted campus Kerberos
the SPINACH router by presenting a Kerberos ticket Server and the department's DNS server through the
that has been obtained from the campus server. Depart- Prisonwall. If a permanently authorized user wants
ment and University users who do not install Kerberos 0 access the network from a laptwjthoutKer-
software on their laptops may obtain one or more guest Peros client software, he must obtain a one-time
passwords and connect using the same method as 9uestpassword and log in in the same way visitors
Guests (described below). do (described in the following step).

The user initiates a telnet connection to the SPIN-
ACH router using the telnet client on his laptop. As
in step 2, since this communicatiortéggrather than
throughthe prisonwall, it is not blocked. If the telnet
server sees that the user has obtained an appropriate
ticket from the trusted campus Kerberos server, the
IP address and hardware (Ethernet) address of the
laptop are recorded and the laptop is authorized to
use the network facilities. Otherwise, the modified
telnet server on the SPINACH router prompts the
user to enter a userlD and single-use guest password.
If the user enters a valid (userID, password) pair,
network access is granted.

To become an authorized Guest user, a visitor mugf
obtain clearance to use our network facilities. This is
provided in the form of guest (userID, password) pair
which is generated at the request of some authorized
person such as a faculty member or network adminis-
trator (see Section 3.3). The userlD and password are
both human-readable strings which can be given to the
Guest and which the Guest enters using a telnet or
HTTP connection to the SPINACH router. Since this
transmission goes across the public subnet in cleartext,
it must be a single-use password so that replay attacks
are fruitless [6]. The userID need not be unique; it
simply makes the system more robust in the face of
password-guessing attacks, by increasing the number gfnce the SPINACH router’s modified telnet server has
combinations that must be attempted by miscreants. granted network access, a filtering rule (as described in
Section 4.3) is added that allows all traffic coming from
this host to be forwarded out of the prisonwall as neces-



sary for a certain length of time. The user’s telnet clientddress. Since the SPINACH router is connected to a
displays a message to this effect and then is automatietwork with many untrusted hosts, it is best to run as
cally disconnected. The user then has unrestricted nefiew network servers as possible on the router to reduce
work access for a certain length of time (currently fourthe possibility of break-ins [2][4]. However, there are a

hours). few pieces of software that must be running on the
router to implement prisonwall functionality—that is, to
3.3 Generating Guest Passwords forward network traffic into and out of the prisonwall

(subject to the policies in Section 2.2), and to allow

We must provide some mechanism for generating gue§Sts within the prisonwall to move from “unautho-
passwords for visitors. These guest passwords are gefized” to “authorized” status as appropriate.

erated on the SPINACH router itself; this avoids trans- ) _ .

mitting them in cleartext across the network until theyThe following pieces of software must be running on the
are actually used. A small number of users, chosen b§PINACH router:

the network administrators who install the SPINACH 1. packet filter: routines within the IP forwarding code
system, are given user accounts on the SPINACH in the kernel that allow packets to be routed or
router. When these users initiate a Kerberos-authenti- dumped selectively, based on source and destination
cated and encrypted telnet session with the SPINACH port numbers and IP addresses, as well as source
router, they are allowed to log in and obtain a shell pro- hardware addresses.

cess on the router (which is running Unix). Then they, : i :
can run a special password-generating program that crgl prisonguard: a user-level process that is always run-
ning on the router, modifying the packet filter param-

ates human-readable one-time passwords. The (userID, . Lo
: . eters in the kernel as necessary and maintaining

password) pairs are entered into a database on the router X .

. ) ) databases of guest passwords and authorized Univer-
for future comparison and displayed on the user’s telnet _.

: : . . sity/Department users.

client. Since the telnet session is known to be
encrypted, there is no danger of new passwords beingy modified telnet server modified so that when most
snooped by other hosts on the network. It is up to users connect to the telnet server on the SPINACH
administrators at sites where SPINACH is deployed to router and are properly authenticated, network
develop a mechanism for distributing the one-time pass- access is enabled but a login shell is not provided.

words to visiting users. 4. authorization clients: processes that communicate

with the prisonguard process to enable and disable
3.4 Long-Term Maintenance network access and generate guest passwords.

One of the goals of the SPINACH system is to minimize5' DHCP SEIver a stand_ard DHC.:P server, with no
authentication extensions, which allows for auto-

the maintenance required for continued operation. ; ' . ;
Besides generating guest passwords, there is usually no mat|c co_nf|gurat|on of IP a_nd hlgher—laygr protocol
. : information on any host with a DHCP client.

manual maintenance required. But, should a network

administrator want to examine the audit trail maintained o o

by the SPINACH router or debug a problem on the4.2 Communication Between Authorization

router, he can follow the same procedure as mentione@lients and the Prisonguard

above to log in and execute arbitrary commands on the

router. The number of users with accounts on the SPINFhe prisonguardprocess is so hamed because it main-

ACH router should be kept to a minimum so that there i¢ains control over all security features of the prisonwall

less chance of malicious or inept activity on the route(SPINACH) router. It keeps a record of all generated

that opens security holes. guest (userlID, password) pairs as well as a list of perma-

nently authorized users, validates entered guest pass-

words against the list of generated ones, and modifies

the packet forwarding rules in the kernel as appropriate

in various cases. While other pieces of the software,

4.1 Software on the SPINACH Router such as the modified telnet server and the guest pass-
word management program, are short-lived processes

The SPINACH router is an Intel Pentium-based com-and exist only long enough to collect information from

puter running a Linux 2.0.30 kernel modified to filter IP one particular host as it moves from authorized to unau-

packets based on hardware address as well as tRorized, the prisonguard process runs constantly and

4. System Implementation



maintains all the state necessary to perform appropri-
ately. For example, when a host has been authorized for

a certain amount of time, the prisonguard keeps track of 1 —.

how long the host has been operating and when its D emerostrafic = [—]F

authorization should be revoked and is responsible for = i —

revoking the authorization at that time. Although the o S Kerberos server
. . . . . . c £ 0

prisonguard process maintains this state in main mensPINACHrouter g 8 @

ory for efficient operation, it also writes the information Y

to disk periodically in case the SPINACH router crashes telnet server

or shuts down.

l l l authorization

The short-lived processes that communicate with th clients [ guest
prisonguard and tell it to authorize and unauthorize unat“h alfh e”iym password
hosts, as well as generate and check guest passwor zg| Bg| Ty ISR
are calledauthorization client§see Figure 2). They are 58 38| 3¢ L
started as a result of a new user attempting to authoriz g § % § g § ,ﬁiﬁ

his own host, or a SPINACH administrator running code ; ; A S

on the router itself. Only known authorization clients on

.. prisonguard
the SPINACH router have a legitimate need to commu

nicate with the prisonguard, which acts as the authorize S
tion server, so communication with the prisonguard ,,ﬁn;’riili
takes place over Inter-Process Communication (IPC) [9

that is only accessible to these processes and the suj Linux kernel
ruser. To implement this secure IPC, the prisonguar IP forwarding code
uses a Unix domain socket linked to a Unix file that ig

only accessible by the superuser and other members

the groupauthclients The following functions are FIGURE 2. Inter-Process Communication
available for authorization clients to call for communi-  petween  authorization  clients and  the
cation with the prisonguard: prisonguard, and between the prisonguard and

) . kernel IP forwarding code.
¢ guard_authorize_nonguest(ipaddr, username)

The Department or University user by this username

(already authenticated via Kerberos) has requested . ] .
use of the network. If this username is that of an @& host after some amount of time, so this command is
approved user, allow the host with this IP address Not commonly called. However, future security
use of the network. Make note of the source Ether- improvements to the SPINACH system may require
net address of the last packet received from this [P this functionality. For example, we may want to pro-
address so that other hosts cannot mistakenly or vide a tool with which network administrators can

maliciously assume the same IP address and pass as '€Move users’ network access privileges before they
the same host. would normally expire.

* guard_authorize_guest(ipaddr, userID, passwd)  * 9uard_getpassword(keyinfo, passwd)
A Guest has entered this userlD and one-time guest ASks the prisonguard to generate and return a new
password to request use of network facilities. If this ©One-time guest password. The keyinfo field contains
(userID, password) pair is valid, allow the host using the guest userlD, as well as information about the
this IP address access to the network. Make note of Guest user and/or the Department contact who has
the source Ethernet address of the last packet requested this password, for auditing and/or billing
received from this IP address so that other hosts can- PUrPOSes.

not mistakenly or maliciously assume the same IPA h b h thorizati lient q d
address and pass as the same host. s shown above, the authorization clients can deman

that the prisonguard allow or disallow network access to

¢ guard_unauthorize(ipaddr) a particular host; thus, it is very important that access to
Disallow the host using this IP address access to thall processes running with a group idafthclientsis

network. As noted above, the prisonguard processlosely guarded. It is for this reason that only a very

takes responsibility for automatically unauthorizing few users—those who are maintaining the SPINACH



system or generating guest passwords—are allowed tware. We have made these constraints so the system
log in and execute arbitrary code on the SPINACHwill be useful in many network installations, and to free
router. The modified telnet server allows other usersetwork administrators from the burden of maintaining

only to enable network access for their hosts. special software for an ever-changing array of client
machines. The cost of these gains is that the SPINACH
4.3 Filtering Rules system does not provide the same level of security as

some other schemes (two of which are described in the

within the Linux kernel [10] according to the security WOrk hardware or client software.

policies set out in Section 2. All packets IeavingB filteri Kets f ithin the ori Il by hard
through the SPINACH router are assumed guilty until y THenng packets from within the prisonwar by hard-

proven innocent; that is, they are dropped unless the are address as well as IP address, the SPINACH router
meet at least oné of the %ollowing criteria: \S/revents casual miscreants from using public network

ports without authorization. It is fairly simple in most
* They are destined for the trusted departmental DN®perating systems to modify the source IP address of
server (may be needed to find Kerberos server),  transmissions manually; modifying the source hardware
. Th destined for th q b address is more d|ff|cullt, making illicit use of the net-
They are destined for the trusted Kerberos Servef,y that much less likely. The determined hacker,
(needed for authorization process), however, will be able to obtain unauthorized access to
* They come from an authorized user. the network by observing traffic on the public subnet,
capturing hardware address / IP address pairs from legit-
A packet is judged to come from an authorized user if: imate users, and then modifying his network interface
) ) arameters to imitate an authorized user. Depending on
* Its source IP address is that of an authorized hoSfpe particular situation, the legitimate user may or may
and not be aware that something is amiss.

¢ Its source hardware (Ethernet) address matches tr?ﬁ practical terms, there are two types of Ethemet

giiﬁg?;gd address recorded when this host Warsnedia: switched and shared. In a shared medium, hard-

ware address filtering is the best security we can provide

The second check is necessary to guard against unauttfjihout additional software requirements of the clients.
rized hosts within the prisonwall that spoof IP addresse®n @ switched Ethernet, as we have in our building,
of authorized hosts. When a host is newly authorizeor,’aCkets that are sent to or from a particular host are not
the SPINACH router freezes its ARP entry that mapS€en at all netV\_/ork ports; the switch routes_packets des-
the host's IP address to its observed hardware addred1€d for a particular hardware address to its port only.
As long as this host is authorized, the ARP entry wilBecause of this, itis significantly harder in this ty!ae of
not be modified. Any packets that later purport to com@YStem for a malicious user to snoop other users’ hard-
from this host's IP address will be checked against th@/aré addresses and then impersonate them. It is stil
previously recorded hardware address. UnfortunatelPSSible, however; broadcast packets are typically for-
hardware addresses are spoofable as well, although nigrded to all network ports, at which point the source
as easily as IP addresses; we address this problem in {pardware address can be discovered by a malicious user.

following section. By requiring a switched Ethernet instead of the much

cheaper (and often already installed) shared-medium
5. Security Considerations variety, the SPINACH router could communicate with

the LAN switch to associate a physical port identifier
Any network security system involves tradeoffs amongwith each legitimate user and thus prevent a hacker on
the strength of security provided, the equipmentsome other port from imitating the legitimate user.
required for implementation, and the inconvenienceAnother approach would be to require custom software
caused to its users. Network administrators must decidan all clients so that they could be repeatedly authenti-
which factors are most important and choose a securityated without user intervention. The first approach
system accordingly. might require an expensive retrofit of the existing net-

work architecture; the latter would require special soft-
The SPINACH system is designed with minimal ware to be installed on all clients. If the network
assumptions about the network hardware and client sofgdministrators require absolute protection against unau-



thorized network use at any cost, these changes may beceives an IP address via DHCP, and the port is con-
appropriate; however, if they are constrained by timenected to a VLAN with limited connectivity suitable
and money, they can use SPINACH to provide the beginly for completing the authorization process. The user
security possible for their network. then uses Kerberos to authenticate himself, at which
point the NetBar server sends an SNMP message to the
SPINACH is also vulnerable to a denial-of-servicey AN switch, connecting this port to an “attached” net-
attack mounted by a malicious user against the Kerberagork with full connectivity. Using the VLAN switch to
or DNS servers. Such an attack could block access tnnect and disconnect hosts in this manner provides
those services even to people outside the public nefnore security than SPINACH, because it is not vulnera-
work. A seemingly simple solution to this problem is tople to hardware address spoofing. However, it also uses
filter out Kerberos and DNS requests in addition to Otheproprietary signaling methods and thus relies on the
packets from sources that seem to generate an extraorgresence of a specific brand of VLAN switch. (Many
nary number of requests. With more experience aboWxisting Ethernet installations do not use a VLAN
normal request loads, we will be able to judge whethegwitch at all; the NetBar’s designers admit that the need
this is a reasonable approach. for switched Ethernet ports can often constitute a finan-
) ) ) cial barrier, particularly on a college campus.) In addi-
Another security concern in the SPINACH system is th§;g, the NetBar proposal requires all hosts to run DHCP
vulnerability of hosts connectaalithin the public sub- 54 Kerberos client software, and only allows users with
net. Since all filtering by the SPINACH router occurs oNgniries in the Kerberos database to connect to the net-
the boundary of the public subnet, rather than within it,, ;. The NetBar could be easily extended, though, to

there are no restraints placed on the interaction betweefjq. the use of guest passwords as we have done in
hosts on the public subnet. This means that even unadp|NACH.

thorized users connected to the public subnet will be
able to send paCketS to and receive paCketS from authg-c Berke|ey’s pr0p05a| [11] is even more demanding in
rized users on the same subnet. Users of the public surms of client software and network infrastructure.
net should be made aware of this possibility; any user gfjosts that are connecting to the campus network must
the public subnet uses the network at his own risk, and gontain DHCP client software that has been enhanced to
is his responsibility to encrypt his transmissions or for-exchange authentication information, rather than using
tify his host against attack. the widely implemented Kerberos protocol or allowing
. i . _ the entry of guest passwords over telnet. This makes it
Many network administrators may find that installing ag,remely difficult for short-term visitors to make use of
system such as SPINACH will keep unauthorized nety,q campus network; they must install new DHCP client
work use to a tolerable level. SPINACH does not prexgqgyare on their machines, and network administrators

clude the use of traditional firewalls; installing firewalls must maintain such DHCP clients for all platforms that
around the most sensitive parts of a network will protecl,ciiors are allowed to use. Also. their scheme for

them from abuse from public network ports and else'enabling and disabling communications on particular

where. network ports, while more secure than hardware address
filtering, requires the use of a LAN hub that has been

6. Related Work specially modified by the manufacturer. This will make
the use of this system impossible in many cases.

We are aware of two other proposals to deal with the
problem we attempt to solve with the SPINACH sys-
tem: Carnegie Mellon’s NetBar proposal, and UC Ber—7' Future Work

keley's position paper, “"Authenticating Aperiodic ag \ye receive feedback from users and administrators
Connections to the Ca_mpus Network. BOth_ of thes_eof the SPINACH system in our building, we will modify
sys_tems, rather than using hgrdware a_ddress mfo_rmauqu policies and interfaces to fit their suggestions. We
to filter packets, use expensive, proprietary solutions a&nticipate adding a more user-friendly HTTP interface
the link layer to isolate unauthorized hosts. Also, the3for Guest users to authenticate themselves. Also, we
_bOth require more In terms of software that must b‘?nay implement the S/IDENT protocol as an alternative
installed on every client. to Kerberized login for authentication of Department
and University users that would require no manual login

In the NetBar system [7], a Cisco Catalyst VLAN
grocedure.

switch is used to isolate unauthorized hosts. When
new client attaches to an available network port, it



In the interest of improving security without requiring (though not bulletproof) security in a switched Ethernet
more sophisticated network hardware and client softenvironment.

ware, we will also tune the security policies to minimize

a hacker’s “window of opportunity” obtained through Source code and other information regarding SPINACH
hardware address spoofing. First, we will adjust thevill be made freely available on the MosquitoNet
authorization timeout period to reflect the observedProject web site,

duration of network usage, so that it is long enough tdttp://mosquitonet.stanford.edu/mosquitonet.html.
inconvenience few users but limits the amount of time a
hacker can access the network with a captured hardwaga
address after the legitimate user has stopped using the

network. ~ Also, we will look into disabling network \ye would like to thank fellow group members Stuart
access for a host after some period of inactivity, the go%heshire, Kevin Lai, Petros Maniatis, Diane Tang, Aki-

being to mark an IP address / hardware address pair gg, Tominaga, and Xinhua Zhao for their help in
unauthorized before a hacker realizes that the 'egitima‘i%proving both ’the design of SPINACH and its presen-
host is no longer on the network. tation in this paper. We particularly thank Mema Rous-

If we conclude from network administrators’ feedbackjvc;ﬁ)lowos for her help in implementing the system as

that a defense against hardware address spoofing is nec-

essary, we W,'” probably mcorporate dynamic VLAN In addition, we thank Dan Boneh and Jonathan Stone for
switching similar to that used in the NetBar, descrlbeqheir advice in the design of SPINACH, and Armando
above, to authenticate traffic based on physical LAI\{:OX, Darrell Long, Nick McKeown, Lorenzo O'Reilly,

port rather than hardware address. This solution wouldng the anonymous reviewers for their careful readings

significantly increase the cost of the network infrastruc- 4 help in improving this paper.

ture needed to support SPINACH, but by combining

dynamic VLAN switching with the dynamic IP filtering This work was supported in part by a Terman Fellow-
possible with the SPINACH router, we could continueship and a grant from the Keio Research Institute at
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to support client hosts without any special network softSFC, Keio University, and the Information Technology

ware.

8. Conclusions

The Secure Public Internet Access Handler strikes g,
good balance between allowing temporary network
users the freedom to use whatever applications they like
on whatever platforms they like, and limiting network
access to authorized users. Because it does not limjt
users to using a prescribed set of applications and proto-
cols, it does not prevent users with network access from
causing trouble. Instead, it limits the pool of users to
those who will be accountable for their actions, i.e.,3'
Stanford affiliates and identified guests. This is an
appropriate solution for an academic research environ-
ment, and may also be the best solution for public orga-
nizations such as schools and libraries that require sonfe
control over who is using their networks without the
large capital outlays needed for alternative solutions.

As hackers become more savvy and switched Ethernér’t'
hubs less expensive, more feature-rich, and, we hope,
more standardized, it may well make sense to use a
switched LAN architecture to isolate unauthorized net-

work users. Until this day comes, however, SPINACH

will provide a useful measure of access control even in
shared-medium Ethernet installations, and even better

10.

Promotion Agency, Japan.
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