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1 Overview


Terrorists have two advantages over the United State government. First, they are organized in a highly decentralized fashion. Cutting off a terrorist network’s head will not paralyze it as a whole. There is no one to negotiate for a cease of hostility. There is no grand coordinated strategy to thwart. This means that the US government has to identify, locate and suppress a large number of geographically disperse terrorists and their activities. The law of large numbers is also on their side. They only need to succeed in a very small percentage of their attacks to achieve their objectives.


Their second advantage is initiative. In this game, the second mover (the terrorists) has an advantage. They can wait until they fully analyze the policies and procedures in place to combat them before they make any plans. The US government will always be one step behind in terms of planning and responding. For example, airport securities were upgraded after the Sep 11 attack. By now, everyone including the terrorists have full knowledge of what the new security process and procedures. If a terrorist decides to attack the nation’s air travel system again, he surely will take ample time to find all the weakness of the current security system. Or he will decide that air travel is too difficult to attach and set his eyes on some other more vulnerable areas.


In this paper, I propose two research areas that can potentially help neutralizing these advantages. The first is an online script based multiplayer gaming system. The primary feature of such a system is a flexible and easy-to-use script language that can prototype a particular scenario in a short period of time. This system will help to predict and find optimal strategies of the terrorist. This enables the government to anticipate and plan for terrorists’ responses and thus minimizes the advantage of their initiative. Furthermore, although in principle game theory analysis or agent based modeling can achieve the same goal, “games” involved in the real world are sometimes too complex to be fully analyzed by either approach. A human-based multiplayer gaming system can provide insights of terrorist behavior through controlled experiments, can evaluate potential counter-terrorist strategies and can provide a platform for strategic planners to role-play in a relatively realistic environment. 

Information is the key to counter the advantage of decentralized organizations. The second research area is information aggregation. Many researchers have found that properly designed economics mechanisms such as markets or some types of games have the properties of aggregation disperse information from a group. Obviously these methodologies can be applied to the intelligence analysts community to coordinate disperse pieces of information and analysis into a coherent picture. 

Furthermore, there may be a much larger research question: can some of these techniques be used to gather information in the larger general population? An even bolder question is whether there is a way to get the information from people with terrorist connections or the terrorists themselves through an information game. 

2 Script-Based Multiplayer Gaming System


HP Labs has spent years to develop such a multiplayer gaming system with scripting capabilities. The script language allows researchers to program in the language of games instead of the language of computing. The scripts define players, decisions, and information instead of interfaces, network connections and databases. This system has been used to model complex business scenarios. Economics experiments were implemented by this system and advise was provided to HP business organizations based on the results. The same system has also been used to execute a variety of more research-oriented experiments such as Arrow-Debreu markets and a coordination game based information aggregation mechanism. 


The current system has limitations in debugging capability, scalability and some aspects of the flexibility of the script language. Plans are in place to move to a dramatically upgraded system (in phases) in the next 24 months. Upgrades include redesigning the script language for an object oriented paradigm, re-balancing the script language between the needs for flexibility and the ease-to-program, and integration of other aspect of experimental execution with the core system such as payment, recruiting, and training. All of these enhancements will result in a slick, easy to use multiplayer gaming system that should be extremely useful for studies of behavior in complex scenarios. 

However, one other additional capability may increase the effectiveness of modeling terrorist behavior significantly: the ability to make dynamic changes to the games rules or strategic space.


Traditional multiplayer gaming system, including HP Lab’s, no matter how flexible, restricts a player to actions already programmed into system. For example, players in a game of buying and selling in a double outcry market cannot suddenly start selling by second price sealed bid auctions. That option, unless programmed in beforehand, is not available. This restriction is also mirrored in the game theoretic analysis of behavior. The strategic space has to be pre-defined before analysis can begin. Obviously terrorists will not confine their actions to those pre-determined by analysts in any model.


One way of adding this capability into the system is by the use of human moderators. The moderator, anonymous and invisible to the players, should stand by in the course of a game and create the necessary additional game rules when a player want to do something that is not pre-determined in the scenario. Difficult research and design challenges need to be solved to make this functionality a reality. What are the software tools that a moderator will need? How do you determine whether an action should be allowed or not? Some of this research is in the area of software design. Some is in the art of creating the appropriate models using such a software system.

Project Planning


Resources in three areas are needed to support the development of a script-based multiplayer gaming system. Using the HP Labs system as a core, a team of software engineering (estimated to be between 3 to 5 people) is needed to implement the necessary additional functionalities. With equal importance, a small team of economists and game theorists (2 to 3 people), with research support, should collaborate with defense department experts to design appropriate models reflecting the “games” between the government and the terrorists in parallel. Appropriate amount of equipment, including an economics laboratory, appropriate web hosting of online functionalities, and computers for development, is also necessary.

The project is estimated to have early prototypes with limited functionalities in 6-12 months time frame while the full system can be completed in 3 to 5 years. Modeling and experimentation can be conducted in parallel.

3 Information Aggregation Mechanisms



Information aggregation mechanisms can be useful in two types of scenarios. The first have to do with applying information aggregation mechanisms to an environment under the government’s control. For example, there are many intelligence analysts sifting through disperse information every day. The government knows who the experts are. The government can effectively control their incentive since they are all government employees. In this class of applications, the major research is to find the most efficient mechanism that aggregates information.


However, to achieve the biggest benefits of these mechanisms may involve tapping into the general population, which is an environment that the government has very little control. Consider the example in which information aggregation technologies are used to find a terrorist safe house. In the traditional way, leads are filtered from citizens to law enforcement organization to federal agencies. The importance of these leads is judged by individuals at each level of the chain in isolation. Many leads may not even get to the authorities because individuals may not be aware of the importance of what they know. Conversely, if a proper information aggregation system is in place with the proper incentive for participation, a neighbor seeing a house with suspicious looking people coming and going may report into the system. In isolation, it may not mean anything. However, a large pattern may emerge if the whole community is participating. A gun shop in the vicinity may notice some unusual purchases. A bank close by may see a large (but not alarmingly so) withdrawal of cash from oversea accounts. All of these tidbits together may just be enough to locate terrorists before they strike.


To make such a system work involving solving many difficult research questions. For example, how does the system control and select participation in a dynamic fashion? What is to prevent people coming in with random tips? Or worse, will people manufacture tips hoping to win something? If terrorists know of the existence of such a system, which will be a certainty, can they disrupt or feed false information into the system? Can we have a foolproof system that in equilibrium when the terrorists are playing their best response, we still get useful information out of the system? 

The major issue is that modeling information aggregation mechanisms alone is no longer sufficient. Terrorists may change the outcome depending on how they are interacting with the system. A richer model including terrorists’ responses endogenous to the system is needed to fully understand how such a system may work.

Project Planning

The project can be divided into two separate teams of 2-3 researchers each with appropriate research support. The first is to tackle the problem of adapting known information aggregation mechanisms to be applied in the analysts’ community. The second focuses on the problem of finding new mechanisms applicable to be used in the general population. Both teams are assumed to have access to the script-based multiplayer gaming system.


Field tests of known mechanisms can probably be completed in 6 to 12 months time frame. The development of new mechanisms can take considerately longer.

4 Summary


Two research areas, the development of a script based multiplayer gaming system and information aggregation mechanisms, are proposed in the context of neutralizing terrorists advantages. The focus of this paper is on terrorism but these research areas obviously have much broader applications. HP has already employed script based multiplayer gaming system to help make business decisions with successes. Furthermore, field tests have been conducted inside HP using information aggregation mechanisms to predict business events. Similarly, these technologies can be applied to other areas of interest to the defense department including, but not limited, to war gaming, intelligence gathering and predictions, strategy assessment and evaluation and so on.

