Simple Cooperative File Sharing with SCoopFS

We often want to work on documents with colleagues.  The most common way to do that is to exchange email attachments, but that approach has a number of problems.  It's inconvenient because you have to remember to send updates.  It's dangerous because it's too easy to lose work due to an edit conflict.  It's not secure, because few people bother to, or even know how to, encrypt their email. 
Another approach is to use a tool that provides a common environment, such as SharePoint.  These solutions can be secure, but there is a substantial administrative burden that involves setting up special segments, creating accounts, and managing access rights.  You also have to move files back and forth to your machine if you want access while offline.  These tools are particularly difficult to deal with when the set of users is constantly changing.

SCoopFS (the F is silent) addresses these problems by letting you share files in a natural way.  The security is there, but you never have to see it.  In fact, our motto is "Not one extra click for security."  Do your thing, and let SCoopFS make sure the right thing, and only the right thing, happens.

SCoopFS Overview

SCoopFS is a lot like sharing documents with email attachments, but with less risk and fewer headaches.  Figure 1 should look familiar.  The message will go to a Pal called Bob.  There is a subject and message body and the file being shared shows up as an attachment.  Clicking Send initiates the sharing.  A lot of stuff will go on under the covers, but you won’t see any of it.
· The mail will be sent to Bob and nobody else.

· Bob will know that the message came from Alice and nobody else.

· The message and its attachment are encrypted so that only Bob can see the contents.

· The file is marked as Shared on Alice’s machine.  She can arrange to have updates sent to Bob whenever she changes the file or at a time of her choosing.

· The attachment is sent to Bob in a way that simplifies sharing.

Bob has an Inbox that shows his messages.  When he selects the message Alice sent him, he has the opportunity to save the file, as shown in Figure 2.  After saving the file wherever he wants in his file system, Bob’s Inbox shows both his file name and Alice’s, which makes it easier for them talk about the shared file.  When Alice updates the file, the changes propagate to Bob’s machine.  Bob can choose to have Alice’s version silently replace his or deal with the updates later.  Figure 3 shows that Bob has the opportunity to
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Figure 1. Sharing a file with a Pal

do the same things he could do had Alice sent him a conventional email with the new version of the file as an attachment, with one important exception.  If there’s an edit conflict between the two copies, Bob won’t be given the option of replacing his copy without moving his own version (with his own edits) to a new place, which makes it harder for him to lose work.
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Figure 2. Saving a newly shared file.
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Figure 3. Deciding what to do with an update.
Getting Started with SCoopFS

Unzip the distribution, and follow the instructions in the file installationGuide.txt.   If you would like to be part of the SCoopFS community, create an invitation for a new Pal.  (You can only join if you haven’t changed the contents of the file fred.url.
)
1. Start SCoopFS.

2. Click on “View Pals” and “Create a Pal”.  
3. Select a Petname for your Pal, such as “SCoopFS Support”.  The Info and Notes field are for your information only, so you can leave them blank for now.  
4. Click on “Auto Send” and “Auto Receive”, which will automatically propagate changes you make to shared files and receive changes from SCoopFS support.

5.  Click “Save” and send the resulting webkey to alan.karp@hp.com.  
Shortly after you’ve established the connection with SCoopFS Support, you’ll get a welcome message and a message sharing a file.  The email accompanying it will explain how to handle the attachment.  This file is for public communication with all SCoopFS users – it’s the FAQ page being evolved by the entire SCoopFS user community.  While you can send a SCoopFS mail to the support Support Pal, the message only goes to one machine.  The file shared between you and SCoopFS support is automagically shared with the entire community.

You’re now ready to initiate some Pals of your own.  Say that you want to work on a document with a colleague who is also a SCoopFS user.  Click “View Pals” and “Create an Invitation for a Pal”.  Pick a petname, decide if you want to auto save and/or receive, and fill in the Info and Notes fields with whatever makes sense to you.  Then click “Save”.  SCoopFS will set up the necessary infrastructure for your new Pal and fill in the Webkey field.  Send that webkey to your new Pal by any means you like, such as in a conventional email.  Be aware that anyone who intercepts this webkey can impersonate your Pal.  You can protect yourself by having your colleague read the domain name of the webkey to you over the telephone since your machine is the only one that can use it for SCoopFS.  
At this point, you’re on your own.  Play with the user interface.  You won’t break anything.  Anything you do can be undone.
  If you accidentally delete a Pal, you can undelete.  If you accidentally unshare a file, you can just share it again.  If you share a file read-write that you wanted to share read-only, unshare it and share it again in the right mode.  If a file update doesn’t show up, check your Shares View to see if there’s a pending update or revision that needs to be sent.  If you get into a state and don’t know how to get out, click on one of the View buttons.

Let us know what you think by editing the FAQ file or by sending an email to alan.karp@hp.com.
Use Patterns

Although the code we’re distributing today is an early research prototype, we’ve found it useful for a number of other things.

· Sharing with a Pal on another of your machines allows you to mirror files between the machines.

· Sharing with yourself allows you to mirror files to another location, such as on a shared drive or USB device for backup.

· Read-only sharing makes it easier to distribute software updates.  Changes made on the support machine automatically propagate to all registered users.

· Read-write sharing lets someone else control a single one of your files, even if it’s on a network drive where you can’t change the permissions.

Some other patterns need a bit more explanation.  Say that Alice is in charge of the master copy of a document, and Bob and Carol send their changes to Alice.  Alice merges their comments and produces a new draft.  That’s done in one of two modes without SCoopFS, as described below.
Shared File Model

All three can be working off a single shared file, perhaps on a shared drive or in SharePoint.  Everybody sees changes the others make to the file.  Of course, there’s no protection against edit conflicts, so they want to use SCoopFS.  As shown in Figure 4, Alice shares the file Accepting Updates (read/write) with Bob and Carol.  When Bob makes a change, Alice’s copy gets updated, which causes the changes to propagate to Carol.  The same thing happens when Carol makes a change.  However, if any two of them edit the file before the changes propagate, SCoopFS properly reports an edit conflict.  SHAPE  \* MERGEFORMAT 



Email Exchange Model

In this model, Bob and Carol email their comments to Alice.  Alice emails the updated draft back to them.  The primary difference is that Bob and Carol don’t see each other’s comments.  SCoopFS supports this model two ways.  The simplest approach is for Alice to share the file as in Figure 4 but not automatically accept updates from Bob and Carol.  When Carol changes the file, Alice will get a notification in her SCoopFS Inbox and can save Carol’s copy to a non-shared file (Share Pal’s as Private).  She does the same when Bob updates his copy.  When Alice saves a new version of the shared file, Bob and Carol get the updates.  The problem is that SCoopFS will report an Edit Conflict, which might get Bob’s and Carol’s hearts beating faster.  It’s actually not a problem.  They just accept the changes by making the new version the shared file (Save Mine as Private).  They can now compare the updated draft with the version containing their comments.

Figure 5 shows another sharing pattern that avoids reporting spurious edit conflicts, although it’s a bit more complicated for Alice.  The trick is for Alice to share a new file with herself with Do Not Accept Updates for Bob and a different file for Carol.  She then shares the Bob file Accepting Updates with Bob and the Carol file with Carol.  When Bob updates his bar.txt, the changes will propagate to Alice’s fB.txt.  Carol’s changes to her qux.txt will update fC.txt.  Alice uses the comments in the fB.txt and fC.txt to update the draft.  When she saves foo.txt, the changes propagate to fB.txt and then to Bob’s bar.txt as well as to fC.txt and then to Carol’s qux.txt.  No spurious edit conflicts get reported.

Known Issues

You are using a very early prototype, which means there’s a bunch of stuff that we know is wrong but won’t be fixing.  When the code is released under an open source license, you can fix those things yourself.
Only tested with Firefox: In fact, SCoopFS fails to start with Internet Explorer for reasons we didn’t bother to track down.  We don’t know about Safari because we tried to run SCoopFS in Firefox on a Mac, but the user interface didn’t act right, so we gave up.  We think it’s a problem with the version of Flash for Mac, but we’re not sure.
Persistence: SCoopFS is built on the Waterken server (http://www.waterken.com), which saves everything forever, well, at least until you manually get rid of it.  That’s why you can only hide things in the Archive View, not delete them.  Still, you are using a very early prototype.  That means you should not rely on SCoopFS as a permanent archive for important messages.
Performance: SCoopFS uses a protocol we refer to as ETRTWH, Eventually The Right Thing Will Happen.  There are a number of round trips for many of the operations, which makes them slow.  For example, it can take minutes per megabyte to transfer a file.  It turns out that’s not much slower than sending large files through conventional email, but it’s very slow if you think you’ve got a mirrored file system.

Off-line access: SCoopFS uses a server to forward messages and file updates through firewalls.  Currently, all communication goes through this server.  That means if you’ve shared a file with yourself and put the copy on a USB drive, updates will only propagate when you’re connected to the network.  So, if you’re editing a file while on an airplane, the USB drive won’t get the latest version until you can reach the SCoopFS forwarder.

Off-line Pals: There is no need for you and your Pal to ever be online at the same time, which is convenient if you’re on opposite sides of the world.  Unfortunately, the three issues above combine to cause some delays.  Each time you connect, one step of the protocol will run.  When your Pal connects, the next step will run.  Then you, then your Pal, and so on.  ETRTWH, but don’t be surprised if some things, such as transferring large files, take a while.  If you find yourself in this situation, we recommend having one machine that’s connected all the time to share the file with both of you.

Nothing is happening: Sometimes you expect a SCoopFS mail or changes to a file and nothing seems to happen.  First be patient.  The ETRTWH protocol may just be doing its thing.  If you’re worried, make sure you can reach the Internet by visiting a well-known site in your browser.  If you can, you can try sending a SCoopFS mail to yourself.  If it doesn’t show up in a minute or so, check that the forwarder is up by manually inserting into the address bar of your browser the domain name and port from URL in the file fred.url.  If the forwarder is up, you’ll see the waterken welcome page.  If the server is up, and your message still hasn’t appeared, try closing the process running serve.jar and restart it by running startScoopfs.bat.  If that doesn’t work, send email to alan.karp@hp.com.
Unfinished Pal setup: Sometimes your new Pal’s Proposed Name will not change from “Nickname not yet acquired.”  Nevertheless, most of the time you and your Pal will be able to communicate.  If you can’t get messages through in both directions, delete the Pal and try again.
Missing or misleading information: The purpose of this prototype is to tell us what we should have built.  Because of that, there are places where we have lost track of information that you’d like to see.  For example, the Archive View shows you all your messages.  We’ve used a kludge to show who you sent your messages to.  Don’t be surprised if it’s wrong. 
White space: We were sloppy about dealing with white space at the beginning and end of strings.  Any time something goes wrong after you’ve inserted a string, you should suspect a white space problem.  Make sure fred.url consists of only one line and has no trailing blanks.  Before accepting an invitation to be a Pal, make sure the webkey has no leading or trailing blanks.  
If you find any other issues, send email to alan.karp@hp.com.  Some of them we’ll fix soon, and some of them we’ll let you fix in the open source code when it’s available.
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Figure 4. Supporting the shared file model





Figure 5. Supporting the email exchange model.








� The current prototype temporarily holds the message and attachment unencrypted on the server that forwards messages through firewalls.  That machine is in a cubicle at HP Labs, which minimizes the risk.


� Contact us for instructions if you are using your own Fred.


� In this version, you won’t be able to move items from the Archive to your Inbox.
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