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1 Abstract

The concept of a "Printer Access Protocol" or "PAP' was intro-
duced during the md-1980s to provide for conprehensive access
to the new generation of nore capable, networked printers. The
design goals for a PAP need to consider the variety of data
presentation protocols in use and the heterogeneous nature of
distributed interconnection nethods. A Digital printing archi-
tecture team adopted an existing prototype, the Reid-Kent Print
Server Protocol, as the basis for a proposed "Comon Printer Ac-
cess Protocol," or CPAP. Digital's first server instantiation of
the CPAP, PrintServer Supporting Host Software version 4.0, also
needed to address inplenentation practicalities to ensure inter-
operability and backwards conpatibility. The solutions sel ected
are applicable to a broad range of client-server systenms where
clients and servers may be independently devel oped, and where
such conmponents nmay be installed and upgraded asynchronously
fromone another. CPAP is being considered for adoption as an
Internet standard, and is an el enent of the Palladium Print-

ing System which has been accepted as the printing systens
conmponent of OSF/ 1. [Protocol paper starts here.]

The presentation of conputerized data has beconme a remarkably
sophi sticated and subtle operation. Video displays now support

wi ndows with conpl ex allocations of display space, variable
fonts, and real-tine user input operations. Printing devices
now of fer support for publication-quality fonts, line art, and

i mmges. These devices can present visual objects on a variety

of nmedia, frommany sources, and in variable orientations and
presentation nodes. In addition, both video and printing devices
are now decoupl ed from dedi cated conputing environnments, and are
shareabl e from many hosts and by nmany users or prograns.
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Now, only the sinplest printing devices are linited to present-
ing just characters, and many users are finding such restricted

capabilities inadequate. Also, nost printing devices still re-
qui re dedi cated connections to single conmputers. However, nore
printers now offer full network accessibility; i.e., network

printers are capable of offering sophisticated services to a
wi de variety of users and their applications.

The paper entitled "Design of the DECprint Conmon Printer Super-
visor for VMS Systens" in this issue of the Digital Technica
Journal describes access nmethods and interrel ati ons anong ser-
vices that provide for these increasingly sophisticated data
presentation capabilities.[1l] The printer access protocol (PAP),
a service interface in the DECprint architecture, couples the
printer supervisor conponent to the logical printer for present-
ing data and otherwi se controlling a physical printing device.
The common printer access protocol (CPAP) described in this
paper provi des the fundamental services required by a printer
supervi sor for the presentation of data and coll ection of ac-
counting information. In addition, the CPAP supplies easier
network access between printer supervisors and printers, as

well as ancillary control of printers for network nanagenent

and device configuration. The CPAP al so provi des services to
distribute the processing requirenments of the printer itself,
nost notably a nechanism for delivery of network font services.
This last capability allows a printer to offer what amounts to
virtual services, i.e., the ability to configure itself dynam -
cally to the demands of a print job w thout the involvenent of
the printer supervisor.

Thi s paper begins with a discussion of the influence of exist-
ing protocols and the DECprint architecture on our CPAP design
goal s. The sections that follow present the printer session
concepts and the functional interface between the protocol and
applications. W then describe the inplenmentation of the new
protocol in a server environnment, including interoperability,
conpatibility, and the translation of the ol der PrintServer
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protocol. At the close of the paper, we di scuss ongoi ng stan-
dar di zati on i ssues.

2 History

Digital's first fully networked printer, the PrintServer 40,
was first shipped in 1986. Its local area print server (LAPS)
protocol was anal ogous to later printer access protocols. The
Print Server 40 was a ground-breaki ng product for Digital, and
the LAPS protocol was a nmmjor aspect of the PrintServer devel -
opnment effort, portions of which date back to 1983. The LAPS
protocol was designed and devel oped with particul ar product-
oriented deliverables in mnd, and was optim zed for VMS access
and DECnet transport. Wiile this protocol predates nuch of the
architectural work now being inplenented in Digital's print-
ing products, it was (and still is) a significant el enent of
Print Server architecture and inpl enentation.

Wor k began on nore general PAPs in 1987 as part of the early
work on the DECprint architecture (known at the tine as the
Printing Systens Moddel). The specifics of what woul d becone the
CPAP energed in late 1988 in two internal papers by Brian Reid
and Chris Kent of Digital's Western Research Laboratory. These
papers presented the initial design concepts for a PostScript-
based, TCP/IP-connected (transm ssion control protocol/internet
protocol) print server in a clearly defined client-server en-
vironment. This print server protocol cane to be known as the
Rei d- Kent protocol .

Desi gn Rationale and Goal s

By early 1988, design goals for (and constraints on) a PAP

were wel | understood, and had been coll ected and published as
part of Digital's Printing Systens Mddel. Chief anmong these
goal s and constraints was the need to support a variety of data
presentation protocols, and to allow printers to be connected to
driving applications by a variety of comrunications and process-
to-process interfaces.
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The increasing corporate comritnent to open systens nade it
clear that a PAP would al so have to couple entities running
vari ous operating systens across different networks. Thus,

the DECprint PAP architecture team decided early in the design
process that a PAP shoul d be designed for public access; that
is, the specification for the protocol should be put into the
public domain and subnmitted for industry standardi zation

Interoperability is a nost serious constraint. Digital has a
strong tradition of naintaining backward conpatibility within
and anong its product famlies. In a distributed processing en-
vi ronment, however, backward conpatibility takes on the added
burden of interoperability. Miltiple clients nmust conmuni cate
with multiple servers, any of which can be upgraded to new ver-
sions of supported protocols asynchronously. Addressing this
probl em was a mmj or conceptual test in the first inplenenta-
tion of a CPAP server. This is discussed in nore detail in the
section The CPAP Server |nplenentation.

The Rei d- Kent protocol nmet many of the technical design re-

qui renents for a new PAP. It was built on industry-standard
conponents, and contai ned no proprietary technol ogy that would
prevent its publication.

However, certain PAP design goals were not covered by the Reid-
Kent protocol in its 1988 version.

o There was no facility to select a specific page description
| anguage (PDL) for printers supporting nmultiple interpreters.

o0 There was no nethod for soliciting the capabilities and nedia
avai l able on the printer.

o The only |l anguage supported was English (contrary to the
corporate guidelines for internationalization).

o Data sent fromthe printer was not categorized; user-specific
i nformati on was m xed with operator and service data.

o0 No neans was provided to solicit the status of the printer
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o0 There was no encoding to discrinnate between binary and text
files.

However, these flaws were largely om ssions fromthe design
goal s, not fundanmental conflicts with them The architecture

t eam deci ded that the Reid-Kent protocol could be extended

to address these omi ssions without serious conflict. In fact,
the necessary extensions were designed to allow clients and
servers conformng to the original Reid-Kent protocol to remain
in conformty with the full CPAP specification

3 Architecture

The CPAP is primarily a comuni cation-oriented protocol, i.e.
the presentation of its function is closely coupled with its
encodi ng. The major syntactic features of the CPAP derived from
the Rei d-Kent protocol are the foll ow ng.

o All encodings are ASCI| strings. This eases the generation of
protocol streans and ensures independence fromthe underlying
conmuni cati ons channel s.

0o No data fields are fixed I ength. This provides for extensi-
bility of the protocol and eases the generation of a protoco
stream

o Miltiple channel s of conmunication use the same basic format.
Common parsing of separate channels sinplifies inplenmenta-
tions.

o Sinple nureric tokens define the operators.
Sessi on Concepts

The CPAP architecture defines separate contexts for each type of
wor k the CPAP can perform Each context requires that a separate
session be established for its own tasks, and each session

i nvol ves the creation and use of a separate network connection
between the controlling client and the server. Each connection
identifies the type of session the initiator requires. The CPAP
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defines three different session types: print, managenent, and
consol e.

The set of CPAP operators allowed for a session is restricted to
those needed to support that type of session. Al session types
have access to printer status and configuration information.

In addition, rmultiple concurrent sessions are permitted. Print
sessi ons and managenent sessions may have one or nore virtua
circuits active to a printer at a tinme. The use of nultiple
circuits permts the streanming of data to the printer over

| ogically separate channels, thereby elininating application
protocol overhead for the npst frequent operations. |In contrast,
consol e sessions use a single virtual circuit for exchange of
data with renote terninals.

Print Sessions Print sessions usually consist of a series of
docunents printed for a user on a given host by a printing ser-
vice (a "printer supervisor" as defined by the DECprint archi-
tecture). Wth the operators provided by the CPAP, the printing
service can determ ne the | anguage interpreters, printer op-
tions, fonts, prologues, and nedia that are currently installed
at the server. These operators al so provide the current oper-
ational state, nunmber of jobs queued to the printer, and the
current job status. These features permit the printing service
to select the printer (server) that can satisfy the user's re-
gquest and to determi ne a nmethod for submitting the job to the
printer.

Once the printing service has begun a session and identified
itself, it identifies the user and the user's job code to the
printer. This information may be used by the printer to pro-
vide usage information to a centralized accounting service. The
printing service can then present docunents to the printer. A
transacti on between the printing service and the printer estab-
lishes which interpreter the printer will use for each docunent
and which virtual circuit will be used for its transm ssion.
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Sel ection of the proper virtual circuit for transm ssion of
docunents to the printer is perfornmed by passing tokens from
the printer to the printing service. The tokens are then mapped
to whichever virtual-circuit service is being used by both the
printing service and the print server. This nmappi ng approach
avoi ds passing network-specific information within the proto-
col. Not only does the approach nmake the CPAP i ndependent of the
networks on which it might run, it ensures that the network ser-
vi ces need no know edge of CPAP encodi ngs. Such virtual-circuit
mapping is critical to allow CPAP client-server processing to be
i mpl enented in a heterogeneous, internetworking environnent.

During the printing of the docunment, sonme data presentation in-
terpreters (PostScript, for exanple) send data back to the user
or print service. In addition, the printer may run out of paper
or toner, may have a full output tray, or may encounter other
exception conditions not directly related to the interpretation
of page description data. The CPAP categorizes such conditions
and delivers relevant nessages to the user, the operator, or the
event | ogs.

Upon conpl etion of the job, the printing service is notified

of the nedia used, the nunmber of pages printed, and the printer
processing tinme required to conplete the job. The protocol also
i ncludes a provision to abort jobs, e.g., an inproperly forned

docunent that m ght otherw se hang the printer.

Managenment Sessions The CPAP supports certain printer services
t hrough managenent hosts. A managenent host is a network entity
(not necessarily the sanme entity as the printing service) with
whi ch the printer can exchange information or request services.
Such services include

Ti me service

Centralized event | ogging
Centralized accounting
Program | oadi ng and configuration
Font services
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An inportant aspect of the CPAP is that the printer is always
passive with regard to initiating mnagenent services. A candi-
dat e nanagenent host advertises that it has services to offer
and a print server accepts or rejects the offer. Once a con-
nection with one or nore managenment hosts is established, the
printer may use such hosts as servers for tine synchronization
configuration file access, and font | ookup. Additional functions
for these hosts nay be | oading program i mges, event |ogging,
accounting, and general file access.

File nam ng to access general file services is a problemthat
needs special attention if the server and the protocol are to
mai ntai n i ndependence fromthe host operating systens. Conmonly
used files are identified in the CPAP by reserved tokens, such
as $CONFI G, $DEFAULTS, $RESOURCES, and $SETUP. Arbitrary path
nanmes are allowed, but can access only a limted domain (froma
known root directory) to preserve file systemindependence and
to maintain security.

Transl ation to the host's services is provided by the host
itself. This permits the printer to be served by different hosts
using a wide variety of operating systens (and their inplicitly
different file-nam ng conventions and syntaxes) w thout any

awar eness of a management host's inplenentation by the server.

Consol e Sessions A console session is a formof printer manage-
ment. The content of the data exchanged during a consol e session
is specific to the printer, and is not specified by the CPAP
Services perfornmed within a consol e session mght include

0 Operator services, such as telling a printer what nedia
have been | oaded (e.g., by color, weight, or transparency),
or setting physical printer defaults (e.g., duplex versus
si mpl ex, or default nedium sel ection)

o Network management configuration services, such as control -
ling domain access to or fromthe printer

o Troubl eshooti ng or debuggi ng services
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Digital's inplenentation of console services on current
Print Server products confornms to the Enterprise Managenent
Archi tecture.

Application ProgramInterface

The functional interface to any protocol provides an additiona
abstraction between an application and a protocol. This abstrac-
tion answers many of today's software application needs, includ-
ing interoperability, portability, nmodularity, and reusability
across nultiple architectures. An application programrng inter-
face (API) that allows access to all CPAP facilities is included
in the protocol's specification.

A connection bl ock, which is passed as a paraneter to all func-
tions, provides support for various printer types, their device
i dentifications, and descriptors for cormand and data channel s.
Thi s support includes separate command and data channels for
printers supporting rmultiple virtual circuits or channels. Just
as in the case of the data-stream form of the protocol, the API
formall ows separate channels for data and commands.

A separate command channel allows ease of control flow between
client and server. This may include the client receiving the
server's status or events, or the client sending aborts to the
server. For devices that support only a single channel, the
generic printer driver can set both conmand and data channel s
to the sanme val ue. For supporting multiple jobs active at the
same time (job overlap), a job identification (ID) paranmeter is
passed with all functions.

To support various nmessage types, the address of a read-call back
routine is passed to the open printer function along with a
poi nter to read-call back argunments. These argunments may sig-
nal various events, or may consist of nessages for the user
operator, accounting, or resources available in the printer
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An early version of the generic functional interface was part

of MT Project Athena's Palladium Print System The printer
supervisor in Digital's LNO3R ScriptPrinter product was nodified
to create a generic printer interface for both the ScriptPrinter
device and the PrintServer famly. This conversion froman API-
accessi bl e base took one week to execute, whereas it typically
takes six nonths of effort to develop a new printer supervisor
for a device as conplex as the PrintServer product.

4 The CPAP Server |nplenentation

The inpl ementation of a protocol gives rise to problens dif-
ferent fromthose related to its design. Wen defining the
architecture, one strives to provide an ideal that includes

all of the desired features in an el egant manner. Wen perform
ing an inplenmentation, one finds that el egance often has to take
a back seat to pragmatics. This is especially true when the new
protocol is intended to replace two different protocols in a
new version of an existing product. Merely inplenenting the new
protocol is not enough-the inplenentation nust somehow coexi st
with the protocols being replaced.

Digital's first production inplenentation of the CPAP was tar-
geted for the DEC PrintServer Supporting Host software version
4.0, which loads and drives the PrintServer famly of printers.
For the bal ance of this paper, we refer to this software by the
Print Server product designation of LPS version 4.0.

We started the inplementation by nodifying Digital's ULTRI X
PrintServer client, which already used the Reid-Kent subset of
the CPAP, to use DECnet network transport and run on the VMS
operating system W then updated the LPS server code to permt
ei ther DECnet or TCP/IP transport. This was acconplished by
using the direct-to-port conmmuni cation features of the VAXELN
operating system The server establishes a circuit using the
appropriate transport and then spawns a process for dealing with
each inconm ng connection. Thus, the sanme code can service print
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sessi ons, nmanagenent sessions, and consol e sessions wi thout
concern for the type of network transport.

The CPAP was, by design, directly upward-conpatible with the
Rei d- Kent protocol subset. However, Digital's PrintServer of-
ferings prior to LPS version 4.0 were LAPS-based, and LAPS was
not CPAP-conpatible. To pernmt users of existing PrintServer
printers to continue to use these products, we had to find a way
for the new CPAP inplenentation to coexist with the ol der LAPS
application protocol. W achieved this coexistence by having
the server performtranslations fromthe ol der protocol to the
new one in the server itself. When the client establishes the
initial connection, the server senses which protocol is being
used by the client system If the initial nessage indicates the
use of LAPS, the server spawns incomng and outgoing filters to
deal with the incom ng connection, and a new internal circuit
repl aces the network connection to handle the interpretation of
t he CPAP.

The coding of the LAPS filters was the last step in inplenenta-
tion before testing began. The PrintServer 20, PrintServer 40,
Print Server 40 plus, and the new turbo PrintServer 20 all had to
be tested using both LAPS and the Rei d-Kent subset of the CPAP
In addition, the new inplenentations of the nanagenent client
and the console client on the VM5 systemrequired verification.
This verification entailed a nultitude of tests using the LPS
symbi ont runni ng on ol der versions of the VMS operating system
the newer common print symbiont (CPS), several versions of the
ULTRI X operating system and a source kit version running on a
Sun M crosystens workstation

Unfortunately, this testing uncovered |atent defects in the

i mpl enentation of the existing products. W had to anal yze each
of these defects and plan corrective action. Since updating

the existing products in the fieldis a difficult process (both
technically and procedurally), we corrected nost of the defects
by altering the server to deal with the problens. Retesting was
performed over several baselevels to ensure that our changes
caused no regression.
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At one of the early baselevels, the interface between the net-
wor k distribution software and the server's PostScript inter-
preter was updated to use a stream based connection in place

of the previous packet protocol. This update permitted the new
CPAP data channel to be mapped by reference to the input of the
Post Scri pt PDL or any other PDL supported by the printer. This
change al one permtted the performance of the server to be main-
tai ned even when the server was translating fromthe old LAPS
protocol to the CPAP

In general, devel opnent proceeded incrementally, i.e., key fea-
tures were identified and added with each baselevel. Wile this
technique limts the conplexity of producing the product, it

rai ses an inportant business issue. Specifically, the provi-
sion of enhanced services in a client-server environnment often
exposes aspects of the proverbial "chicken-and-egg" situation
There is little call to offer enhanced features in a server if
clients have not been progranmed to solicit the features. How
ever, clients are not readily upgraded to solicit features that
m ght not be widely avail abl e.

The LPS version 4.0 project teamnet its backward conpatibility
design goals by including the LAPS-to-CPAP filters. In doing so,
t hey undercut the need to provide the enhanced feature support
that the CPAP was designed to deliver, since existing clients
(earlier versions) could not avail thensel ves of the added
features. In addition, the risks of including full CPAP support
in LPS version 4.0 (possible increase in tinme to market, and

the creation or exposure of more |atent defects in all supported
envi ronnents) seenmed to outweigh the benefits. However, a |ast-
m nute change to use the new protocol's data channel for | oading
fonts yielded such a | arge perfornmance advantage that resistance
to using the new features crunbl ed, and the project team was
allowed to submit the full protocol to field test.
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5 Standardi zati on

Network printing becane wi dely available in the md-1980s, but
products fromdifferent vendors were not conpatible. Network
printing protocols were largely proprietary efforts by ven-
dors who had devel oped them for their own printer products.
Digital's PrintServer 40 and its LAPS protocol were typical in
this regard. By the late 1980s, network printing was an estab-
lished and conpetitive technol ogy, but there was still little
i nteroperability anmong the various vendors' products.

In the absence of printing protocol standards, the Internet

Engi neeri ng Task Force (IETF) formed a Network Printing Protoco
wor ki ng group in early 1990. This group's charter was to exani ne
printing protocols then in existence or under devel oprment,
assess their applicability to Internet-w de use, and suggest
changes. Digital's representatives to the | ETF working group

on the Palladium Printing Systenms standardization reported the
interest shown in Digital's Reid-Kent protocol. Thus, in July

of 1990, Digital submtted a version of the PAP that was under
consi deration by the DECprint PAP architecture team

Early consideration of this PAP by |IETF and the LPS version 4.0

i mpl enentation effort ran concurrently. This provided a uni que
opportunity for Digital's inplenmenters to obtain feedback from
a very know edgeabl e architectural comrunity. In turn, they
could report inplenentation experiences that affected the revi ew
and progress of the specification towards standardization.

| mpl ement ati ons of CPAP clients and servers by conpani es other
than Digital are in progress.

As part of Project Athena's PalladiumPrinting System the CPAP
has been accepted by the Open Software Foundation for inclusion
in a future rel ease of OSF/ 1.

A draft of the CPAP is being circul ated anong | nternet nmenbers
for comrent. Meanwhile, work on future enhancements conti nues.
Wrk is nowin progress to specify a superset of the exist-

ing protocol that deals with authentication and encryption to
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strengthen security. This work is being done in the spirit of
the original mgration fromthe Reid-Kent protocol to the CPAP
i.e., the security features being added will not adversely im
pact users who do not need the new features.
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